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Behavior Recognition and Prediction With
Hidden Markov Models for Surveillance

Systems
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Abstract: A method for learning models of a person’s behavior in a building is described. The
person’s movements and some activities are detected by sensors. From the sensor values a Hidden
Markov Model (HMM) is learned. Once a model is built, it allows calculating of predictions of
the person’s behavior with respect to incoming sensor values. A method for learning HMM
structures from sample data is described.

Keywords: Building Automation, Hidden Markov Models, Scenario Recognition, Ambient
Assisted Living, Behavior Prediction

1. INTRODUCTION

Up to now, advances in the electronics industry have
driven growth in several areas like home entertainment,
surveillance, home automation products (e.g. lighting,
heating, and power), home appliances (e.g. laundry ma-
chines, fridges, etc.), and ad-hoc wireless sensor networks
(AWSN), which promise to add a truly ambient intelligent
component to the home. The future home clearly repre-
sents an opportunity for the convergence of these different
technologies far beyond the level of integration seen today,
like e.g. proposed in (Baker et al. (2006)).

Continuously improvements of technologies in the field
of building automation systems make them better and
cheaper. Due to the improvements in the field of sen-
sors, actuators and communication systems, increasingly
efficient systems can be realized. But together with the
efficiency also the complexity increases. For handling the
expected complexity in future times, new methods for the
processing of sensor values become necessary. The use of
statistic methods is one possibility for describing recog-
nized situations in buildings. It is an interesting question
if it is possible to derive prognoses for expected future
situations from such models.

Hidden Markov Models (HMM) for system analysis have
been used for speech recognition (Rabiner and Juang
(1986)), for automated process discovery in software (Cook
and Wolf (1999)), for software self-awareness (Bowring and
Harrold (2004)) and for modeling sensor data in building
automation (Bruckner (2007)).

How far the theory about Hidden Markov Models (HMM)
is useful for describing the behavior of persons in a room
and to make predictions about a person’s behavior out of
the learned descriptions, will be determined in this work.

The calculation of these predictions is based on common
algorithms. In which way data of different sensor types can
be integrated in one model and which predictions such a
system can make, is also topic of this work. “Prediction
of behavior” in this work means the calculation of the
probability of possible actions (which can be perceived
by the system) a person can do next. Those actions with
the highest probability will be the prediction (Mitterbauer
(2008)).

2. BACKGROUND

The first part of this section gives an overview about the
test environment which was used to apply the system and
the algorithms. In the second part we give an introduction
of Hidden Markov Model’s structure learning principles on
which our approach of learning is based on.

2.1 Application Environment

As part from the Artificial Recognition System project (see
Pratl and Palensky (2005)), at the Institute of Computer
Technology (ICT) a room was equipped with several sen-
sors to build a test environment for building automation
systems. Since this is the institute’s kitchen, it is called
Smart Kitchen (SmaKi), see (Soucek et al. (2000)) and
(Goetzinger (2006)). The ICT is not a normal household,
for this reason there is some office stuff in the kitchen,
like a copier and a bookshelf. A server cabinet contains
the hardware for processing sensor data. Figure 1 shows
the layout of the SmaKi and the installed sensors which
are used for this work. At the left hand side there is
the door, on the right a shelf. At the bottom there are
a shelf, a copier and a bookshelf. On the top there are
the kitchenette with a coffee machine, a fridge, a server



Fig. 1. Layout of Smart Kitchen

cabinet and a desk. The coffee machine and the fridge are
most frequently used appliances in our office kitchen. In
the server cabinet there is some hardware for the sen-
sor evaluation and a computer for data processing. All
mentioned objects are static, i.e. they don’t move around.
This is a kind of a priori knowledge. At the center of
the right third of the room there are a table and some
chairs. These are movable objects, however, they have no
sensors and therefore they cannot be detected directly. The
cause of changes of sensors in the kitchen are humans, so
when taking only the changes of sensor values we get the
information about activity of humans.

As shown in Figure 1 there are three different kinds
of sensors: Several tactile sensors on the floor, three
movement detection sensors mounted at the walls, and
three so called switch sensors. These switch sensors are
a door switch, indicating if the door is opened or closed,
a fridge switch with the same functionality like the door
switch and a coffee machine switch, which is indicating if
the coffee machine is in use. The three movement detection
sensors have a sphere of action which is indicated by the
lines between the sensors, but one should be aware that
this is only an estimation. The placement of the 97 tactile
sensors is also shown (the small, gridded rectangles).

From these three types of sensors we get three types of
information: From the tactile floor sensors the position
(P) of a person can be calculated. A kind of redundancy is
given by the movement detection sensors which indicate
a movement (M) in their sphere of action. The switch
(S) sensors give information about some activities of
persons, like opening the fridge or making coffee. In this
configuration all movement indications and activities are
associated to positions: Only if a person is near a switch,
the person can activate this switch, for movements this
association is obvious. This is important for the first step
of horizontally merging described in Section 3.3.

2.2 Hidden Markov Models

Hidden Markov Models (HMMs) are used where it is not
possible or useful to directly model observation sequences,
but rather to model the underlying source for the change
in observations.

In comparison to the room which should be observed
(as described above), there are some similarities: From
the point of view of a computer system, there exists a

kind of inner states of the room, i.e. the people inside
the room. These people are not directly visible, only the
triggering of sensors can be observed, but we know that
this is influenced by persons. So it is possible to draw
conclusions to the inner state from the observed sensor
emissions. As we have a model of the inner state, it can
be calculated what will happen next in the model. This
abstract prediction is transformed to a prediction in the
real world. Thus HMMs seem to be a promising approach
to achieve the goal of predicting the behavior of persons
in buildings.

The following section give an short introduction into
Markov models of various complexity up to HMMs and
their most useful algorithms.

1) Markov Chain

Assume random variates Xn that take discrete values
a1, . . . , aN then a discrete Markov Chain of first order is a
sequence of

P (xn = ain |xn−1 = ain−1 , . . . , x1 = ai1) =
= P (xn = ain

|xn−1 = ain−1)

This means that the probability for being in some state at
some time is only dependent on the previous state.

2) Markov Model

A Markov Model (MM) is a Markov Chain with a finite
state space. For this reason a MM can be described
by a directed graph, extended by an output alphabet.
This is very similar to a finite state automaton (FSA)
with the difference that the transitions in a MM are
represented by probabilities (Bishop (1995)). So it is a kind
of probabilistic automaton. A probabilistic automaton is
a generalization of a non-deterministic finite automaton.
Each state produces some output symbol which is an
element of the output symbol alphabet Σ.

In some cases such a model is not sufficient, especially if
the states are not known. If there is no idea of the driving
force behind a process, an MM can’t be built. For such
problems a Hidden Markov Model could be an appropriate
answer.

A Hidden Markov Model (HMM) is a Markov Model (MM)
extended by an emission probability distribution over the
output symbols for each state. As defined in (Rabiner and
Juang (1986)), an HMM is a quintuple λ = (S,A,B, π,Σ)
where
S = {S1, . . . , Sn} set of states
A = {aij} transition probability matrix
B = {b1 . . . , bn} set of emission probability distributions
π initial state distribution vector
Σ output alphabet

This model is called Hidden Markov Model because the
states are not visible. An observer can only see a sequence
of output symbols. This sequence allows conclusions about
the sequence of states. The recognition of a specific output
symbol at a current instant by an observer is called an
observation.



3) Hidden Markov Model Algorithms

After having selected the HMM to model a specific process,
there are three possible tasks to accomplish with the
model.

(1) Inferring the probability of an observation sequence
given the fully characterized model (evaluation).

(2) Finding the path of hidden states that most probably
generated the observed output (decoding).

(3) Generating a HMM given sequences of observations
(learning).

In case of learning an HMM, structure learning (finding
the appropriate number of states and possible connections)
and parameter estimation (fitting the HMM parameters,
such as transition and emission probability distributions)
must be distinguished.

1) Forward algorithm: Consider a problem where we have
different models for the same process and a sample obser-
vation sequence and want to know which model has the
best probability of generating that sequence. This task is
accomplished by the Forward Algorithm.

2) Viterbi algorithm: The Viterbi algorithm addresses the
decoding problem. Thereby we have a particular HMM
and an observation sequence and want to determine the
most probable sequence of hidden states that produced
that sequence.

3) Forward Backward and Baum-Welsh algorithm: This
algorithms addresses the third - and most difficult - prob-
lem of HMMs: to find a method to compute and adjust
the models parameters to maximize the probability of
the observation sequence given the model. Unfortunately,
there is no analytical way to accomplish this task. All we
can do is locally optimize the probability of the observa-
tion sequence given different models. The computing of
the HMM’s parameters is done in the forward backward
algorithm (FBA), and re-estimating the parameters is the
scope of the Baum-Welsh algorithm (BWA).

In the following we describe the method of learning an
HMM’s structure from scratch which was used at this
work. The model’s parameters are computed by state
merging, using the described formulas.

3. STRUCTURE LEARNING

One approach is to choose the HMM topology by hand,
however, this would be a long winded process and the
optimization process would be very costly, since the Baum-
Welch algorithm has to be applied to many different mod-
els, because at the beginning there is absolutely no idea
how the structure of such a model could be. In (Stolcke
and Omohundro (1993)) the authors describe a technique
for learning structures of HMMs from examples, i.e. to
define the number of states and the connectivity (the non-
zero transitions and emissions). The introduced induction
process starts with the most specific model consistent with
the training data and generalizes by successively merging
states. The basic ideas of this approach are used in this
project. So we start building HMMs from scratch by using
training data.

At the beginning each state of the HMM is associated
with exact one senor value. Due to generalization by state
merging, states become a more abstract representation
which includes information of person’s positions (from
the tactile sensors) as well as information about activities
(from the switch sensors).

3.1 State Merging Principles

Two similar or even identical states can be merged to
one new state to reduce the model’s size. The decision
when states should be merged is not part of this section,
this is explained later. Consider two states, I1 and I2,
which should be merged, i.e. replaced by a new state
I. So the model’s probability distributions have to be
replaced. The distributions for transitions and emissions
of the new state I are a weighted average of I1 and
I2. Transition probabilities into I are the summed up
probabilities into I1 and I2. The weights for calculating
the mixture distributions are the relative frequencies of
visitations of the states I1 and I2.

I1 I2
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Ib

Id

Ie

Ia

Ic

Id

If

Ea Eb EcEa
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I
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Fig. 2. Merging two states

Figure 2 shows the merging of two states, I1 and I2 to a
new state I. As can be seen, the transitions into I1, I2
have to be redirected to I. Transitions and emissions from
I1, I2 come from I after merging.

Using the notation mentioned above (transition matrix A,
emission matrix B) the transition probabilities into the
new state I are calculated as:

aIxI = aIxI1 + aIxI2 ∀x
To get the values for emissions and transitions from new
state I, we need the number of times the original states
were visited, denoted as c(I):

aIIx =
c(I1)aI1Ix

+ c(I2)aI2Ix

c(I1) + c(I2)
∀x

bIEx
=
c(I1)bI1Ex

+ c(I2)bI2Ex

c(I1) + c(I2)
∀x

There are two special cases to be considered: Self transi-
tions (aIxIx) and transitions between the two states which
are merged, i.e. aI1I2 or aI2I1 . For this reason the self
transition probability of the new state after merging has
to be recalculated as

aII =
c(I1)aI1I1 + c(I2)aI2I2 + c(I1)aI1I2 + c(I2)aI2I1

c(I1) + c(I2)

The states I1, I2 and all probabilities concerning them are
removed from the model after merging.

3.2 Training Data

The higher the number of states in a model, the more
specific the underlying system is depicted. Whereas models



with a lower number of states represent a generalization
of the underlying process. The resulting inexactness is
intended, because this raises the chance that a later per-
ceived scenario can be represented by the model. However,
with a too generic model it is not possible to elaborate
differences between the scenarios. For this reason one of
the key challenges is to find the balance between a very
specific model with the risk of not finding a representation
for a particular scenario on the one hand and a very generic
model, which produces results for every situation but little
significance, on the other hand.

When a person moves around in the room several sensors
are triggered. For each sensor value which is retrieved a
new state is created which has exact one emission. The
symbol of this emission contains a representation of the
sensor value. A new transition is added to the predecessor
state with the actually created state as destination. Thus,
we get a chain of states where each one has exact one
emission.

Such a chain represents a (very specific) scenario. To get
a reasonable model out of that scenarios, we introduce an
artificial start state which is the same for all chains, the
same with an artificial end state, respectively.

Afterwards the following three steps are applied:

(1) Merge Horizontally
(2) Merge Vertically
(3) Merge Sequences of States

These steps are explained in the following.

3.3 Merge Horizontally

A person standing in the SmaKi can trigger several tactile
floor sensors. If a person’s foot is placed over two sensors
either the one or the other or both can be triggered, like
shown in Figure 3. We want to model different positions
in some meaningful way, so we don’t need exact values.
An accuracy which allows us to distinguish if a switch can
be reached from a person at a position would be enough.
For this reason the HMM is generalized by merging states
with similar positions.

Fig. 3. Person’s foot placement

As mentioned above, the information of other sensors is
associated to positions. For this reason the information
from switch and movement sensors are added to states
which have already at least one emission which represents
a position.

3.4 Merge Vertically

To construct a general model of the values learned from
each person, the gained chains are joined together. Only
chains with a minimal number of states are added to the
global model. Figure 4 shows such a global model. The
grayed, dotted chain indicates that there are several other
chains. For convenience an artificial start and end state

are added. The circle around the successors of the start
state indicate the first step of merging, the comparison of
these states.

P,M

...

P,SP

P,M,
S

...

P,M,
M

P,P,
M ...

... ...

Fig. 4. HMM before merging vertically

Once the chains are joined together we can merge the
model globally. The idea is to reuse parts of chains.
Consider the following example, shown in Figure 5. One
person enters the room and walks along a path, i.e. the
person produces the sequence of positions (A,B,C,D,E).
Another person who walks around, produces the sequence
(A,B,C, F,G). In our model this is represented by two
chains, corresponding to the positions. These chains are
similar until the point where one person goes to (D) and
the other one to (F ). So we can merge the start of the
sequences in our model and stop where the scenarios differ.

A B C

D

E

F

G

Table

Fig. 5. Splitting Paths of two different Persons in a Room

Beginning from the artificial start state, any two successor
states are compared if they are similar (within an ap-
plication dependent similarity criterion). If similarity is
given, the states are merged. This procedure is repeated
until nothing could be merged anymore. At the person-
movement example above, the first three states would be
merged, because the sequence (A,B,C) is the same for both
persons. A resulting model of Horizontal Merging from the
start is shown in Figure 6. The same can be done with
the end of the sequences. So we use the same algorithm
starting from the artificial end state in back direction.

...

P,S

P,P,
M,S

...

P,M,
M

P,P,
P,M

...

... ...

Fig. 6. HMM after merging vertically

3.5 Merge Sequences

As described in the previous section we get a model where
similar start-sequences and end-sequences are merged to-
gether, with the limitation of comparing only two states.
Another approach is to search the model for sequences
of several states in the midst of the model, like shown in
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Fig. 9. Person going around a table

Figure 7. For better readability the more abstract notation
(A,B,C) is used for the symbols, i.e. two states are similar if
they contain the same letter. States with a ‘.’ are not of in-
terest for this example. If two similar sequences are found,
the start and the end state of such a sequence is merged.
The states between start and end of one chain become
useless since they cannot be reached anymore (shown by
the grayed sequence in Figure 7). However, this algorithm
can cause back transitions. As can be seen in Figure 7 the
same sequence can appear several times within one chain.
If the algorithm is applied several times, all occurrences of
the sequence (A,B,C) are merged together. This results in
a model shown in Figure 8. We get a transition from a state
later in the scenario back to a state which occurred earlier.
This transition is called a back transition. This transitions
violate the temporal order of states in a scenario. However,
back transitions could be suppressed, but it might be of
interest allowing them.

Consider the following scenario, (shown in Figure 9. A
person walks around the table several times. This results in
a sequence (A,B,C,D,E, F,G,A,B,C, . . .). If back tran-
sitions are allowed, the laps are merged. This results in
a sequence (A,B,C,D,E, F,G,A) where only the prob-
abilities for incoming transitions of state ‘A’ have to be
recalculated. The count of laps gets lost. If this is an
intended behavior depends on the application.

4. RESULTS AND FURTHER WORK

In the first part of this section we describe how the
predictions are generated from the model, the second part
describes how this predictions are verified and finally we
give a suggestion how such systems could be improved.

4.1 Prediction

The theory of HMMs is used to model the behavior of
a person. This is based on the person’s positions. How
such a model is built is described in Section 3. Once we
have a model we can solve the Evaluation Problem to
make predictions. To accomplish this task the forward
probability αt(i) has to be calculated. This can be done
by using the forward algorithm described in Rabiner and
Juang (1986):

The forward variable or forward probability is defined as

αt(i) = Pr(O1, O2, . . . , Ot, Qt = i|λ).

This is the probability of a partial observation sequence
with length t, for state qi, given the model λ. αt(i) can be
calculated inductively by the following algorithm:

1. α1(i) = πibi(O1) 1 ≤ i ≤ N

2. for t = 1, . . . , T − 1; 1 ≤ j ≤ N

αt+1(j) =

[
N∑

i=1

αt(j)aij

]
bj(Ot+1)

3. P r(O|λ) =
N∑

i=1

αT (i)

If we calculate the forward probability αt(i) for a partial
observation sequence of length t, we get for each state Qt

the probability of being in that state. To get a prediction
about the next observed symbol s, the joint probabilities
of forward probability αt(i), transition probability aij and
emission probability for symbol s at next state bjs have
to be summed up. So for each symbol s a next step
probability σt+1(s) can be calculated as:

σt+1(s) =
∑

αt(i)aijbjs ∀i, j, s

The most probable symbol s∗t+1 at the next step, i.e. the
prediction is:

s∗t+1 = arg max[σt+1(s)] ∀s

4.2 Verification of Predcitions

The different methods of structure learning result in dif-
ferent HMMs. The quality of prediction is analyzed by
using the SmaKi environment described in Section 2.1.
The predicted position is compared to the position which
occurred in reality at the next step of the person. We define
the distance between theses positions as the quality of the
prediction.

To make the distances of different models comparable, the
same sample data was used to create the models. After
this initial procedure, the different merging strategies are
applied to the model. Then the same scenario is tested
with each model. The test scenario is quite simple: A
person enters the empty room (i.e. there are no other
persons), walks to the fridge, opens the fridge, closes
the fridge, goes on to the server cabinet (where a screen
with a visualization of triggered sensors is located), turns
around and leaves the room. The results are shown in the
following.
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Fig. 10. Evaluation of a horizontally merged HMM
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Fig. 11. Evaluation of a fully merged HMM

Figure 10 shows the evaluation of a horizontally merged
HMM. At the x-axis there is the count of steps, at the y-
axis the distance as mentioned above. The series d(P1) rep-
resents the prediction with the highest probability, series
d(P2) the second highest and d(P3) the third one. Before
we start the interpretation of this diagram, we should
remember the tactile sensors from which the positions
are calculated: They have a size of 600 x 175 mm, so all
distances below 0.6 m are only one sensor-size away (in the
dimension of the lower resolution). As can be seen, d(P1) is
only from step 10 to 14 above the value of 0.6 m, however,
d(P2) has lots of higher deviations. Finally d(P3) has still
higher deviations than d(P2). This is what we expected:
The prediction with the highest probability gives the best
estimations. If we compare this to Figure 11, which shows
the evaluation of a fully merged HMM, it can be seen that
the predictions get even better. The term fully means that
merging of sequences, like described in Section 3.5, is also
applied. The vertically merging, which is the next step
after the horizontal merging is not mentioned here, since
this results in very little differences in our application.

4.3 Further Work

The represented model works quite well for the intended
purpose. However, it has a weak time representation. The
occurrence of events is ordered, but the duration between
two occurring events is not evaluated. With the simple
time model of the current system, scenarios with similar
values but different durations will be identified as the

same, because the time span where nothing happened is
not taken into account. To provide a better representation
of time, the standard approach of HMMs is not sufficient.
In (Russell and Moore (1985)) a system of a higher order
model, the Hidden Semi Markov Model is described. Such
models could be used to overcome the weak modeling of
time within the standard HMMs. So the system should
be able to distinguish better between persons who trigger
tactile floor sensors and objects doing this.
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