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Program
Program tracks

# Title Session

14 Theory versus practical in a curriculum for engineering students – A case study TT-EES-1

16 Characteristics of multithreading models for high-performance IO driven network
applications TT-CIS-1

18 A computational method for converter analysis using point symmetries TT-CMA-1

19 A Comparison of Controllers for Improving the Time Response of NiTi Wires TT-IM-1

21 A Four-Fingered Robot Hand with Shape Memory Alloys TT-CA-3

23 Field Programmable Transistor Array Implementation Using CMOL Architecture TT-EDC-2

24 Enhancing Video Streaming in 802.11 Wireless Mesh Networks using Two-Layer
Mechanism Solution TT-MCA-1

26 Perimeter Echo Algorithm for Network Localization TT-MCA-1

27 Information and Communication Technology policy imperatives for rural women
empowerment: focus on South Africa TT-EIR-2

30 A New Method for Contingencies Ranking Using MLP Index TT-EPS-2

34 Adaptive Control of an Electrohydraulic Position Servo System TT-CA-4

35 Exploitation of Stream Processing on Graphical Processors in Inertial Navigation TT-MS-3

36 Methodology for PF development for EPA of process control systems TT-CA-2

37 Iterative OFDM Receiver with Decision Directed Channel Estimation TT-CSP-3

38 DISTRIBUTED CONTROL OF DC-DC CONVERTERS USING AUTONOMOUS
AGENTS TT-PED-4

39 A Low-Cost Electric Power Wheelchair with Manual and Vision-Based Control
Systems TT-EAH-1

40 On accuracy of Double-Screw-Drive robotic forceps TT-EAH-2

41 Validation of PIM DM and PIM SM protocols in the NS2 network simulator TT-MS-3

42 Advanced Beamforming Techniques for Acoustic Source Localization TT-CSP-6

43 Error Reconstruction Surfaces of non Stationary Gaussian Fileds TT-CSP-7

44 NATURAL VARIABLE OPTIMIZED CONTROL OF INDUCTION GENERATORS TT-PED-2

48 A Cascaded NPC/H-Bridge Inverter With Simplified Control Strategy And Minimum
Component Count TT-PED-3

51 Determining Equivalence of a Code to a Quasi Cyclic Code and a Reversible Code TT-CSP-6

52 Adaptive CIR Prediction of Time-Varying Channels for OFDM Systems TT-CSP-2

54 Cogging Force Alleviation in Linear Permanent Magnet Generators TT-EPS-5
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55 LOW-FREQUENCY NOISE MEASUREMENT OF A HIGHLY STABLE
CHARGE-METER TT-EDC-2

57 Development of a Control Method for a Renewable Energy system with Fuel Cell TT-EPS-2

58 Information Sharing Value in Construction Supply Chain TT-EM-1

61 EFFICIENT AND SCALABLE CHARGING SYSTEMS FOR NGNS AND SDPS -
THE IMS CASE TT-CSP-6

62 POST EXPOSURE CORRECTION FOR BAYER CFA IMAGE USING EDGE
PRESERVING SMOOTHING FILTER TT-CMA-2

63 CMOS 2.45GHz RF Power Amplifier for RFID Reader TT-EDC-1

66 Robust Adaptive Control for a Class of Nonlinear Systems with Coleman-Hodgdon
Hysteresis TT-CA-3

67 2D and 3D Finite Elements Analysis to Identify the Influence of Cylindrical Voids in
Power Cables TT-EPS-5

68 Interference-Aware Power Control for Multi-Radio Multi-Channel Wireless Mesh
Networks TT-EIR-2

69 Analysis of Dynamic Behavior of Switched Reluctance Motor-Design Parameters
Effects TT-MS-1

70 An investigation of switching and conduction losses in inverters under varying
inductor ripple current TT-PED-2

71 LOAD FLOW WITH A NEURO-FUZZY INDUCTION MOTOR MODEL TT-EPS-4

72 The circuit breakers reliability monitoring using the number of operations TT-EPS-6

73 Application of Price Sensitivity Measurement Method to Assess the Acceptance of
Electricity Tariffs: A Case Study in Uganda TT-EPS-4

75 A Residential Energy and Power Conservation System Utilizing an Optimization
Model TT-EPS-6

76 Design of a Wideband Orthomode Transducer TT-EA-1

77 Fuzzy Logic Based Controller for Micro-Electro Discharge Machining Servo Systems TT-CA-2

79 Small Wind Turbine Power Curve Comparison TT-EIR-1

80 Evolutionary Computing Methodologies for Constrained Parameter, Combinatorial
Optimization: Solving the Sudoku Puzzle TT-CMA-2

81 CRC Assisted High Rate Single Parity Check Product Codes TT-CSP-7

82 Accurate Passivity Enforcement Algorithm for Broadband S-Parameter Macromodels TT-EA-1

83 The Solid-State Transformer Concept: A New Era in Power Distribution TT-PED-1

84 Forced Dynamics Position Control of the Drive TT-PED-2

85 Dynamic Control of an Electrical Wheelchair on an Incline TT-CA-3

86 A New Energy Calculation Model of Belt Conveyor TT-EPS-6

87 Implementation of a Low-Cost Inertial Navigation System on a Real-Time Linux
Platform TT-CA-1

88 A Neural Fuzzy Based Maximum Power Point Tracker for a Photovoltaic System TT-CA-1
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89 Design and Implementation of a Topology Control Scheme for Wireless Mesh
Networks TT-MCA-3

90 Active Power Residential Non-intrusive Appliance Load Monitoring System TT-EPS-4

91 Heat Transfer from In–line Tube Bundles to Upward Foam Flow TT-EPS-2

92 The analysis and the evaluation of the performance of the channel switching penalty
constrained Multi-channel networks TT-CSP-1

93 Network Layer based Redundancy for time-critical VoIP Applications TT-CSP-7

95 Dual-Repeat-Punctured Turbo Codes on AWGN Channels TT-CSP-6

96 Economic and Operational Effects of Introducing Independant Power Producers into
The Kenyan Power System TT-EPS-1

99 Service science and Grid computing for media delivery services TT-CIS-2

101 Simple Alignment Technique for Molding and Transfer of 3D PDMS Structure using
the Mechanical Alignment Jig TT-IM-1

102 Best Basis Selection of the Wavelet Packet Cosine Transform for Speech Analysis TT-CSP-6

103 Combined Field Integral Equation Formulation for Broad wall Radiating Slots of
Arbitrary Shape TT-EA-1

105 Short Term Load Forecasting Using Semi-Parametric Method and Support Vector
Machines TT-EPS-3

106 Age Clustering Approach to Metabolic Syndrome using Spherical and Torus SOM TT-EAH-1

108 Effect of Motor-Cage Temperature on Motor Speed Sensing Characteristics of
Magnetostrictive Amorphous Wire TT-PED-4

110 Towards a Converged Network: Video Streaming over WiMAX vs. HSDPA in the
Rural Environment TT-MCA-1

113 TESPAR Coded Speech Quality Evaluation (TCSQE) - A New Algorithm for
Objective Measurement of Speech Quality in Cellular Networks TT-CSP-5

114 Replacement of Conventional PSS with a Genetic Tuned PID Controller Based on
Different Search Criterion TT-EPS-1

115 Fusion of Intelligent Sensor Data for Robot Control TT-CA-1

116 Vision for Situated Robot Companions - Fusing Top-Down Knowledge and
Bottom-Up Data TT-CMA-1

118 Utilization of Solar Energy for Electrical Power Supply in Rural African Areas TT-EIR-1

120 Impact of multipath channel parameters on channel estimation performance in OFDM
systems TT-CSP-3

121 Adaptive Robust Anti-windup Generalized Predictive Control (ARAGPC) of a
Non-minimum Phase System with Input Constraint and Disturbance TT-CA-1

122 Low cost video game technology to measure and improve motor skills in children TT-EES-1

124 Space-Time-Polarization Diversity In Multiple Input Multiple Output Communication
Systems TT-CSP-3

125 Millimeter and Sub-millimeter wave Response of Two-Dimensional Hot Electrons in
delta doped PbTe Quantum Well TT-EDC-2
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129 Simulink Model For Planning A New Power Transmission Investment TT-EPS-5

130 Design Flow for CMOS Based Class-E and Class-F Power Amplifiers TT-EDC-2

131 A Novel LCD Backligth with Mixed White and Colorful LEDs TT-LEO-1

132 Feasibility study of a hybrid PV-Micro Hydro system for rural electrification TT-EIR-1

133 A survey of technologies to increase the viability of micro-hydropower in
electrification of remote communities TT-EPS-1

134 An Intergrated Security model for WLAN TT-MCA-2

135 Natural Variable Simulation of Induction Machines TT-MS-2

136 Statitical characterization of first-order and second-order polarization mode dispersion
in a deployed buried optical fibre cable TT-LEO-1

138 Statistical Modeling of Video Object’s Behavior for Improved Object Tracking in
Visual Surveillance TT-CA-2

139 A Verifable Staretegy for Processor Architcture TT-EDC-1

140 Design measurements for WSN’s implementation in rural applications TT-IM-1

142 A Hunting Suppression Technique for Three-phase Hysteresis Motors TT-CA-2

143 Sttyciar: A Low-level Object-Oriented Network Programming Framework TT-CIS-2

144 Analytical Design and Analysis of Line-Start Permanent Magnet Synchronous Motors TT-PED-3

146 Control for Systems in the Presence of Actuator and Sensor Hysteresis TT-CA-4

147 Evaluating and optimising accelerometer-based gesture recognition techniques for
mobile devices TT-MCA-2

148 A New Delay-Constrained Multicast Routing Algorithm for Packet Networks TT-CIS-1

149 Effect of Variation in Modelling of Generator Saturation on Electromechanical Modes TT-MS-2

152 New Error-Correcting Ternary Line Codes with Additional Nulls TT-CSP-3

153 ANALYSIS OF INTERRELATED FACTORS AFFECTING EFFICIENCY AND
STABILITY OF POWER SUPPLY IN DEVELOPING COUNTRIES TT-EPS-3

154 Distance-Optimality Study for Permutation Codes using Cyclic-Shift Prefix/Suffix
Technique TT-CSP-1

155 Analysis of a Low Noise Amplifier with LC-Ladder Matching and Capacitive
Shunt-Shunt Feedback TT-EDC-2

156 Analysis of Adaptive FIR Filter Pre-emphasis for High Speed Serial Links TT-EDC-1

158 The application of fuzzy logic for the treatment of conflicts in the dispositional tasks
of a railway traffic control center TT-CA-4

159 Mass-Losses Relationship in an Optimized 8 poles Radial AMB for Long Term
Flywheel Energy Storage TT-EPS-4

160 Model-Free Robust Control of a DC Motor System. TT-CA-2

161 A Novel Model of Cuk DC-DC Converter Based on Switching Function and
Harmonic Balance Technique TT-MS-3
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162 Nonlinear Decoupling Control Approach for Nonholonomic Power Wheelchair
(NPW). TT-CA-4

163 LiveNCM : A new wireless management tool TT-MCA-1

165 PMIPv6 and MIH-enhanced PMIPv6 for Mobility Management in Heterogeneous
Wireless Networks TT-CSP-2

166 A Duopoly Pricing Model for Wireless Mesh Networks under Congestion-sensitive
End-users TT-EM-1

168 The Sustainability of Biofuel in Developing Countries: Case Study Thailand and
Tanzania TT-EPS-1

169 Sequential Response Surface Methodology Application to Power System State
Estimation TT-EPS-5

171 A Novel Packet Scheduling Scheme in HSDPA via GEO Satellite TT-CSP-4

172 Common Mode Current in multilevel buck converters TT-PED-1

173 Loss reduction in generalised multilevel converters TT-PED-3

174 A DIGITAL IMAGE WATERMARKING SCHEME BASED ON LOCALIZED
WAVELET COEFFICIENTS' DEPENDENCY TT-CSP-4

175 A CMOS Based Logic Driver Design for a 16 x 16 Multiplexer Based Read-Out Array
for Infrared Microbolometers TT-EDC-1

176 Conceptual Framework that Supports Environment-Aware Positioning and
Guaranteed QoS for Location Based Services TT-CSP-4

177 A review of the widget landscape and incompatibilities between widget engines TT-CIS-1

178 Effects of Charging Algorithm and Converter Topology on Energy Efficiency TT-EPS-4

179 Performance Analysis of Transmit Antenna Selection in Weibull Fading Channel TT-CSP-7

180 Experiments on PAVIN Platform for Cooperative Inter-vehicle Communication
Protocol (CIVIC) TT-MCA-2

181 Smart Demand-Side Energy Management Based on Cellular Technology - A way
towards Smart Grid Technologies in Africa and Low Budget Economies. TT-EIR-1

183 Analytical model of the radio interface in the UMTS with packet scheduling
mechanism TT-MCA-2

184 Multiconverter controller design for an infrared heater grid TT-MS-2

186 Optimal Block Differential Space-Frequency TT-CSP-5

188 Reliability of an Electrical Mill Motor TT-CMA-2

192 The use of user defined comtrollers in power system stability analisys using PacDyn
8.1 simulation tool TT-MS-2

194 How can one increase skills and build a new generation of potential managers at a
large ICT company? TT-EES-1

195 A Time Step Choice Algorithm for Transient Analysis of Circuits TT-CMA-2

196 Empirical Analysis of the Effect of Parasitics and Reverse Recovery as Amplitude
Error on Distortion in a Class D Audio Amplifier TT-PED-4

197 Search Engine for Amharic Web Content TT-CIS-1
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198 Automatic Electric Load Identification in Self-Configuring Microgrids TT-EIR-2

199 Computation of Rain Attanuation Using Forward Scattering in the South African
Coast TT-EA-1

201 Harmonic distortion and measurement principles based on Digital Fault recorder
(DFR) analysis TT-MS-1

202 Development of a MV IGBT based Solid-State Tap Changer TT-PED-1

203 Optimization of Quality of Service Requirements for Real-Time Applications using
Cross Layer Design TT-CSP-5

204 Facial component features for facial expression identification using Active
Appearance Model TT-CMA-2

206 Analytical Characterization of Dead Time in the Zero-Crossing Region of the Inductor
Current TT-PED-1

207 DESIGN AND IMPLEMENTATION OF POWER SYSTEM STABILIZERS BASED
ON EVOLUTIONARY ALGORITHMS TT-EPS-3

208 Multilevel Active Current Harmonics Compensator TT-PED-1

209 foundation fieldbus h1 physical layer diagnosis improvement TT-CA-1

210 Uplink MC-DS-CDMA using ZCZ sequences for frequency-selective block-fading
channels TT-CSP-1

212 Effect of Converter DC fault on the Transient Stability of a Multi-Machine Power
System with HVDC Transmission lines TT-EPS-6

213 ML Estimator Based on the EM Algorithm for Subcarrier SNR Estimation in
Multicarrier Transmissions. TT-CSP-1

214 Another Approach to Goppa Codes TT-CSP-2

215 About Software Engineering Frameworks and Methodologies TT-CIS-2

216 Experimental Setup for Multiparameter Characterization of Photovoltaic Panels TT-IM-1

217 A CRITICAL REVIEW OF STEVENS’ AND SINCLAIR’S EQUATION TT-CSP-5

218 Wireless Sensor Network Gateway TT-MCA-3

219 Assesment of Harmonic Generation and Effectiveness of Mitigation Equipment on an
Off-shore Mine TT-EPS-3

220 Optimization of Radio Frequency Usage TT-CSP-7

222 Neural Network-Based Model Predictive Control of a Servo Vehicle Suspension
System TT-CA-3

223 SaharaWi-Fi: low cost full wireless connection over long distances in desert
environment TT-EIR-2

224 Effect of the Current Controller of a Converter Driven Synchronous Generator on the
Transient Stability of a Power System TT-MS-1

225 Optimization of Multimodal Models in Mechanical Design by a Niche Hybrid Genetic
Algorithm TT-CMA-1

226 Design and Application of Axial-Flux Permanent Magnet Wheel Motors for an
Electric Vehicle TT-PED-2
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227 Polarity Reinforcement: Sentiment Polarity Identification By Means Of Social
Semantics TT-CS-1

229 Critical Design Parameters For a Low Altitude Long Endurance Solar Powered UAV TT-MS-1

230 Towards Automatic Digital Surface Model Generation using a Graphics Processing
Unit TT-CIS-2

231 Exploring morphological productivity of languages in a multi-agent simulation TT-CS-1

232 An Adaptive Thresholding Method for Automatic Lung Segmentation in CT Images TT-EAH-1

233 Driver Fatigue Detection : A Survey TT-EAH-2

234 A Structural Model of Semiotic Alignment: The Classification of Multimodal
Ensembles as a Novel Machine Learning Task TT-CS-1

235 Humanlike Computational Learning Theory.A Computational Semiotics Perspective. TT-CS-1

236 Small Fuel Cell Powering an Unmanned Aerial Vehicle TT-EPS-6

238 A Novel Soft-Switching Seven-Level Converter Topology with Self-Voltage Balancing
Ability TT-PED-2

239 White-light interference fringe detection using color CCD camera TT-LEO-1

240 Electric load management and information technology TT-EIR-1

241 Enabling Long Distance AC Power Transmission by Means of FACTS TT-EPS-5

242 Laser sources at 760 nm wavelength for metrology of length TT-LEO-1

243 Terminal iterative learning control with internal model control applied to
thermoforming reheat phase TT-CA-3

244 Identifying Fault Location in Distribution System with High Distributed Generation
Penetration TT-EPS-1

245 Development of competitive advantage in the apparel industry in Kenya TT-EM-1

247 Overview of Finite Capacity Scheduling Using Biological Control Principles TT-EM-1

248 Analysis of Bus Voltage Regulation and OLTC Performance on Mismatched Parallel-
Connected Transformers TT-EPS-2

249 Optical Fibers Bending Limits for the Optical Fiber Infraestructures TT-LEO-1

250 An Investigation of Switching Losses of the IGBT in PSPWM DC-DC Converters
Depending on the Parallel Snubber Capacitor TT-PED-3

251 Earned Value as a performance measurement tool for small and large construction
projects in a South African environment TT-CMA-1

252 New Trends in the Designing and Realization of Electric Equipment Used at Urban
Transportation Systems Operating in a.c. Regimes TT-PED-4

253 An Evaluation of Compression Techniques for Wireless Sensor Networks TT-MCA-3

254 Graph-based Representations of Protein Structures: Survey and Tips TT-CMA-1

256 Neural networks to investigate the effects of ethnicity on predicting the risk for
preeclampsia TT-EAH-2

258 A dual Time-Frequency-Feature investigation and diagnostics of a cracked de-Laval
rotor TT-CSP-2
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259 Components reliability parameters by mid-term deficit of electric energy TT-EPS-3

260 The PV grid-connected demonstration system of University "Politehnica" of
Bucharest - Survey of amorphous Silicon array comportment TT-EPS-2

261 Broadband CPW-Fed Active Monopole Antenna for WLAN Applications TT-EA-1

262 A Review of Mobile Phone Usage in Enclosed Areas and RF Safety Guideline TT-EAH-2

264 A Review of Next Generation Satellite Networks: Trends and Technical Issues TT-CSP-4

265 Analysis and Simulation of Speed Control for Two-Mass Resonant System TT-MS-3

266 Assessing the Written Word: The Engineering Students’ Experience TT-EES-1

267 Efficient Functional Built-In Test for RF Systems Using Two-Tone Response
Envelope Analysis TT-EDC-1
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Abstract–Voice over Internet Protocol (VoIP) applications are 
making their way into safety-critical environments. If voice data 
has to be transmitted in such environments, the connection must 
not fail and the network has to recover quickly. Additionally, the 
use of specialized systems that are tailored to a certain 
application is not a preferred solution. Instead, the use of 
commercial-off-the-shelf (COTS) hard- and software is required. 
This paper discusses the use of standardized hard- and software 
as well as network protocols to allow failover times within the 
range of milliseconds. A redundant end-system and its network 
coupling are presented. The Layer 3 protocol OSPF and the 
combination of OSPF with the protocol-independent Hello 
protocol BFD are investigated to fulfill the requirements. The 
tests and the achieved results show a significant reduction of the 
convergence time. 

Keywords–High Availability, Reliability, VoIP, Communication 
Systems, Network Protocols, COTS 

I.  INTRODUCTION 

Within the last years, Voice over Internet Protocol (VoIP) 
more and more replaces older analog and digital circuit-
switched communication technologies. Due to the use of the 
Internet Protocol (IP) network not only for voice 
communication but also for video data and numerous 
additional services, advantages for companies, which extend 
their Public Switch Telephone Network (PSTN) by VoIP can 
be achieved. Additionally, the Internet coverage and bandwidth 
increase pushes VoIP forward, both for private and commercial 
Internet users. 

Even more, current VoIP technology makes its entrance in 
safety-critical communication applications like emergency call 
systems. Hence, not only network security but also availability 
[1] issues arise. VoIP operates on the base of IP networks and 
therefore, on the base of routers, switches, and gateways. If a 
node or link failure results in a communication breakdown, a 
new path between two end-systems has to be found within the 
range of a few milliseconds, otherwise the stream of voice data 
is interrupted significantly. Therefore the underlying network 
has to reconfigure itself straight away. Even static routing 
algorithms can be an appropriate solution for this problem, the 
maintenance complexity decreases by using dynamical routing 

technologies. Common Layer 2 and Layer 3 network protocols 
like Spanning Tree Protocol (STP), Rapid Spanning Tree 
Protocol (RSTP) [2], Link Aggregation Control Protocol 
(LACP) [3], Intermediate System to Intermediate System (IS-
IS) [4], or Open Shortest Path First (OSPF) [5] are used in 
networks. However, in such networks a failover time of some 
seconds or nearly a minute seems to be sufficient. 

This paper takes a look at the OSPF routing protocol and 
the routing protocol-independent Hello protocol Bidirectional 
Forwarding Detection (BFD). In a network topology using 
Commercial-off-the-shelf (COTS) Layer 2 and Layer 3 
hardware (without modifying the onboard software) its use for 
time-critical VoIP applications is verified in this paper. 
Actually, recovery times of single link segments are not 
important, the relevant time is the duration of communication 
failure between two end-systems. The switching time within 
the networks between the end-systems is not within the scope 
of this paper. A system that has the above mentioned properties 
is expected to fit the requirements for highly available 
networks, which reach failover times down to the range of a 
few milliseconds based on well-priced hardware components. 

II. STATE OF THE ART 

Eurocontrol, the European Organization for the Safety of 
Air Navigation, specifies frameworks for highly reliable voice 
communication systems, which are sufficient for our work. A 
highly available system must be available 99,999 percent of the 
time [1] – which would account for five minutes of downtime 
per year. Furthermore, a single interruption should not last 
longer than 200 ms – therefore it is not enough to construct a 
highly available system, the failover has to be accomplished 
within a specific time, too. 

The goal is therefore to achieve a sub-second convergence 
time in case of failure – the load data which is assumed to be 
very small in contrast to the available bandwidth is not seen as 
a critical issue. 

The Institute of Electrical and Electronics Engineers (IEEE) 
and the Internet Engineering Task Force (IETF) define 
standards for protocols that allow adding redundant paths to 
networks.  
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While the IEEE deals with Open Systems Interconnection 
(OSI) Layer 2 protocols (i.e. Link Layer protocols), the IETF 
elaborates standards for Layer 3 protocols (i.e. Network Layer 
protocols). 

Starting with Layer 2, 802.1w RSTP and 802.1ad LACP 
are specified. The aim of a sub-second convergence time is out 
of range for RSTP and LACP in the required network 
topologies caused by a number of timing parameters, which 
have one second as a minimum value [6]. While in RSTP a 
redundant link is deactivated (until it is actually needed), 
LACP uses all links for data transfer and groups links between 
ports on different switches into Link Aggregation Groups 
(LAGs) to add hardware redundancy. Therefore, the data 
transfer will only break down in case of a failure of the 
complete LAG. However, the use of LAGs involves the use of 
a proprietary stacking mechanism. 

Currently, effort is also put into developing fault tolerant 
industrial Ethernets commonly based on ring topologies. The 
path selection is based on standardized protocols like RSTP or 
Resilient Packet Ring [7] on the one hand and proprietary but 
similar protocols like HiPER-Ring [8] or Ethernet Automatic 
Protection Switching (EAPS) [9] on the other hand. A 
convergence time below one second is possible. However, the 
hardware that is required cannot be seen as common and well-
priced nowadays. 

Going one layer up it is worth to study the OSPF and the 
IS-IS protocol which are of the same routing protocol type. 
They both support BFD [10, Section III/B]. Although BFD is 
still a draft, it is expected to be released as an RFC in the near 
future. BFD provides redundancy using Layer 3 functionality. 
Both routing protocols have almost identical routing protocol 
concepts like the protocol type, algorithms and timing 
behavior. 

Alternative approaches are the transmission of duplicated 
data streams as shown in [11, 12]. However, for safety-critical 
applications the redundancy of Real-time Transport Protocol 
(RTP) data packets will not fulfill the requirements; instead the 
physical channels have to be constructed redundant, too. 

Fig. 1 shows the logical connection of different sites over a 
commercial Wide Area Network (WAN). The network 
topology assumes a redundant provider access using two 
Customer Edge (CE) routers and two routers under provider 
control. The usage of separate routers for provider and 
customer allows the implementation of Virtual Private 
Networks (VPNs), Service Level Agreement (SLA) monitoring 
and the coupling to already existing IP networks. Security 
considerations are also taken into account. The network 
architecture allows building a transparent software solution in 
the end-system which is independent of the IP addressing plan 
of the provider or a future provider change. The system in 
Fig. 1 has been tested by using OSPF and BFD. The following 
section presents a proposed access network scenario and a case 
study of mechanisms to decrease the convergence time. 

III. ACCESS NETWORK CASE STUDY 

The access network is designed to support a safety node 
which runs safety-critical applications – for example voice 

communication using RTP streams. Two systems of identical 
design run in warm standby mode. Both nodes communicate 
through heartbeat messages, which inform each other about the 
proper operation of the partner. In case of failure the backup 
end-system takes over all services of the master end-system 
and transfers incoming streams to the IP subnets shown in 
Fig. 1 (i.e. from SITE-1 to SITE-2 or SITE-3 to SITE-4, 
respectively). This network architecture allows coupling of 
highly available networks with commercial networks of lower 
availability by using redundant network access (see Fig. 1) to 
keep the overall system availability at a high level. 

Each half of the end-system is independent of each other 
and connected to two different subnets realized as virtual Local 
Area Networks (LANs) with the customer router. The end-
system itself is running a specially adopted Linux operating 
system with Quagga [13] routing software installed. The voice 
communication application is communicating via a virtual 
loopback interface with the Quagga routing daemon and is 
hence independent of changes in the access network topology. 
The access network at all connects locations form a 
hierarchically designed OSPF network. 

A. Open Shortest Path First 

OSPF is characterized as a link state routing protocol for 
large scale networks using bandwidth as the main routing 
metric. Protocol and timer implementation of OSPF yields a 
long convergence time in the range of a few seconds [14]. 

 
Figure 1   Redundant WAN access network topology for time-critical 

VoIP applications 
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Routing updates are propagated by the use of Link State 
Advertisements (LSA) packets which are triggered on any 
detected network change or at periodic long intervals for link-
state database refresh. To start the exchange of routing updates 
the establishment of bidirectional communication in form of 
neighbor adjacency is required. On multi-access broadcast 
networks two additional roles exist in form of a designated and 
backup designated router which are automatically elected. On 
such networks adjacencies are established only to these routers. 
The routers are maintained by flooding Link State Updates 
(LSUs) which include LSAs under change. This flooding keeps 
the Link State Database (LSDB) synchronized. Using the 
Shortest Path First (SPF) algorithm the Routing Information 
Base (RIB) is built from entries inside the LSDB. 

In OSPF the time to restore the traffic flow depends on the 
time 

 to detect the link failure. 

 to calculate an alternate route using SPF. 

 to propagate the LSA through the network. 

 to update the hard- and software routing tables. 

The detection of link failures is achieved by using the 
network interface card hardware or the expiration of timers 
(dead interval, default 3 seconds) using a software based 
liveness detection mechanism. Link-level detection is the 
fastest way but often when no point-to-point link exists (as, for 
example, in a switched network as shown in Fig. 1) the Hello 
protocol (periodic exchange of Hello messages) is used instead. 

The investigation on sub-second Hello timers and as a 
consequence sub-second convergence time is shown to be 
possible [14, 15], but not a possibility when using COTS 
hardware. Currently, there are different opinions about routing 
instability caused by Hello timers in the range of milliseconds. 
Therefore, a special investigation for each application field is 
required. 

Some vendors offer the possibility to configure a dead time 
of one second with an adjustable number of Hello packets 
within this interval. The Hello interval is decreased by this 
feature but the dead interval itself is still one second. A 
reduction of the dead interval below one second is not possible 
without rewriting the routing software source code. This makes 
the convergence time faster than with pure OSPF but is not 
sufficient for the project goal of sub-second timing constraints. 

To increase the stability of OSPF in large scale networks 
OSPF holddown (default 10 seconds) and SPF delay timers 
(default 5 seconds) are implemented. To avoid too frequent 
SPF calculations the SPF holddown timer specifies the time 
between two successive SPF calculations. The delay timer 
specifies the time between the arrival of the first update and the 
start of the SPF calculation and forces the router to collect 
LSAs for a defined time and kick off the calculation for all 
changes at once. Both timers can introduce an additional 
increase in convergence time. Setting the timers to zero will 
cause the deactivation of all protection mechanisms against 
network anomalies like, for example, link or route flapping. 

This problem is covered by the usage of adaptive SPF delay 
[16] which uses an exponential back off algorithm. Cisco and 
Open Source Quagga implemented this feature which 
decreases the failover time to the range of milliseconds (see 
Tab. 1) and also keeps OSPF protection. A dependency on 
Hello and Dead timers is still given which prevents the sub-
second timing constraint in all required scenarios presented in 
Section IV. 

B. Bidirectional Forwarding Detection 

BFD is a service which reacts sensitive to transmission 
delays of the media stream. It uses the connectionless and 
unreliable User Datagram Protocol (UDP) as transmission 
protocol. Failures in voice transmission which result from 
downtimes of the underlying network layers represent the main 
issues for the quality of speech transmission and require a fast 
detection. Link failure detection varies widely on the physical 
media and the Layer 2 encapsulation (or the Layer 3 routing 
protocol) and generally leaves room for improvement. Because 
the keep alive mechanism that is standardized for the Ethernet 
physical layer only checks the electrical integrity of the 
interface connection without looking at bidirectional 
communication, upper layer protocols have to take care of this 
task. Layer 3 protocols like OSPF, Border Gateway Protocol 
(BGP) or IS-IS include their own link failure detection. 
Unfortunately, they generally suffer from poor failure detection 
speed and implement their mechanisms in software. In 
addition, a Layer 2 switch that connects two neighbors running 
a Layer 3 protocol (e. g. Fig. 2 Traffic Source – Switch SW1 –
 Router RTR1) hides possible link breakdowns to one of the 
end-systems (therefore failure of Layer 1 is not detected by 
RTR1). Layer 2 switches cause Layer 3 protocols to fall back 
to detecting failures by their Hello protocol – which results in 

  
Figure 2   OSPF and BFD measurement topology 
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dependency on Hello timers in the range of one second. In the 
presented scenario the use of the mentioned Layer 3 protocols 
does not provide the required sub-second detection times (see 
also Section IV). 

Hence, the IETF launched a draft in 2004, which deals with 
these issues – the BFD protocol. Actually, the draft is specified 
in version 8 [10] and will be subsequently released as an RFC. 
BFD has been developed for checking connectivity in the 
forwarding path across multiple network hops and tunnels. 
Theoretically, BFD can be used for protocols in Layer 2 and 
Layer 3 as well as IPv4 and IPv6 networks. Manufacturers of 
network devices support BFD for Layer 3 protocols only. The 
reason why BFD requires the support of underlying network 
protocols – routing protocols in Layer 3 – bases on its 
functional principles. 

If BFD detects a link failure, an additional routing protocol 
has to take care for making use of this information. BFD is a 
protocol-independent Hello protocol. It detects potential 
neighbors by querying the underlying routing protocol. In case 
of success it starts to initialize a BFD session by a three way 
handshake using BFD control packets. During this process the 
device will run through down-, init-, and up- states. When the 
session has been established the BFD protocol starts to 
exchange BFD control packets with its session partner by the 
use of UDP. If shared media is used in the network the 
communication between two neighbors is run in unicast mode. 
As opposed to Hello protocols implemented in common 
routing protocols, BFD supports a Hello interval, which defines 
the time period between sending BFD control messages in the 
range of a few milliseconds. A neighbor is declared to be down 
after a specified amount of BFD control packets has not been 
received. Reducing the Hello timer far below the minimum 
timer values that are defined by the manufacturer may cause 
higher jitter of the detection time and an increased failure 
probability by erroneously declaring a node as down, but will 
not automatically result in lower failure detection times [17]. 
This limitation is influenced by the hardware that is used for 
the network devices and can be in the range of 5-50 ms [18]. If 
BFD is realized in software the Hello timer is settled at the top 
of this range. 

The BFD protocol specifies two operating modes – entitled 
as asynchronous mode and demand mode – which differ in the 
communication procedure between the partners. A system that 
operates in asynchronous mode regularly sends BFD messages 
within the predefined period of time. Otherwise, in demand 
mode it will only initialize this transmission in case a 
verification of connectivity is explicitly required. The demand 
mode is specified to operate simultaneously or independently 
in each direction. Additionally, an Echo function is specified 
for both modes. Received BFD Echo packets are looped back 
to the transmitting neighbor without a change – if a number of 
Echo packets are lost the session will be declared to be down. 
The use of BFD tends to be a promising method to boost the 
convergence time of a system like the one shown in Fig. 2. 

IV. RESULTS 

Measurement results are obtained by using the network 
topology in Fig. 2. The behavior of the access network is 

investigated by exposing it to different link and device errors 
on the network. The access network for voice communication 
stays separated from others. Therefore, the paper focuses on 
unexpected network failures and not on the influence by other 
traffic sources. The two customer edge routers (RTR1/2 Model 
Cisco 1841) are connected via Layer 2 Switches (Dell 
Powerconnect 3424) with the redundant end-system (A/B) 
using Quagga as OSPF routing daemon. Switches are required 
to support multiple nodes at a site. All experiments are 
performed using Linux kernel 2.6.20 and Quagga 0.99.9 on the 
Linux end-system. 

Quagga uses the Linux routing subsystem. Linux routing is 
designed to handle multiple routing daemons concurrently. 
Linux uses a delay timer (default 2 s) before the route cache is 
flushed or updated. A flush operation of the routing table is 
very costly and should be avoided or done at longer intervals to 
prevent overload situations for the kernel. The delay timer has 
direct influence on the convergence time: it increases the value 
of the delay timer on each routing table change event. For the 
measurements the delay is disabled. Protection is done by 
protocol functionality implemented in Quagga which is 
responsible for updating the routing table. Stability 
considerations have to be done in a network with a high prefix 
count. A higher number of changes which result in lots of re-
configuration events will yield to increased timing values. The 
results show that the required convergence time will stay far 
below 1 second.  

In order to execute a sufficient number of test runs, the link 
failures were not manually initialized. A device, called the link-
cutter, is connected in series between two nodes through 
network cables.  The link-cutter is able to generate dynamic as 
well as static influences on 100MBit-network 100TX-RJ45 
cables. The crucial property of the link-cutter is to directly 
influence the physical layer by, e. g. physically disconnecting a 
link using relays. The goal is to investigate the influence of 
different cable failures on the network protocols. For these test 
runs the link-cutter is used for automatically and periodically 
separating and re-connecting two nodes by cutting their 
connection. 

The measurements are performed in two different test 
cases. The first test case investigates the failover using OSPF 
with all features enabled to accelerate the convergence time 
described in Section III/A. The second test case extends the 
configuration with the BFD protocol described in Section III/B. 
Link- and node failures are simulated on one hand by shutting 
down ports and reloading or switching off network devices on 
the other hand by using the link cutter device. For test runs, SIP 
sessions are established and RTP voice streams are submitted 
between traffic source and traffic sink. The defined test cases 
and the achieved results are listed in Tab. 1. The values 
represent the time required to set up a new working 
communication path using UDP protocol after an error 
occurred. 

The results for the pure OSPF configuration show that the 
failover is fulfilling the required timing constraints wherever 
direct link status detection is possible. The tuning of SPF and 
LSA timers accomplished this. A nearly instant flooding of 
LSA messages keeps the router switching to the alternate path 
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instantly. Problematic cases are failures where the sending 
node relies on the expiration on the dead interval to declare 
neighbors dead. This value can also be interpreted as the length 
of voice stream interruption during a call. 

These test cases can be improved by using BFD as an 
addition to the OSPF Hello protocol. The BFD implementation 
on current Cisco firmware is also rudimentarily supported by a 
special kernel module called KBFD [19] with Quagga using 
Linux. This module was used for testing after modifying it for 
stability and correctness of the BFD functionality. The BFD 

module is communicating via the Linux Netlink kernel 
interface with the Quagga routing daemon. The nodes RTR1, 
RTR2 and also the end-system use the asynchronous BFD 
mode without using the echo function. A convergence time far 
below one second is achieved for the access network for each 
tested failure. The limiting factor for the convergence time is 
the minimal receiving and transmitting interval of 50 ms on the 
Cisco router. To assure reliable failure detection a minimum of 
3 BFD control packets should be allowed to miss before 
declaring a router as dead. The aeronautics communication 
panel poses that the VoIP packet loss must meet the 
requirement of a maximum of 150 ms [20]. The above 
presented results exceed this limit, but further modification of 
timing parameters may show improvements (not implemented 
in COTS now). Other approaches mentioned in [11, 12] can be 
used in parallel. Further investigation has to be done to figure 
out stability consequences as a result of the short intervals also 
considering the public provider network connecting different 
sites. 

V. CONCLUSION 

This paper presents the design of an access network which 
supports highly available end-systems and runs safety-critical 
applications. A combination of Open Source routing software 
in combination with COTS hardware routers and switches are 
used to create a cheap and generic site topology. A sub-second 
convergence time is possible with features in common OSPF 
implementations of different manufacturers but only with 
restrictions. OSPF in combination with BFD allows a sub-
second convergence time also in network topologies where 
direct link detection is not possible and should be the preferred 
way. A worst case convergence time below 200 ms is 
achievable for link and device failures in the introduced access 
network. 

Extensions to this study are planned in multiple ways. The 
first step is to discuss the influence of the provider network. 
Different studies exist in the topic of OSPF stability and 
convergence in large IP networks. Simulations should be used 
to extend these results by the general usage of BFD for link 
detection. Also statements about stability should be worked 
out. The usage of COTS hardware with their current software 
implementations and limitations will stay a framework 
requirement. 

A second step will be the discussion of extending the use of 
BFD as a protocol between routers to an end-to-end failure 
detection mechanism. BFD – on its way to become an RFC – 
allows the implementation of a single liveness detection 
mechanism through the complete network topology supporting 
single-hop, multiple-hop but also end-to-end scenarios. The 
implementation of BFD in software and not as part of the 
forwarding plane as primarily intended will raise new questions 
about achievable speed and jitter. 
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TABLE 1   OSPF/BFD MEASUREMENT RESULTS 

 Link/Device OSPF [s] BFD [s] 
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 L2 
L3 
L6 
L8 

0.005 
0.040 
1.035 
0.060 

0.005 
0.040 
0.171 
0.060 
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RTR2 
SWI2 

0.980 
0.050 

0.161 
0.050 
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