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Error concealment analysis
for H.264/advanced video coding
encoded video sequences
L. Superiori, O. Nemethova Member IEEE, M. Rupp Senior Member IEEE, Member EURASIP

Error concealment methods have become very important in particular when transmitting video streams over error prone wireless links.
Often a retransmission of corrupted sequences is not possible and thus the receiver has to make the best out of the received stream.
The contributions of this article are the following: firstly, a performance comparison of various error concealment strategies (straight
decoding, slice level concealment and macroblock level concealment) is presented based on the detection of errors, the exact location
of which is unknown. Secondly, an analytical treatment of the slice level concealment, resulting in a precise mathematical model
is provided. Finally, further improvements are proposed by subjective methods based on visual inspection and comparison of their
performance by means of simulations.
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Fehlerverschleierungsanalyse in H264/Advanved Video Coding-codierten Videosequenzen.

Fehlerverschleierungsverfahren sind zurzeit von großem Interesse, insbesondere bei der Übertragung von Videos über fehlerbehaftete
Funkstrecken. Meist ist eine Zweitübertragung einer fehlerbehafteten Sequenz nicht möglich, und der Empfänger muss das Beste
aus den Empfängerdaten machen. In diesem Artikel präsentieren wir zunächst eine vergleichende Leistungsanalyse verschiedener Ver-
schleierungsverfahren (direktes Dekodieren, Verschleierung auf Slice-Ebene und Verschleierung auf Makro-Ebene), basierend auf einer
Fehlererkennung, dessen exakte Fehlerposition in der Sequenz allerdings unbekannt ist. Zweitens präsentieren wir eine analytische
Behandlung der Verschleierung auf Slice-Ebene, die zu einem exakten mathematischen Modell führt. Schließlich schlagen wir weitere
Verbesserungeen basierend auf subjektiven Verfahren der visuellen Inspektion vor und vergleichen ihre Leistungsfähigkeit anhand von
Simulationen.
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Abbreviations and symbols
AVC Advanced Video Coding
BER Bit Error Ratio
CABAC Context Adaptive Binary Arithmetic Coding
CAVLC Context Adaptive Variable Length Coding
ecdf empirical cumulative distribution function
FTP File Transport Protocol
GOB Groups Of Blocks
GOP Group Of Picture
IDR Instantaneous Decoding Refresh
IP Internet Protocol
JM Joint Model
JVT Joint Video Team
LS Least Squares
MB MacroBlock
MBLC MacroBlock Level Concealment
MSE Mean Square Error
MTU Maximum Transfer Unit
NAL Network Abstraction Layer
NALU Network Abstraction Layer Unit
PSS Packet Switched Streaming
PSS Packet Switched Services
QCIF Quarter Common Intermediate Format
QP Quantization Parameter

RTP Real Time Protocol
SD Straight Decoding
SLC Slice Level Concealment
TCP Transport Control Protocol
UDP Universal Datagram Protocol
VCL Video Coding Layer
Y-PSNR Luminance Peak Signal to Noise Ratio

1. Introduction
The transmissions of data over wireless channels are affected by
errors due to multiple causes, such as poor channel quality, inter-
ference and noise at the receiver. For some services, such as In-
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Fig. 1. Packet Switched Streaming (PSS) protocol stack

ternet browsing or File Transport Protocol (FTP) traffic, the appli-
cation requires the retransmission of incorrectly received packets.
For video streaming applications, however, missing and damaged
packets have to be handled differently. In broadcast and multicast
transmissions, a retransmission of damaged or not received pack-
ets is not possible. A single source is serving several users and,
even assuming the presence of a feedback channel, it cannot re-
act to the needs of a single user since the data channel is typically
shared by the plurality of users. Although possible in unicast trans-
missions, retransmission can also be problematic there. In case of
network congestion, an overloaded cell may not be able to retrans-
mit the damaged packet within the delay limit required by the di-
mension of a playout buffer (typically 3–6 s) (Sabeva et al. 2006;
Levine et al. 2007).

The video decoder has to cope with missing or damaged packets
as well as with packets arriving too late (Stockhammer et al. 2003).
The application reacts by concealing the missing information. Con-
cealing an error basically means replacing the missing or invalid data
with other information extrapolated from the already available video
content. Video concealment techniques can be based on spatial,
temporal or hybrid interpolation. See for example (Sun and Reib-
man 2003; Nemethova 2009) for good overviews of existing tech-
niques. In the spatial case, the missing information is concealed by
interpolating from the available neighbouring image portions. In the
temporal concealment a missing part of the image is interpolated
from other already received images. Motion compensation may be
applied for selecting an appropriate replacement. Hybrid conceal-
ment methods consist of a mixture of the two approaches, spatial
and temporal, depending on the frame type as well as on the pic-
ture properties. Often adaptive methods (Nemethova et al. 2006)
can select the best means against particular error situations.

H.264 (2005) (known also as Advanced Video Coding (AVC)) and
MPEG-4 part 10, standardized by the Joint Video Team (JVT) of
experts from both ISO/IEC (International Electrotechnical Commis-
sion) and ITU (International Telecommunication Union) is currently
the most recent video standard. Thus all our experiments utilize an
H.264/AVC codec. The H.264/AVC design covers a Video Coding
Layer (VCL), designed to efficiently represent the video content, and
the Network Abstraction Layer (NAL), which formats the VCL rep-
resentation of the video data and provides header information in a

manner supportable by a variety of different communication proto-
col architectures or storage media (Marpe et al. 2006). The output
of the NAL is the Network Abstraction Layer Unit (NALU).

In this paper we discuss the exploitation of the valid information
contained in damaged packets. Since the exact location of the error
is typically not known, the entire area detected as erroneous is typ-
ically concealed by means of interpolation. However, in general the
larger the image portion to be interpolated, the higher the distortion
of the concealed image. Our aim is to avoid concealing of the im-
age parts which can still be recovered by an appropriate decoding.
After briefly presenting the effects of errors at frame level and at
packet level, in Sects. 2.1 and 2.2, respectively, a syntax based error
detection mechanism is briefly explained in Sect. 3. In Sect. 4 eventu-
ally three error concealment strategies are compared. The proposed
strategy, called slice level concealment has been analyzed in detail,
achieving a highly reliable estimation of the observed results. Finally,
in Sect. 5 we elaborate on recent methods for visual impairment
detection capable of even more increasing the performance of the
suggested error concealment strategies. Some conclusions round up
the paper in Sect. 6.

2. Error impact on the video stream
The packetized video stream is transported over a network with a
layered protocol structure, an example of which is shown in Fig. 1.

The application layer payload (in H.264/AVC called NALU) is a
packet produced by an application such as a video and/or audio en-
coder for multimedia streaming. The application payload is further
encapsulated into the Real Time Protocol (RTP) (Group et al. 1996;
Group and Schulzrinne 1996; Taferner and Bonek 2002; Wenger
2003; Wenger et al. 2005). The RTP standardizes a packet format
for the end-to-end delivering of audio and video through the Inter-
net. The RTP is considered as a session oriented unreliable proto-
col, since it does not guarantee the delivery of the packet nor offer
any mechanism for recovering packet losses. In the RTP headers (12
bytes), the sequence of the packets is marked by means of a unique
sequence number and a timestamp, also useful to synchronize dif-
ferent sources such as video and audio. This allows the application
to sort out the packet sequence, remove duplicated packets and,
possibly, to react to missing packets or to packets arriving too late.
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Fig. 2. Temporal error propagation

A (de-)jitter buffer is typically implemented at the application layer
to fight the jitter, that is the variation of the packets arrival time. The
size of the jitter buffer has to be selected carefully, since a small jitter
buffer increases the packet loss rate while a large jitter buffer adds
unnecessary delay.

The Universal Datagram Protocol (UDP) (Postel 1980) and the
Transport Control Protocol (TCP) (Postel 1981) are the two trans-
port layer protocols commonly used in the Internet. The TCP offers
guaranteed transport services based on the retransmission of miss-
ing or damaged packets. As this causes unpredictable transport de-
lays, TCP is not used in real-time communications. UDP, on the other
hand, is a simple and unreliable datagram transport protocol. In the
UDP header (8 bytes), the source and destination port are specified,
as well as the length of the packet. Moreover, a sixteen bit long
checksum is provided for verifying the correctness of the header and
of the payload. The checksum enables detecting the presence of an
error within the UDP packet. If an error is detected, its presence is
signaled to higher layers, for instance, by setting a flag reserved for
such a purpose. Typically, the packets signaled as erroneous are dis-
carded by the higher layers. The missing image information is con-
cealed by interpolating the corresponding image portion from other
already decoded image data.

2.1 Effects of errors at frame and sequence level
The quality of the error concealment depends substantially on the
size and position of the missing image information. In general, a
video sequence comprises a plurality of images (called frames), each
of which is typically subdivided into blocks. The image is then en-
coded block-wisely. A UDP packet over which the checksum is cal-
culated typically carries a bitstream corresponding to the entire en-
coded image or to its part (called slice). One image slice contains a
plurality of square regions, called MacroBlock (MB). For increasing
the effectiveness of the coding, one macroblock can be subdivided
further in submacroblocks. The encoding of image blocks may be
based on spatial prediction, known as Intra (I) as it uses as refer-
ence elements belonging to the same image, or temporal predic-
tion, known as Inter (P) as it uses as reference elements belonging
to a previously encoded picture. A sequence of images consisting
of one spatially predicted followed by a plurality of temporally pre-
dicted images up to the next image which is spatially predicted or
not predicted, is called a Group Of Picture (GOP).

Thus, if a UDP packet is detected as erroneous, the corresponding
missing image or slice of an image has to be somehow replaced.
An estimation of the missing data is performed in order to display
the video content with as little as possible impairment of the user
experience. However, even if the reconstruction at the time instant t
of the missing part of the picture may not be annoying for the users,
the concealed picture is further used as a reference for prediction of
the following temporally predicted frames. Since the prediction is
computed at the encoder side (considering the error-free sequence
as reference), if a concealed frame is used as a reference frame at the

decoder side, a drift between encoder and decoder is introduced.
This effect is illustrated in Fig. 2.

As a packet including a part of frame F2 has been incorrectly re-
ceived, the corresponding slice of the frame F2 is incorrectly recon-
structed or concealed. The frame F3, although all its packets have
been correctly received, is employing a corrupted reference for per-
forming temporal prediction. This effect, denoted as temporal error
propagation, involves all the following Inter encoded pictures until
the end of the GOP. Only the next spatially predicted frame does not
contain a reference to the previous pictures. If an Inter-GOP predic-
tion is allowed, the insertion of Intra frames is not sufficient to stop
the temporal error propagation. If the reference buffer size is larger
than one, the first inter predicted frame of one GOP may use as
reference a frame, belonging to the previous GOP. The temporal er-
ror propagation is then interrupted only in case the reference buffer
contains only one picture or if the I frame empties the content of the
buffer. In this last case the I frame is called Instantaneous Decoding
Refresh (IDR) frame.

2.2 Effects of errors at packet level
Even though the UDP packet fails the checksum test, it can be still
conveyed further to the RTP layer and the NALU can be handed as
input to the video decoder. In this case, the Forbidden (F) bit of the
NALU header is set to one for informing the decoder that it has
possibly to cope with a damaged payload.

We will now discuss the effect of errors in the bitstream. As a
reference bitstream, the bitstream generated by the Joint Model
(JM) in accordance with the H.264/AVC standard has been consid-
ered. H.264/AVC supports two types of variable length (entropy)
coding—Context Adaptive Binary Arithmetic Coding (CABAC) and
Context Adaptive Variable Length Coding (CAVLC). The latter in-
cludes, in fact, various kinds of entropy coding applied to different
information elements. Some information elements are encoded by
an exp-Golomb code, or a similar integer code whereas other el-
ements are coded by a code specified by particular codeword ta-
ble(s) (in the following, this kind of coding will be denoted tabelled
VLC). Depending on the entropy coding applied and on the affected
syntax element, different effects arise. In the following, the case of
codewords with variable length is analyzed based on exp-Golomb
encoded codewords and subsequently generalized. The structure of
an exp-Golomb encoded codeword has the following form:

01 . . . 0M
︸ ︷︷ ︸

M

1b1 . . . bM
︸ ︷︷ ︸

M

.

The codeword consists of M zeros, the leading zeros, one “1”
followed by M bits, the info field. The number of bits in the info
field, M, depends on the number of zeros preceding the first one.
Thus, the number of leading zeros forces the length of the code-
word to be equal to 2M +1. The effect of even a single bit inversion
in the first M zeros is depicted in Fig. 3. The original bitstream con-
sists of four words of length 11 (M = 5), 7 (M = 3), 5 (M = 2), and
1 (M = 0), respectively. Assuming now an error inverting the third
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Fig. 3. Decoding desynchronization at bitstream level

Fig. 4. H.264/AVC functional decoder blocks

bit, in the corrupted bitstream a “1” is found in the third position.
The first decoded codeword has, therefore, M = 2 and length five.
As the boundaries of the first codeword have been misinterpreted,
the following codewords are incorrectly interpreted as well. As no
resynchronization words are allowed in H.264/AVC, the decoding
desynchronization may propagate up to the end of the NALU.

For exp-Golomb encoded codewords, a single error occurring in
the leading zeros or in the first “1” causes decoding desynchro-
nization, since the parameter M is evaluated incorrectly. In case the
info field is corrupted while the parameter M is not changed, there
is no direct desynchronization caused by the misunderstanding of
the codeword boundaries. However, as the encoded value is incor-
rectly reconstructed, the decoder can misinterpret the meaning of
the following decoded codewords. For instance, assume that an er-
ror is affecting the info field of a codeword, indicating the number
of subblocks in a macroblock. Although no direct desynchroniza-
tion occurs, the decoder will read the necessary parameters (such as
motion vectors) for a wrong number of partitions, leading again to
decoding desynchronization.

The described behavior is a known shortcoming associated to vari-
able length coding. As the length of the codeword is embedded (or
depends) on the content of the codeword itself, the efficiency of en-
tropy coding is paid by a reduced robustness to errors if compared,
for instance, to fixed length coding. One single bit inversion, in fact,
causes both the wrong decoding of the current codeword as well as
the misinterpretation of the boundaries of the current and possibly
all of the following codewords.

3. Syntax-based error detection
After introducing the effects of errors both at sequence and packet
level, in this section the proposed error handling mechanism will
be discussed. It has been described how the errors only affect the
decoding of the current and, possibly, following codewords. The in-
formation elements preceding the error occurrence can still be cor-
rectly decoded. Since the position of the error is not known, the
definition of efficient error detection mechanisms is a task of major
importance. In the following, an error detection mechanism based
on the code syntax analysis will be presented. A similar method for
the H.263 codec was proposed in Barni et al. (2000). An enhance-
ment of the method for H.264/AVC was necessary both for dealing
with the more complex bitstream structure and newly introduced
entropy coding mechanisms, as well as because of specific synchro-
nization words between Groups Of Blocks (GOB) allowed in H.263
and not in H.264.

The detection mechanism described in this section has been im-
plemented in the standard reference software JM (H.264/AVC JM
Reference Software 2008). The analyzed decoder functionalities
have been subdivided into the following two elements:

(1) Read: Evaluate the value obtained when reading a codeword.
(2) Decode: Use the obtained value to reconstruct the macroblock.

This conceptual distinction is consistent with the two different
logical functions defined in the JM: Read and Decode one mac-
roblock, as indicated in Fig. 4. We have highlighted the two con-
ceptual functions for two reasons: firstly, we will use them in the
following discussion and secondly, the “read” function works at a
“code” level, while the “decode” function works at a “pixel” level.

In the first function, “Read”, each codeword is interpreted, ob-
taining the encoded value. In the second function, “Decode”, such
value is then employed to reconstruct the picture in the pixel do-
main, applying, for example, motion compensation or correction by
means of residuals.

The original JM software relies on the detection mechanisms of
the underlying protocol layers, which, upon detecting an erroneous
packet, mark the packet by setting a flag. Thus, JM assumes that
packets marked as error-free contain a validly encoded portion of
the bitstream. If instead a portion of a bitstream, containing bit in-
version(s) is introduced, the decoding will likely crash. Such crashes
are due to unexpected codewords or values causing exception in the
reading or decoding phase.

4. Concealment strategies

4.1 Error handling mechanisms
In the following, three different error detection and handling mech-
anisms are discussed. Independently of the way the error is detected,
all the macroblocks that are marked as erroneous are concealed us-
ing the copy-paste strategy. Assuming that the macroblock in row i
and column j of the f -th frame, MBf (i, j) is labeled as corrupted, it
will be replaced by the macroblock MBf−1(i, j) occupying the same
position in the previous picture.

(1) Straight Decoding (SD). This approach consists of the de-
coding of the corrupted bitstream by means of a modified
H.264/AVC decoder. Without any detection mechanism, in case
one of the syntax errors is detected, the decoder replaces the in-
valid value with its closest valid value. Since no error detection is
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Fig. 5. Error handling mechanisms

Fig. 6. Cumulative distortion using the three considered approaches

performed, the macroblocks preceding the error occurrence are
correctly decoded, whereas the following ones are incorrectly
decoded.

(2) Slice Level Concealment (SLC). This approach represents the
standard error handling mechanism currently considered in the
literature. In case a packet fails the UDP checksum test, it is
discarded. All the MBs contained in the NALU are marked as
corrupted and concealed. Also the MBs preceding the error are
concealed, even if this is not necessary.

(3) MacroBlock Level Concealment (MBLC). This handling mech-
anism exploits the syntax analysis. Even though the packet fails
the UDP checksum test, it is decoded. If a syntax error is de-
tected, the current macroblock as well as all the following ones
until the end of the slice are marked as erroneous. A detailed
description of the syntax based error detection method is of-
fered in Superiori et al. (2006, 2007a, 2007b, 2009). As dis-
cussed before, the error does not necessarily occur in the same
macroblock where it is detected. This causes the macroblocks
between the error occurrence and the error detection to be, pos-
sibly, incorrectly decoded. However, the information preceding
the error detection is correctly exploited whereas the data after
the error detection is marked as corrupted and concealed. The
proposed method represents a compromise between the before
mentioned two considered approaches.

In Fig. 5, the decoding of a picture using each of the three ap-
proaches is discussed. In this particular example, the same slice
structure is used in all three cases, namely a fixed threshold on
the amount of bytes in each packet. However, the particular choice
should not play any role here. The presented discussion is valid for all
slicing methods, such as fixed amount of MB on a packet, FMO and

so on. The considered picture is an Intra predicted frame, consisting
of four slices. An error has been introduced in the second slice, that
contains the MBs with index from 30 to 59. The error will therefore
propagate spatially until the end of the second slice, namely up to
MB 59.

In Fig. 5(a) the decoding of the corrupted packet considering the
straight decoding approach is shown. It can be noticed that, be-
ginning from MB 35, the impairments propagate till the end of the
slice. The MBs before the error occurrence are correctly decoded.

Figure 5(b) shows the result of the decoding when implementing
the slice level concealment approach. Since the packet failed the
UDP checksum test, the whole slice is concealed. MBs 30 to 34,
even if correctly decodable, have been concealed as well.

The result of the proposed method (MBLC) is shown in Fig. 5(c).
MBs 30 to 34 are correctly decoded. The error is detected in MB 39,
therefore MBs 39 to 59 are concealed. In this example, a detection
distance of four macroblocks has been assumed.

Figure 6 shows a qualitative comparison between the three pro-
posed methods. The cumulative distortion between the slice de-
coded without errors and the corrupted slice handled by the three
considered mechanisms is displayed. It can be noticed that, using
SD, the distortion starts increasing as soon as the error occurs (k0).
The concealment method SLC is applied to the entire slice from
k0 to kf and introduces a lighter grade of distortion all over the
slice. The proposed approach, MBLC, limits the distortion caused by
desynchronized decoding to the macroblocks between ke, the point
where the error actually occurs, and kd , the point where the error
has been detected. The distortion introduced by the concealment is
spread from the error detection kd until the end of the slice kf . The
performance of the proposed strategies depends strongly on the de-
tection distance and on the position in which the error occurs. For
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errors detected near the beginning of the slice, MBLC acts as SLC.
The performance of MBLC depends on having “small” detection
distances as increasing such distances worsens its performance.

4.2 Objective quality analysis
The first analysis performed regards the resulting quality in terms
of Luminance Peak Signal to Noise Ratio (Y-PSNR). For a set of se-
quences obtained by encoding the Foreman video with different
quantization parameters, the performance of the three strategies
have been compared for error patterns characterized by different
Bit Error Ratio (BER) values. Lower BERs have lower probability of er-
rors, therefore the number of simulations increases with diminishing
BERs.

Simulation Setup In order to evaluate the performance of the
three considered methods, the decoding of differently corrupted
sequences has been simulated. The sequences were encoded by
the standard development encoder without any modification. De-
pending on the considered handling method, different features in
the JM decoder were enabled. In case of SLC, once an error has
been detected within the packet, all the macroblocks stored in the
NALU are marked as erroneous. When considering SD, all the in-
correct codewords or values are turned to a valid value. During the
decoding process in MBLC, an error flag is raised in case invalid
codewords or values have been detected. Once the flag has been
raised, the decoder stops reading and decoding the macroblock
and starts concealing it. The flags are turned back to zero at the
beginning of the following slice. The sequence used for the simula-
tion is the well-known “Foreman”. It consists of 400 frames played
at 30 frame per second with a resolution of 176×144 pixels (Quar-
ter Common Intermediate Format (QCIF)). The GOP size was set to
10 and different Quantization Parameter (QP) values have been in-
vestigated. The variables listed in Table 1 facilitate the reading of
this paragraph.

The graphs in Fig. 7 show the resulting objective quality in terms
of Y-PSNR. The four lines drawn represent, respectively, the quality
when considering the error free decoding, therefore not depending

on the BER and considered as the reference quality, the straight de-
coding (SD), the slice level concealment (SLC), and the macroblock
level concealment (MBLC).

The MBLC method performs better than the standard handling
mechanism, particularly in the range of BERs from 10−4 to 10−6.
For lower BERs, the three mechanisms are close to the error free
case, since the number of errors introduced is negligible. For higher
BERs, such as 10−2, the errors are introduced so frequently that the
overall quality of the video is unsatisfactory, independently from the
chosen handling mechanism.

The curve indicating the performance of SLC describes the behav-
ior of the standard error handling approach. In the following, an
analytical model is derived for approximating the empirical results.
The simulations have been performed using Intra and Inter encoded
pictures (Bi-directional temporal prediction was not allowed) and QP
fixed to 28. With the considered settings, the size of an encoded P
frame is smaller than the maximum packet size, that is 750 bytes,
whereas one I frame requires six packets in average.

The bit error probability has been converted into the frame error
probabilities PI and PP for the I and P frames, respectively. These

Table 1. Commonly used variables

Variable Meaning

PI, PP Frame error probability in I and P frames
PTP Probability of a damaged frame in a GOP
PI,SC(x) Probability of detected error in I frame at distance x
PP,SC(x) Probability of detected error in P frame at distance x
pb Bit error probability
nb Size of encoded frame in bits
MSEP,TX Mean Square Error (MSE) of P frames at decoder
MSEP,EF MSE of correctly decoded P frames
MSEP,ERR MSE of incorrectly decoded P frames
MSEI,TX MSE of I frames at decoder
MSEI,EF MSE of correctly decoded I frames
MSEI,ERR MSE of incorrectly decoded I frames
MSESI,ERR MSE of incorrectly decoded I slices

Fig. 7. Y-PSNR comparison using different handling mechanisms and QPs
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Fig. 8. Bit error probability mapped to packet error probability

probabilities are defined as follows:

PF = 1 − (1 − pb)nb , (1)

where PF ∈ {PI,PP} indicates the generic frame error probability, pb

the bit error probability and nb the size of the encoded frame.
A comparison between the packet error probability calculated by (1)
and those measured by simulation is shown in Fig. 8.

As the average size of an encoded P frame is smaller than the
threshold set on the size of one packet, one P frame fits on a sin-
gle packet. Therefore, the frame error probability coincides with the
packet error probability. In the following discussion, all the quality
measurements will be performed employing the MSE rather than
the Y-PSNR, as the former considers linear values whereas the sec-
ond a logarithmic scale. Y-PSNR and MSE are linked by the equation

Y-PSNR = 10 · log

(

2552

MSE

)

. (2)

The average MSE of the P frames after decoding, MSEP,TX has
been expressed as a function of the before mentioned probabilities:

MSEP,TX

= PI · MSEI,ERR
︸ ︷︷ ︸

I

+ 1 − PI

GOP − 1

GOP−1
∑

i=1

(

(1 − PP )i · MSEP,EF + (

1 − (1 − PP )i
) · MSEP,ERR

)

︸ ︷︷ ︸

II

.

(3)

The quality of the P frames strongly relies on the correctness of
the previously decoded frames. Considering a single GOP, and then
generalizing, the first underbraced term refers to the quality of the
reference I frames. The value of MSEI,ERR defines the average MSE
of an erroneous I frame. In case the I frame is correct (second un-
derbraced term, labeled II) the average quality of the P frame de-
pends on the previously decoded P frames. The quality of the i-th
P frame can be expressed as the probability of the i-th frame and
the previous P frames belonging to the same GOP to be correct,
(1 − PP )i , multiplied by the average MSE of the correctly decoded P
frames, MSEP,EF. This latter term consists itself of two summed ele-
ments: (i) the difference caused by lossy compression between the
reconstructed and the original picture and (ii) the average MSE of
the damaged P frames, MSEP,ERR multiplied by the probability that
an error affects the current or the previous P. For averaging, all the
possible GOP positions are considered and averaged.

Once an error has occurred, the following P frames belonging
to the same GOP are affected by temporal error propagation. For

obtaining the result in (3) and those following, two assumptions
have been made:

(1) A second error occurring in a GOP that has already been affected
by temporal error propagation, is not the cause of additional
distortion.

(2) The quality degradation after the first error occurrence remains
constant. This second argument is true only in average: in prac-
tice it may increase, decrease or remain constant depending on
the sequence characteristics, and encoder settings (for instance,
settings with respect to inserting the I-MBs into temporally pre-
dicted frames).

For the I frames, an equivalent formulation describing the average
I frames quality, MSEI,TX, has been defined:

MSEI,TX

= (1 − PI) · MSEI,EF
︸ ︷︷ ︸

I

+ PI · N(pb) ·
(

(1 − PTP) · MSESI,ERR + PTP · MSEP,ERR · δERR

Mave

)

︸ ︷︷ ︸

II

.

(4)

The first term of the equation considers the case of error free re-
construction of the I frame, the second refers to the case of recon-
struction by means of error concealment. The first term describes
the contribution of correctly reconstructed I frames, that occur with
probability (1 − PI).

As mentioned before, an I frame consists of more than a single
packet. The size of the packet is fixed in number of bytes, the num-
ber of packets necessary for encoding the entire frame depends on
the characteristics of each frame. In the considered scenario an I
frame consists of 5.33 packets, in average. The factor N(pb) de-
scribes the average amount of corrupted slices with the bit error
probability pb. Each I packet is self-contained that is, it is recon-
structed using only the information contained in the packet without
exploiting any data belonging neither to the same nor to another
frame. This effect is described in Fig. 9.

As the distortion of a single slice does not depend on the qual-
ity of the other slices belonging to the same frame, the distortion
increases linearly with the number of damaged slices. In case one
slice is concealed, the measured distortion (the parenthesis in the
second term of (3)) depends on two terms. As the implemented
concealment mechanism is simple copy-paste, in case the I frame
is not correctly received the performance depends on the quality
of the previous frame, this is the last P frame of the previous GOP.
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Fig. 9. MSE of corrupted I slices depending on the quality of the previous P frame

Fig. 10. MSE after transmission of P and I frames, MSEP,TX and MSEI,TX, for QP = 28

Fig. 11. Average MSE after transmission, MSETX, for QP = 28

The probability of the last frame not to be correctly reconstructed is
given by

PTP = PI +
(

1 − (1 − PP )
)(GOP−1), (5)

that is the probability of having a damaged frame in the GOP. In case
the previous P frame is correct, (1 − PTP), the distortion limited to a
single slice is equal to MSESI,ERR. If the previous frame is damaged,
PTP, the distortion in the damaged slice is equal to the measured one
in the corrupted P frames, but relatively limited to the concealed re-
gion. The term MSEP,ERR, divided by the average amount of slices
in an I frame Mave, compensates a systematic error of the model,
which occurs at higher BERs due to the previously introduced as-
sumptions. For lower BERs, this term is equal to one. In particular, all
the frames are, in average, damaged for BERs larger than 10−4. This
means that each frame is using an already corrupted picture for per-
forming error concealment. When considering these conditions, the
assumptions used for building the model are not in force anymore.
However, as such a scenario does not provide any acceptable video

quality anyhow, it has been preferred to concentrate the reliability
range of the model to a reasonable BER interval.

In order to validate the proposed models, the empirical values ob-
tained by simulation have been compared with the analytical esti-
mations. Note that term I in (3) is equivalent to term II in (4). Equa-
tions (3) and (4) are used for calculating the average MSEI,TX and
MSEP,TX of P and I frames, respectively, after transmission. The re-
sults are displayed in Fig. 10.

In order to obtain the average sequence mean square error,
MSETX, the last two results have been averaged:

MSETX = 1
GOP

· MSEI,TX + GOP − 1
GOP

· MSEP,TX. (6)

The results are plotted in Fig. 11, both in terms of MSE (left) and
Y-PSNR (right).

4.3 Detection performance
As discussed before, the detection probability as well as the detec-
tion distance represent key issues for the performance of the pro-
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Fig. 12. Detected errors: distance between error occurrence and error detection, kd − ke

Fig. 13. Undetected errors: distance between error appearance and end of slice, kf − ke

posed method. Since the desynchronized decoding remains limited
to the single NALU, new simulations were performed introducing a
single error in each slice. It should be therefore underlined that the
focus of these simulations is given on the detection performances
and not on the quality, that would also be dependent on the tem-
poral propagation of the resulting errors.

The simulations were performed on a sequence encoded with
quantization parameter QP = 28 and NALU size limited to 700 bytes.
These encoding parameters cause the I frames to be segmented in
more than four slices, whereas the P frames usually consist of a sin-
gle NALU.

The probability of detecting an error in the I frames is around
60 %, whereas for the P frames it is around 47 %. This difference
can be explained considering the information elements encoded in
the two different encoded slices. The I frames are self-contained:
the encoded information is sufficient to reconstruct the picture with-
out referencing any other previous decoded picture. This results in
a less effective prediction and in a set of coefficients with higher
information content. Such coefficients are much more sensitive to
bit inversions and to desynchronized decoding. The packets con-
taining encoded P frames, on the contrary, contain the information
for reconstructing the picture applying motion compensation to the
previously decoded pictures. Most of the information is contained
in the motion vectors, describing the position of the best prediction
of the considered block in the reference picture. Errors affecting the
motion vectors are hardly detectable.

Figure 12 shows the detection distance, expressed in number of
macroblocks, for the two types of predicted frames. Both normal-
ized histograms (empirical cumulative distribution function (ecdf))
have an exponential trend. For the I frames, 90 % of the detected
errors in the I frames are detected within 2 MBs. For the considered
encoding settings the range varies between 0 and 20 MBs. An ex-
ponential trend describes well the probability of detecting the error

in distance kd − ke in I frames:

PI,SC(kd − ke) = 1.552 · exp
(−1.508 · (kd − ke)

)

. (7)

The fit has been obtained by means of a non-linear Least Squares
(LS)-fit.

For the P frames, this detection increases and, in average, the
detection occurs within 7 MBs. The detection distance for the P
frames is higher mainly because of a specific element encoded in
the P frames, namely the mb_skip_run. It signalizes how many
macroblocks have to be skipped, that is how many macroblocks
can be reconstructed without further encoded information. Errors
affecting this parameter will modify the number of skipped mac-
roblocks. Since, in most of the cases, the encoded value is zero,
an error will increase the number of the skipped macroblocks and,
therefore, the detection distance. The model that has been found to
best approximate the probability of detecting errors in P frames at
distance kd − ke in the normalized histogram has the form

PP,SC(kd − ke) = 0.757 · exp
(−0.386 · (kd − ke)

)

+ 0.146 · exp
(−0.046 · (kd − ke)

)

, (8)

the coefficients were again obtained by a non-linear LS-fit.
For the errors that have not been detected by the syntax analysis,

a similar investigation has been performed. In this case, the distance
between the error occurrence and at the end of the slice has been
measured. The histogram of the distribution is plotted in Fig. 13. For
the I frames, 50 % of the undetected errors are located in the last
two macroblocks of the slice. Also for the P frames a peak is recog-
nized for short distances between the error occurrence and the end
of the slice. This shows how a considerable number of errors can-
not be detected because the number of macroblocks to be decoded
after the error occurrence is smaller than the average detection dis-
tance.
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Fig. 14. Undetected errors: MSE calculated in the range kf − ke

In order to evaluate the influence of the undetected errors, their
impact in terms of pixel-wise differences has been measured. In
Fig. 14, the average distortion introduced by the missed detection is
drawn as a function of the distance between the error occurrence
and the end of the slice.

The distortion is measured in terms of MSE between the mac-
roblocks affected by decoding desynchronization and the same mac-
roblocks reconstructed in an error free environment. Small MSE val-
ues signalize that, even if the error has not been detected, the ef-
fects do not impair the decoded picture. Since the MSE is calcu-
lated over the whole area, possibly affected by decoding desynchro-
nization, one might expect increasing MSE values for increasing de-
tection distances. However, the performed simulations demonstrate
that the resulting MSE does not depend on the number of affected
macroblocks. This leads to the conclusion that, in average, the un-
detected errors do not affect significantly the decoded picture.

The previous reasoning is not valid for small values of kf −ke that,
in average, causes the highest MSE value. As the MBLC suffers from
a detection distance, these errors were not detected for being too
close to the end of the slice. In other words, these undetected errors
cause harmful artifacts, resulting in increasing MSE, and would be
detected by MBLC if enough macroblocks were following.

5. Visual artifacts detection
The syntax analysis still suffers when error detection distance in-
creases. In the region between error occurrence and error detection,
the encoded information is incorrectly decoded. This may result in
visual impairments in the pixel domain. The detection of such visual
artifacts can further improve the performance of the syntax analysis,
by reducing the detection distance. However, the detection of im-
pairments in the video domain calls for refined preprocessing tech-
niques at pixel level. An analysis over video sequences obtained by
decoding corrupted bitstreams has been performed and is described
in the following. It is worth noticing that the effect of desynchro-
nization was significantly different depending on the type of frame,
Inter or Intra.

5.1 Inter frame impairments
When detecting errors in the f -th frame, we assume the frame f −1
to be correct. To detect errors in P frames, we analyze the pixel-wise
difference map �f (i, j) between frame f and frame f − 1:

�f (i, j) = ∣

∣Ff (i, j) − Ff−1(i, j)
∣

∣. (9)

Since we aim to detect artifacts with the resolution of a mac-
roblock, the difference map �f is then reshaped considering the
average difference in 16 × 16 pixels. The difference map is not only
dependent on possible visual artifacts, but also on the movement

between the two consecutive pictures. The artifacts represent iso-
lated, out of context, square regions of pixels. We therefore pro-
pose to implement a simple edge detector to highlight edginess in
the picture. It has been noticed that observing the edge characteris-
tics of 8 × 8 pixels sub-macroblocks represents the best compromise
between false and missed detections.

The final decision whether one block k is detected as erroneous or
not, is then taken considering the information about the difference
map Df (k), defined as

Df (k) =
∑

(i,j)∈k

∣

∣�f (i, j)
∣

∣, (10)

as well as the edginess map Ef (k), defined as

Ef (k) = 1
8

·
7

∑

l=0

∣

∣Ff (i1, j1 + l) − Ff (i1 − 1, j1 + l)
∣

∣

+ 1
8

·
7

∑

l=0

∣

∣Ff (i1 + l, j1) − Ff (i1 + l, j1 − 1)
∣

∣

+ 1
8

·
7

∑

l=0

∣

∣Ff (i1 + 7, j1 + l) − Ff (i1 + 8, j1 + l)
∣

∣

+ 1
8

·
7

∑

l=0

∣

∣Ff (i1 + l, j1 + 7) − Ff (i1 + l, j1 + 8)
∣

∣, (11)

being i1 and j1 the coordinates of the upper-left pixel of the consid-
ered subblock.

For each block, Ef (k) represents the average difference between
the rows (resp. column) at the border of the macroblock and its
neighbors belonging to a surrounding macroblock. They are both
compared with an adaptive threshold considering the movement
characteristic of the whole picture.

5.2 Intra frame impairments
In the Intra predicted frames the correlation between neighboring
macroblocks belonging to the same picture is exploited. Each block
is predicted considering the luminance and chrominance component
of the confining already encoded blocks. At the decoder side, the
quality of a single block strongly depends on the correctness of the
neighbors. The spatial propagation of the errors in the I frames may
occur also in case no desynchronization in decoding takes place.
As an example, assume the codeword of a Variable Length Cod-
ing (VLC) residual to be affected by a bit inversion in the info field;
therefore not causing decoding desynchronization. The considered
block will be reconstructed differently from the block available at the
encoder. The following blocks exploiting that macroblock as a ref-
erence will suffer of a spatial error propagation, since the obtained
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Fig. 15. Visual impairments caused by undetected errors

prediction will not be consistent with that considered at the encoder
side.

Therefore, as shown in Fig. 15(a), an error in the I frames usually
corrupts the affected macroblocks as well as its successors until the
end of the slice. The different behaviors observed in the two kinds
of frame call for the design of two different detection mechanisms.

To ensure robustness to the detection mechanism, the decision
is taken considering a voting system. Similarly to the detection per-
formed in the inter frames, the input to the voting system are the
block difference map Df (k) and the edge map Ef (k). Since the de-
tection performance of the syntax analysis in the Intra frames was
significantly better, the error position as detected by the syntax anal-
ysis is considered as well.

A scoring procedure is initialized each time the difference and
edginess value of a block surpass a second threshold. This block
is considered as the root of the artifacts sequence. The following
blocks are further investigated: in case their difference and edginess
characteristics are compatible with the artifact’s features, the score
is increased, otherwise decreased. A sequence of possible artifacts is
terminated in the following cases:

(1) The score of the sequence surpasses a given threshold. In that
case, the root of the sequence is assumed to be the macroblock
where the error occurred. The following macroblocks until the
end of the slice are marked as corrupted.

(2) The score of the sequence remains below a given threshold. In
that case, the sequence is handled as a false positive. The detec-
tion is restarted and a new possible root is searched for in the
following macroblocks.

(3) The syntax analysis signalizes that an error was detected in the
current macroblock. The root of the sequence is considered as
the macroblock where the error occurred. The following mac-
roblocks until the end of the slice are marked as corrupted.

(4) The end of the slice has been reached, and none of the previous
conditions were fulfilled. In this case the current score is com-
pared with a second threshold. In case the current score exceeds
it, the root is considered as the macroblock affected by the error.
Otherwise, the whole sequence is treated as a false positive.

All the considered thresholds, as discussed for the Intra predicted
frames, are adaptive and depend on the movement characteristic of
the sequence.

5.3 Results
In order to measure the detection performance, the same simula-
tion setup as described in Sect. 4.3 was considered. The results in
terms of detection distance are shown in Fig. 16. For Inter encoded
frames, the syntax analysis suffered of a significant detection dis-
tance. The detected errors were spotted, in average, after more than
seven MBs. Performing the detection of visual impairments, such dis-
tance is slightly reduced to 6.8 MBs. The average motion compen-
sation measured in the neighboring macroblocks is applied to those
that are skipped, therefore they do not result as out of context mac-
roblocks. The probability of detecting an error at distance kd − ke in
a P frame by means of visual detection, PP,VD, can be described as

PP,VD(kd − ke) = 0.788 · exp
(−0.456 · (kd − ke)

)

+ 0.197 · exp
(−0.057 · (kd − ke)

)

. (12)

Even though the performance of the syntax analysis for Intra en-
coded frames was satisfactory, by means of visual artifact detection
it has been further improved. The average detection distance, in
particular, has been reduced from 1.39 MBs to 0.92 MBs. The nor-
malized histogram of the detection distance for I frames follows an
exponential trend. The probability of detecting an error at distance
kd − ke in an I frame by means of visual detection, PI,VD, is:

PI,VD(kd − ke) = 3.499 · exp
(−2.714 · (kd − ke)

)

. (13)

The average detection probability for I frames has been increased
from 54.35 %, with the MBLC, to 59.99 % by means of visual er-
ror detection. Although the overall detection probability does not
exceed 60 %, it has to be noted that, usually, the errors that do
not cause desynchronization, do not produce any visible artifacts on
the decoded picture. Also in the pixel domain, an error in the trail-
ing ones can be barely spotted, since it would influence only high
frequency components. Moreover, it remains questionable whether
the detection of such errors would influence positively the resulting
quality. The following macroblocks, in fact, can be correctly decoded
and possible drifts in the spatial prediction would result in negligi-
ble distortion. Marking these macroblocks as corrupted would cause
the concealment not to exploit the available valid information. More
details are available under (Superiori et al. 2007a, 2007b).

Fig. 16. Errors detected by visual impairments detection: kd − ke
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6. Conclusions
Different error concealment strategies have been presented in this
paper. The aim of these investigations is exploiting the fractions of
the payload of erroneous packets that may still contain valid infor-
mation. In order to reduce the protocol overhead, an Internet Proto-
col (IP) packet size is employed as close as possible to the network’s
Maximum Transfer Unit (MTU). In case the entire damaged packet
is discarded, the decoder has to cope with a significant amount of
missing information. As the effectiveness of the error concealment
strongly depends on the size of the missing region, it is of major
importance to keep this region as small as possible.

The proposed error detection strategies allow the decoder to rec-
ognize the damaged payload’s region. Subsequently the data stored
before the error occurrence can be exploited. The effectiveness of
the strategies has been measured considering two metrics: (i) er-
ror detection probability and (ii) detection distance. The first index
measures the amount of detected errors over the total error occur-
rences. The second index expresses the distance between the error
occurrence and the error detection in multiples of macroblocks.

However, the error detection probability is not capable of distin-
guishing between errors that harm the perceived quality and those
that does not cause any visible artifact. In this paper, we have also
suggested a mechanism for detecting errors which are visually per-
ceptible for a user. This enables to employ the analyzed error con-
cealment strategies with higher efficiency, meaning that the artifacts
which are not perceptible and thus not annoying to the user, are not
concealed.
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