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Abstract— The European ARTEMIS ACROSS project aims
to overcome the limitations of existing Multi-Processor Systems-
on-a-Chip (MPSoC) architectures with respect to safety-critical
applications. MPSoCs have a tremendous potential in the domain
of embedded systems considering their enormous computational
capacity and energy efficiency. However, the currently existing
MPSoC architectures have significant limitations with respect to
safety-critical applications. These limitations include difficulties
in the certification process due to the high complexity of MPSoCs,
the lacking temporal determinism and problems related to error
propagation between subsystems. These limitations become even
more severe, when subsystems of different criticality levels have
to be integrated on the same computational platform. Examples
of such mixed-criticality integration are found in the avionics and
automotive industry with their desire to integrate safety-critical,
mission critical and non-critical subsystems on the same platform
in order to minimize size, weight, power and cost. The main
objective of ACROSS is to develop a new generation of multi-
core processors designed specially for safety-critical embedded
systems; the ACROSS MPSoC. In this paper we will show
how the ACROSS MPSoC overcomes the limitations of existing
MPSoC architectures in order to make the multi-core technology
available to the safety-critical domain.

I. INTRODUCTION

A Multi-Processor System-on-a-Chip (MPSoC) incorporates
multiple, potentially heterogeneous processing cores and other
functional units in a single case on a single die. Compared to
general purpose single core processors, MPSoCs can provide
enormous computational capacity in an energy efficient and
cost efficient way. The roadmaps of the semiconductor indus-
try [1] show a very clear trend towards multi-core technology,
and we can safely assume that the majority of future high-
end processors will be MPSoCs. Today, MPSoCs are typically
applied in personal computers or consumer electronic devices
like smart phones or tablets.

The scope of this paper is to elaborate MPSoCs in the
domain of safety-critical embedded systems. Safety-critical
systems are systems whose failure could result in loss of life,
significant property damage, or damage to the environment.
Examples are flight control systems for aircrafts, automotive
control systems, medical devices, industrial control systems
or nuclear power plants. As we will point out, MPSoCs
could bring many benefits to safety-critical applications, but
unfortunately, the currently existing MPSoC architectures were
not designed with a strong focus on safety and certification

and thus have serious drawbacks and limitations with respect
to this domain. To overcome these limitations, a European
consortium of 16 partners of industry and academia joined
together in the ARTEMIS ACROSS project. A major result
of this project is a new generation of multi-core processors
designed specially for safety-critical embedded systems; the
ACROSS MPSoC. In this paper we will show how the
ACROSS MPSoC overcomes the limitations of existing MP-
SoC architectures in order to make the multi-core technology
available to the safety-critical domain.

The remainder of the paper is structured in the following
way: Section II motivates the use of MPSoCs in embedded
systems, while Section III points out problems and limitations
of existing MPSoC architectures with respect to safety-critical
systems. Section IV introduces the ACROSS MPSoC archi-
tecture, of which we claim to overcome these limitations,
and Section V describes a prototype implementation of the
architecture. Section VI outlines the related work and Section
VII concludes the paper.

II. BENEFITS OF MPSOCS IN EMBEDDED SYSTEMS

In order to motivate our work we start with showing the
most important expected benefits of MPSoCs in the context
of safety-critical embedded systems:

a) Energy and area efficiency: For decades, an increasing
number of transistors was used to push the performance
of a single processing core by developing larger micro-
architectures with a higher complexity. Examples are micro-
architectures based on super-pipelined designs featuring spec-
ulative, super-scalar, and out-of-order execution. The problem
is that performance increases that are exclusively based on
advances in micro-architecture are governed by Pollack’s Rule
[2]. Pollack’s Rule states that, in the same process technology,
a leading micro-processor consumes twice the area and power
over the previous generation microprocessor, compared with
a performance increase by a factor of 1.4. In other words,
doubling the number of transistors in a single processor core
results only in 40% additional performance, which means that
ever increasing single core sizes yield diminishing perfor-
mance in a power and area envelope. In contrast to the single
core approach, a multi-core architecture has the potential to
provide near linear performance improvement.



b) Computational performance: We have to be aware,
that the potential speedup gained by a multi-core is limited
by Amdahl’s Law, which states that the theoretical maximum
speedup achievable by parallelization is limited by the relative
size of the non-parallelizable part (i.e. the serial part) of a
program. Equation 1 shows how the maximum speedup (S)
relates to the relative size of the parallelizable part (p), the
relative size of the serial part (s = 1− p), and the number of
parallel cores (n).

S =
s+ p

s+ p/n
=

1

s+ (1− s)/n
(1)

The formula shows that even a small percentage of non-
parallelizable code in a program leads to a saturation of the
achievable speedup at a small number of cores.

It must be considered that this limitation is only valid
if one tries to parallelize a single application with a single
continuous serial part across all the cores in the chip. In the
domain of embedded systems, a device typically integrates
multiple application subsystems that are inherently parallel.
As an example consider the electronic control system in a
modern vehicle executing tasks for the power train, the comfort
electronics, or for the vehicle dynamics management system.
In such a system the real challenge is not to parallelize
algorithms solving one big problem as it is done for high-
performance computing, but to efficiently integrate multiple
tasks that are inherently parallel. So what we want to point out
here, is that Amdahl’s Law [3] which is considered as the most
limiting factor concerning parallelization for high-performance
computing is not necessarily a significant constraint in many
embedded applications.

c) Heterogeneity: A typical embedded application con-
sists of multiple subsystems and tasks with different require-
ments to the underlying hardware. Examples are encoding and
decoding of signals like video or audio streams, encryption
and decryption tasks in order to establish required security
properties, or data transformations for control loops. Of course,
all these tasks could be theoretically executed on general
purpose CPUs, but in practice this is very inefficient and
often infeasible due to the strict time and energy constraints
of embedded applications. Good examples are high frequency
control loops where specialized hardware like Digital Signal
Processors (DSPs) is required to meet the specified deadlines,
or security hardware extensions that significantly increase the
energy efficiency of the implementation of a cipher.

Constructing a single core that strives to satisfy all possible
kinds requirements, always result in a more or less inefficient
trade-off solution. MPSoCs enable the combination of mul-
tiple heterogeneous cores on a single die that can be highly
optimized for the individual tasks in an embedded application.
This approach is already followed in many consumer devices,
where dedicated cores with different functionalities (e.g.,
graphic processors, wireless communication components, gen-
eral purpose CPUs) are integrated to form an efficient System-
on-a-Chip.

d) Reduction of physical units: The high computational
capacity and the possibility to integrate multiple heterogeneous
cores on a single die, make an MPSoC optimally suitable for
integrating multiple functionalities of an embedded system
into a single chip, and thus into a single device. In many
embedded applications, the consolidation of multiple function-
alities in a single device can lead to massive savings with
respect to cost, energy, volume and weight.

Modern cars already contain up to 70 Electronic Control
Units (ECU), which are interconnected via multiple different
communication networks. By integrating multiple functional-
ities in the ECUs, the total number of ECUs can be reduced,
which directly leads to lower manufacturing costs since fewer
cases, electronic parts, cables, connectors and assembly steps
on the production line are required.

Beside these savings, a reduction of the numbers of ECUs
can lead to improved reliability of the entire system. The
rationale is that if there are fewer components in the system,
there are also fewer components that can fail. In particular
this is true regarding the involved reduction of connectors.
By analyzing field data from the automotive industry it was
shown that more than 30% of electrical failures are caused by
connector problems [4].

III. LIMITATIONS OF EXISTING MPSOC ARCHITECTURES
WITH RESPECT TO SAFETY-CRITICAL APPLICATIONS

Since MPSoCs can bring many benefits to the domain of
embedded systems, developers and manufacturers are eager to
employ this technology for their products. However, existing
MPSoC architectures have significant limitations with respect
to safety-critical applications. In this section we point out these
limitations and explain why current architectures are designed
that way.

A. Complexity and certification

Typically safety-critical systems have to be certified by
a designated certification authority before they are allowed
to be put in operation. The higher the criticality level, the
more costly and time-consuming also the certification process.
For systems belonging to the highest criticality class, the
certification process can be the most costly part in the entire
development process. The effort to be done to certify a given
system depends strongly on its architectural properties. The
effort to certify a system grows with the system’s complexity,
and the complexity of a system depends highly on the possible
interaction patterns of its constituting elements.

According to the European Aviation Safety Agency (EASA)
[5], most existing MPSoCs are classified as ”highly complex
micro controllers”. The EASA defines a micro controller as
highly complex if at least one of the statements below is true:

• ”more than one Central Processing Unit (CPU) is em-
bedded and they use the same bus (which is not strictly
separated or which uses the same single port memory)”

• ”several complex interfaces are dependent on each other
and exchange data”



• ”several internal busses are integrated and are used in
a dynamic way (for example, a dynamic bus switch
matrix)”

Most of the existing MPSoCs were not designed with a
special focus on certification, and fall into this category. The
classification as a highly complex micro controller entails very
high certification efforts for systems of the highest criticality
class. In many cases, this classification renders certification
infeasible with respect to cost and time.

B. Lacking of temporal determinism

Many safety-critical embedded systems are classified as
hard real-time systems [6]. A real-time system is a system
where its correct behavior does not only depend on the value
domain but also on the temporal domain (e.g., results have to
be delivered before a specified deadline). If there is at least
one deadline, where a deadline miss could lead to catastrophic
consequences (i.e., damage to the equipment, environment,
or even the loss of human life), the system is called a hard
real-time system. An example is the airbag control unit of a
car, which continuously monitors a number of related sensors
within the vehicle in order to judge on the actual driving
situation. In the case of an accident it has to trigger the ignition
of a gas generator propellant to inflate the airbag, within a
specified deadline. If this deadline is missed, the airbag looses
is functionality to save life (e.g., the head of the driver could
crash into the steering wheel before the airbag is inflated).

In a hard real-time system one has to guarantee that dead-
lines are met even in worst-case scenarios (e.g., worst-case
load on the communication bus). Therefore, the entire design
has to be based and optimized with respect to the worst-case
execution times of all time-critical activities (e.g., computation
or communication activities, memory access, IO access, etc.).

Since most of the existing multi-core architectures were not
designed with a special focus on hard-real time applications,
they are not optimized towards worst-case execution time,
but towards the maximal average performance. Optimizing the
maximal average performance means optimizing the through-
put which makes perfect sense for non real-time systems.
In order to optimize the throughput, these architectures em-
ploy sophisticated mechanisms like complex implicitly loaded
cache architectures or automatic coherence protocols that let
a distributed memory architecture appear as a single shared
memory with a continuous address space. In order to make life
simpler for the (non real-time) programmer, these mechanisms
are hidden below nice and clean abstraction layers that hide
the implementation details of these mechanisms.

The problem with respect to real-time behavior is that it is
very difficult to reason about the worst-case temporal behavior
of these performance optimization mechanisms. This problem
gets even more complex due to the before mentioned ab-
straction layers, that hide away implementation-specific details
(e.g., exact replacement strategy of a distributed cache archi-
tecture in a multi-core). In order to determine the worst-case
execution time, exact models of the hardware are required,
and even if such models are available, an exact analysis might

be infeasible due to the large state space implied by the
complexity of the architecture.

C. Error propagation and non-intended interference

This point is closely related to the integration of multiple
subsystems within a single MPSoC. The subsystems to be
integrated do not necessarily share the same criticality levels
(e.g., a non-critical comfort function and a high-critical control
function). If the MPSoC architecture does not ensure sufficient
independence between the functions of different criticality
levels, it could always happen that an error in a non-critical
function propagates to a critical function. Therefore, a designer
has to choose between two options:

1) To certify all functions, even the functions with a low
criticality level, according to the requirements of the
most critical function in the system (i.e., treating all
functions according to the highest criticality level in the
system). This option is a very bad choice, considering
that certification is a very costly factor, and it gets more
costly the higher the criticality level of a function is.
Moreover, many low-critical functions are so complex
(e.g., a modern multi media system) that a certification
according to the highest criticality level would be infea-
sible.

2) The second option is to build reliable partitioning
mechanisms into the architecture, that assure sufficient
independence between the different functionalities. In
this case, each function can be certified according to
its own criticality level. This fact is also reflected in
one of the most relevant certification standards, the
IEC61508 standard titled Functional Safety of Electri-
cal/Electronic/Programmable Electronic Safety-related
Systems (E/E/PE, or E/E/PES)[7]: ”An E/E/PE safety-
related system will usually implement more than one
safety function. If the safety integrity requirements for
these safety functions differ, unless there is sufficient
independence of implementation between them, the re-
quirements applicable to the highest relevant safety
integrity level shall apply to the entire E/E/PE safety-
related system.”

Since most of the existing multi-core architectures are not
designed with a strong focus on certification, they are lacking
adequate partitioning mechanisms and exhibit non-intended
interference between subsystems (e.g., the execution of a given
subsystem can lead to a longer execution time of another
subsystem). Sources of this non-intended interference are for
example shared resources without rigorous access control like
shared caches or shared I/O (e.g., the execution of one task
can lead to a cache miss of another task).

IV. THE ACROSS MPSOC

In the previous section we have outlined the problems and
limitations of existing MPSoC architectures with respect to
safety-critical embedded systems. In this section we introduce
the ACROSS MPSoC architecture which was specifically



targeted for applications including safety functions that belong
to the highest criticality class.

The major design objectives of the ACROSS MPSoC archi-
tecture are:

• Certifiability: The architecture shall enable time-efficient
and cost-efficient certification of systems belonging to
the highest criticality class. In such systems the rate
of failures with potential catastrophic consequences has
to be lower than 10−9 failures per hour, which means
approximately less than one failure in 100 000 years.

• Complexity management: The architecture shall enable
to manage the complexity of highly integrated designs.
Therefore, the architecture shall support the independent
development and verification of subsystems (i.e., different
application functionalities). The integration of the subsys-
tems into the system shall not invalidate the properties
that have been already validated on the subsystem level
(e.g., the temporal behavior of an already integrated
subsystem should not be changed by integration of a new
subsystem).

• Temporal determinism: The architecture shall enable
the efficient construction, validation and certification of
systems with a temporally deterministic behavior (e.g.,
guaranteed deadlines).

• Mixed-criticality integration: The architecture shall en-
able the efficient integration of subsystem with different
criticality levels into a single MPSoC. This requires
temporal and spatial partitioning mechanisms that pre-
vent any non-intended interference and error propagation
between subsystems.

A. Overview of the architecture

The ACROSS MPSoC architecture approaches the above
stated objectives with the following means:

a) Increased level of abstraction: The first distinct prop-
erty of the ACROSS MPSoC is the increased level of design
abstraction. In contrast to traditional MPSoC architectures,
we consider the MPSoC as a networked multicomputer on
a chip. To reflect this point of view, we do not speak of
interconnected cores, but have introduced the notion of a
Micro Component (µComponent). A µComponent is a highly
autonomous component, like a node in a distributed system.
It has sufficient local memory for executing its program code,
and a precisely defined message-based interface as described
below.

b) Massage-based Linking Interfaces (LIFs): A
µComponent has an explicitly defined LIF via which it
interacts with the other µComponents on the ACROSS
MPSoC. The LIF is a message-based interface, which is
not only defined in the value domain (e.g., message length)
but also precisely in the temporal domain (e.g., periodic
points in time when the message is sent). The message-based
interface constitutes a significant increase of the level of
abstraction compared to traditional MPSoC architectures,
where the interface of a core is typically defined by low-level
load and store instructions to a shared address space. In the

ACROSS MPSoC, the messages crossing the LIF represent
self-contained chunks of information that can be directly
interpreted at the application level (e.g., the value of sensor
or a more complex data structure like the state of a flight
controller).

c) Restrict interactions to occur exclusively over the
LIFs: The architecture restricts the interaction between the
µComponents to occur exclusively via the explicitly de-
fined LIFs described above (i.e., there are no other physi-
cal connections between the µComponents). This restriction
prevents any non-intended interference or hidden channels
among the µComponents. Thus, understanding the LIFs of
the µComponents is sufficient to understand the interaction
patterns of the entire system (i.e., the MPSoC). Restricting
the interaction of µComponents to their LIFs is a fundamental
part of the complexity-management strategy in the ACROSS
architecture. It eases system integration, verification and cer-
tification.

d) Deterministic Interconnect: In order to enable tempo-
rally deterministic behavior of the system, the network infras-
tructure interconnecting the LIFs of the different µComponents
has to be temporally deterministic. The ACROSS architecture
implements a time-triggered NoC that satisfies this require-
ment (see Section IV-B).

e) Fault and Error Containment: Fault and error contain-
ment is one of the most important objectives to enable efficient
certification. The fault hypothesis in ACROSS, distinguishes
systematic design faults and physical random faults. System-
atic design faults are faults which are introduced during the
design or implementation phase of the development process
(e.g., a coding error in a given part of an application). In
contrast, physical random faults are faults in any hardware
component due to physical events like Single Event Upsets
(SEUs) or faults created during the manufacturing or deploy-
ment phase.

A major part of a fault hypothesis is the definition of the
fault-containment regions (FCRs) which constitute the units
of failure in a system. An FCR is a set of subsystems that is
assumed to fail independently from other FCRs [6]. For the
ACROSS architecture we distinguish FCRs according to the
two fundamental types of faults defined above. With respect
to systematic design faults, each µComponent is considered
as an FCR, which means, that any systematic design fault
within a µComponent can neither disrupt the correct behavior
of any other µComponent, nor the communication among other
µComponents. Fault containment for design faults is achieved
by the temporal and spatial partitioning mechanisms of the
TTNoC described in Section IV-B.

With respect to physical random faults the entire MPSoC
has to be considered as a single FCR, since common mode
failures (e.g., a fault in the power supply of the MPSoC)
cannot be totally avoided. For systems belonging to the highest
criticality class, it has to be assumed that a single physical
random fault can lead to a failure of the entire MPSoC. To
tolerate random faults, the ACROSS project has developed
a replica-deterministic Tripple Modular Redundacy (TMR)



scheme where redundant MPSoCs are interconnect via a
dependable and redundant off-chip network. Off-chip TMR
is not in the scope of this paper.

B. The Time-Triggered Network-on-Chip

The time-triggered network-on-chip (TTNoC) constitutes
the core of the ACROSS MPSoC architecture. This section
describes the basic functionality of the TTNoC and its prop-
erties.

a) Encapsulated Communication Channels: The TTNoC
provides a configurable set of independent logical communi-
cation channels on top of a shared physical communication
infrastructure. These communication channels provide spatial
and temporal partitioning, and are therefore called encap-
sulated communication channels. Spatial partitioning means
that messages sent on a given communication channel are
only visible on that channel and cannot be overwritten by
messages from other channels. Temporal partitioning means
that the temporal behavior (e.g., bandwidth or latency) of any
communication channel is independent of the communication
activities of any other channel.

An encapsulated communication channel is unidirectional,
has a defined sender, a defined set of receivers and is associated
to a specific periodic or sporadic message. Communication
is performed according to the time-triggered paradigm. Each
µComponent has access to a consistent chip-wide notion of
time which is called the Macro-Tick. All communication
activities are driven by the Macro-Tick and follow an a-
priori defined time-triggered message schedule. The time-
triggered message schedule defines for each encapsulated
communication channel: the sender, the set of receivers, the
message length, and the periodic or sporadic send instants of
the associated message with respect to the Macro-Tick.

The time-triggered schedule is defined at design time. It is
free of any temporal conflicts, which means that there is no
point in time where any two messages would collide on any
shared physical link. The a-priory defined schedule has the
advantage that no on-line arbitration is required. Whenever
the message is scheduled, it is guaranteed that all the required
links in the NoC from the sender to all receivers will be
free, and the message can pass on without being blocked or
discarded. Thus, the temporal behavior is ”designed”, into the
system and not wearisomely analyzed after the implementation
by complex methods (e.g., methods from queuing theory). This
property eases certification to a significant extend.

b) TISS: The Trusted Interface Subsystem (TISS) imple-
ments a message based interface that acts as a temporal firewall
[8] between each µComponent and the shared communication
resources. It is the responsibility of the TISS to achieve
temporal coordination of communication activities and task
executions between different µComponents.

Therefore, all TISSes within the MPSoC share the same
global notion of time (i.e., the Macro-Tick). Based on this
global time communication activities are only allowed at
predefined instants. The time-triggered schedule defines at
which points in time a message has to be sent to/received

from the TTNoC, or when tasks have to be triggered. In order
to prevent a faulty host from disrupting the communication
between correct µComponents, the memories in which the
schedules are stored cannot be modified by the µComponent
itself.

The implementation of the TISSes in the ACROSS MPSoC
provides the following three interfaces (see Figure 1):

• Network Interface (NI): connects the µComponent to
the TTNoC. It consists of an incoming and one outgoing
lane; each 34-bit wide (i.e., 32-bit data signal, 2-bit
control signal).

• Port Interface (PI): is the interface for the actual transfer
of data between the TISS and the computing host of
the µComponent. Messages that have to be sent are
written by the host into a dual-ported memory, denoted
as Port Memory. Similarly, the host reads messages
that have been received from the Port Memory. Access
to the Port Memory on the host side is typically not
conducted at dedicated points in time. In contrast, the
TISS reads/writes messages with fixed size according
to the predefined schedule from the dual-ported Port
Memory. In order to prevent data corruption in the Port
Memory due to simultaneous access to the same memory
space, synchronization between the host and the TISS
is required. This synchronization is done via the control
interface.

• Control Interface (CI): is used by the host to configure
communication channels and core services (cf. Section
IV-C), as well as to synchronize the message exchange
between host and TISS.

Fig. 1. Interfaces of the TISS

The Trusted Resource Manager (TRM) is the only
µComponent within the MPSoC that is allowed to reconfigure
the time-triggered schedules of all other µComponents. This
enables dynamic changes of communication bandwidth and
component interactions. The TRM uses encapsulated commu-
nication channels on the TTNoC to transmit reconfiguration



information to those TISSes for which the schedules have
to be changed. These reconfiguration messages are directly
interpreted by the TISS hardware, so that no interaction of the
host is required. Because each TISS receives its reconfigura-
tion data at a different point in time, the new schedule is not
valid until all TISSes received their respective reconfiguration
messages. Otherwise, inconsistencies in the schedules and the
disruption of communication activities between µComponents
could be the consequence. Due to the time-triggered schedule,
the instant at which all TISSes received the new schedule is
known in advance. Hence, a common reconfiguration instant,
at which new schedules are activated, is scheduled at each
TISS that is reconfigured.

c) Routing: Communication within the TTNoC is based
on the exchange of messages. For schedulability reasons (e.g.,
one long message with low period has to be intercepted by
some short message with high period) it might be necessary
to split one message into several parts, which are called
fragments. Each fragment is transmitted in a packet that
contains a header and a data section. Furthermore, packets
are decomposed into single flits, which is the smallest unit of
information within the TTNoC (i.e., 32 bit in the implemen-
tation of the ACROSS MPSoC).

The TTNoC is composed of a mesh of interconnected
Fragment Switches, which transport packets from an incoming
port to up to three outgoing ports. Each fragment switch has
4 bi-directional interconnects, where an interconnect can be
further decomposed into an incoming and one outgoing lane.
A lane is a unidirectional bus which features a 32-bit data
signal, a 1-bit valid signal, and a 1-bit header signal. The valid
signal is used to signal when actual data is put on the data
lines. To configure the input-output relation of each fragment
switch, a message on the TTNoC carries header information.
The header is identified by the header signal of each lane.

The interconnects of the fragment switches are either con-
nected to other fragment switches to form the mesh network,
or they are coupled to the network interface of a TISS. Hence,
the route from the sender of a message to the receiver(s) is
defined by the fragment switches that have to be passed. The
TTNoC implements the following wormhole routing scheme
for the transmission of messages:

Header information is sent at the beginning of each frag-
ment. This is used by the fragment switches to switch the
packet from the incoming lane (i.e., the lane at which the
packet is received) to the outgoing lane(s) (i.e., the lane to
which the packet has to be sent). The switching relation
between incoming and outgoing lane(s) is valid until the end
of the packet. As the header does not contain the destination
address, but information for each fragment switch to which
direction a packet has to be output, the usage of header
information is consuming. This means, that it has to be
removed from the header after it has been used.

Fragment switches are able to simultaneously transmit dif-
ferent packets into different directions. The only condition to
allow more than one packet at a time is, that no output lane is
shared between two simultaneous packets. Figure 2 presents

examples of possible and impossible routes in the TTNoC.

Fig. 2. Possible a) and impossible b) routes in the TTNoC

C. Hardware provided Core Services

The ACROSS project defines several core services that
allow µComponents to communicate and to temporally coordi-
nate distributed actions in the system. Most of the services are
implemented as modular HDL building blocks and encompass
services for:

a) Common Time Service: The most basic and important
service is the Common Time Service. This service provides
a common time base with a granularity of one Macro-Tick
(1µs). The Macro-Tick is generated by a dedicated Macro-
Tick generator and distributed to all TISSes.

The Common Time Service uses the Macro-Tick to drive the
time-triggered schedule and a 64 Bit Time-Stamp Counter. The
Time-Stamp Counter can be read by the host and other core
services. Although the Common Time Service is instantiated
multiple times (once at each TISS) the counters at each
Common Time Service instance stay synchronous as they
are all driven by the same Macro-Tick. During startup all
counters are initialized with zero and a global reset line
drives all Common Time Service instances. After releasing this
reset line all Common Time Service instances start counting
synchronously.

Exploiting this synchronicity each Common Time Service
instance traverses the time-triggered schedule. When reaching
a time instant defined in the time-triggered schedule, either the
Basic Communication Service or the Task Trigger Service is
activated.

b) Basic Communication Service: The Basic Communi-
cation Service is used to allow µComponents to exchange ar-
bitrary data with each other. For communication the ACROSS
MPSoC allows to configure up to 128 Ports per µComponent.
Each Port provides a unidirectional one to many encapsulated
communication channel. Data is transmitted or received based
on the off-line computed periodic time-triggered schedule.

Each message is associated with a specific Port which type
characterizes the transmission and reception behavior.

• Periodic Ports best fit to messages with state semantics,
which are transmitted within each period even if the host
does not actively transmit something. These ports do not



use any queues. Hence received data replaces old data.
Integrity is ensured by executing the non-blocking writer
protocol[9] for ingress Ports, and by using shadow buffers
for egress Ports.

• Conditional Ports are similar to periodic Ports, except
that they only send data if the host triggers it actively.

• Sporadic Ports are most likely used for communication
with event semantics. Each side maintains a queue. Data
is only transmitted if the egress queue is not empty.

This service can also drive interrupts at the host when a com-
munication event happened. Depending on the configuration
stored in the time-triggered schedule the Basic Communication
Service can also insert the current time-stamp value to ingress
streams.

The Basic Communication Service can not only be used by
the hosts, but also by other services. For this the Basic Com-
munication Service multiplexes the ingress/egress data stream
either to the Component Control Service, Health Reporting
Service, Inter-Component Channel Configuration Service or
handles it itself by writing or reading the Port Memory as
described. The information about the source or destination is
taken from the off-line generated schedule.

c) Component Control Service: This service serves
two purposes: First, it allows a dedicated a-priori defined
µComponent (e.g., a diagnostic unit) to reset a single
µComponent, if it detects a faulty behavior. Second, it can
be used to trigger and to coordinate actions on distinct
µComponents. Data received by this service is interpreted by
a hardware module, which either triggers an interrupt at the
host at a specific point in time, or it drives the reset line for
a specific amount of time.

d) Error Detection Service: The Error Detection Service
locally monitors the activities of the host and the TTNoC. This
service detects failures like a periodic message miss, queue
overflows of Sporadic Ports and invalid configuration states.
In case of an error the Error Detection Service can drive an
interrupt at the host.

A specific feature of the Error Detection Service is, that it
can be configured read-only for the host. Doing so precludes
the host to mask local faults. In this case the Health Reporting
Service (see below) collects this information and sends it to a
diagnostic unit.

e) Health Reporting Service: The Health Reporting Ser-
vice collects error information from different µComponents
and sends it to a diagnostic unit. Each host is allowed to
insert application specific information in order to gather all
the information that is useful for the diagnostic unit. If a host
has read-only access to the Error Detection Service the Health
Reporting Service is the only subsystem that is allowed to clear
error conditions from the host.

f) Inter-Component Channel Configuration Service: For
safety reasons the hosts are not allowed to modify the sched-
ules within the TISS. The TRM is the only µComponent that
can use this service to reconfigure the time-triggered schedule.
Since there are applications with certification requirements that
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do not allow on-line reconfiguration, this service can be totally
disabled. In this case the TRM not required in the MPSoC.

g) Task Trigger Service: Embedded control systems
tasks often require periodic triggering. The Task Trigger
Service manifests as a specific instant in the time-triggered
schedule. When reaching this instant the TISS asserts an
interrupt and provides a task number read from the schedule.
The host can use this information to activate specific tasks.

h) Timer Interrupt Service: Each TISS implements a
simple programmable timer that can be used by the host. This
timer is driven by the Macro Tick to ease coordination with
scheduled actions.

i) Basic Boot Service: Each µComponent is equipped
with a small ROM where the host starts executing. The Basic
Boot Service loads the application code from a dedicated
storage µComponent to the hosts memory.

V. PROTOTYPE IMPLEMENTATION

This section describes the prototype implementation of the
ACROSS MPSoC and its application on industrial demonstra-
tors.

A. MPSoC Prototype

The ACROSS MPSoC prototype consists of a TTNoC
with 4 fragment switches, 8 TISSes and µComponents (see
Figure 3). The µComponents for the prototype implementa-
tion of the ACROSS MPSoC are implemented using Altera
Nios 2 processors. To demonstrate the capability to integrate
heterogeneous cores, one demonstrator also uses a specialized
µComponent for high speed wireless communication.

Four of the integrated µComponents are system components
and the other four are application components. The system
components realize core system functions, i.e., off-chip com-
munication (I/O component), file operations (Storage Com-
ponent), debugging and tracing (Diagnostic Component), and
TTNoC management (TRM). The application components are
used to execute user defined applications. They run the real-
time operating system PikeOS. PikeOS is a specially designed
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micro-kernel based real-time operating system for mixed-
criticality embedded systems developed by Sysgo AG [10].

B. Demonstrators

To assess the capabilities of the ACROSS MPSoC, demon-
strators are implemented considering real-world industrial re-
quirements. The ACROSS project implements five industrial
demonstrators which are an automotive testbed system, an
industrial control application, a cooperative unmanned au-
tonomous vehicle (UAV) system, a wireless communication
system, and a synthetic vision system serving as a landing aid
for helicopeters (Figure 4).

C. Prototype Hardware

The MPSoC as the main part of the prototype is imple-
mented on an Altera Stratix IV GX (DK-DEV-4SGX230N)
development board. The Stratix IV GX is a general purpose
board for FPGA development equipped with a 1517-pin FPGA
(EP4SGX230KF40) [11]. The FPGA technology was chosen
as an efficient means for prototyping and as an intermediary
step towards bringing down the architecture to an ASIC. The
industrial demonstrators require a unique industry oriented
set of communication protocols (see Figure 4), which are
not supported by the standard Stratix IV GX board due to
lack of hardware interfaces. Therefore, in ACROSS we have
developed a system extension board, which provides hardware
interfaces for these communication protocols. The hardware
interfaces used by the industrial demonstrators are: Anybus,
RS422, ARINC 429, M-BUS, DigRF, USB, Ethernet, Compact
Flash Card, Debug/Trace, Fault Injection, HDMI, TTEthernet.
The expansion board uses a HSMC interface to connect to the
Stratix IV GX board.

VI. RELATED WORK

The ACROSS MPSoC represents the latest milestone in
the research efforts to develop a reference architecture for
embedded systems. A series of research projects ultimately
led to the ACROSS which is conducted under the wings of
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the ARTEMIS joint undertaking (see Figure 5). The require-
ment for a SoC usable across different industrial domains
was originally postulated in the ARTEMIS SRA [12]. This
challenge was taken up by the GENESYS project [13] [14]
which resulted in the specification of a reference architecture
template also often called an ’architecture blueprint’. As a
technical solution, the GENESYS project promoted an SoC
which uses a time–triggered NoC to interconnect heteroge-
neous IP cores. The technological background was researched
in the TTSoC project [15] [16]. After the completion of
GENESYS, the INDEXYS project [17] took over the de-
velopment by providing a proof–of–concept implementation.
Finally, the ACROSS project delivers an industrial prototype,
a development methodology, and to foster distribution of the
key ideas within each domain. At the time of writing, the
industrial prototype of the ACROSS MPSoC is used to build
demonstrators from the automotive, avionics, and industrial
control domains.

Related research efforts are concentrated in the RECOMP
project [18] which strives to devise reference designs for cer-
tifiable, composent–based multicore systems. The CompSOC
platform [19] aims to reduce system complexity by offering a
virtual platform to each application. When putting an ACROSS
MPSoC in the context of a larger system [20], security issues
have to be considered. Some of issues are discussed in [21]
and [22].

Time–triggered systems [8] are an accepted solution to build
hard real–time systems [6]. The adoption of the time–triggered
paradigm to build a deterministic NoC was first picked up in
[23]. This approach is also pursued in the ACROSS MPSoC.

The ACROSS MPSoC architecture supports the integration
of IP blocks according to the globally–asynchronous locally–
synchronous (GALS) paradigm [24] [25]. In addition to a
GALS glue logic, the ACROSS MPSoC introduces a Macro–
tick at the system level in order to restore the determinism
that is required for hard real–time applications.

It has been recongized [26] that there are many applications
for NoCs that require deterministic bounds for communication
delay and throughput. This is to be seen on the contrary to the
bulk of current research on NoCs which target to maximize
performance and throughput. Providing a guaranteed service
is the subject of several research efforts like for instance
AEthereal [27], Nostrum NoC [28], aSoC [29], QNoC [30],
or SuperGT [31].



VII. CONCLUSION

In this paper we have introduced the ACROSS Multi-
Processor System-on-a-Chip (MPSoC) architecture, which is
targeted at embedded systems that have to be certified to the
highest criticality levels. The ACROSS MPSoC enables the
certification of dependable systems by lowering and managing
the complexity of highly integrated designs. The major means
for complexity management in ACROSS are (i) an increase
in the level of design abstraction, (ii) establishment of tem-
porally deterministic behavior and (iii) the prevention of error
propagation and non-intended interference of subsystems by
segregation mechanisms for temporal and spatial partitioning.
We pointed out the limitation of currently existing MPSoC
architectures with respect to safety-critical systems and their
certification, and clearly show how the ACROSS architecture
overcomes these limitations.

The entire design of the ACROSS MPSoC was driven
by a large consortium of industrial and academic key-stake
holders in the field of safety-critical systems. The feasibility
of the architecture is demonstrated in five demonstrators in the
avionics, automotive and industrial control domain.
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