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1 Scientific Aspects

1.1 Introduction

Dynamic networks, instantiated, e.g., by wireless sensor networks, mobile ad-hoc networks and vehicle

area networks as well as by peer-to-peer and even social networks, are becoming ubiquitous nowadays.

The primary properties of such networks are (i) sets of participants (called processes in the sequel) that are

a priori unknown and potentially time-varying, (ii) time-varying connectivity between processes, and (iii)

the absence of central control. Such assumptions make it already very difficult to setup and maintain the

basic communication system, and create particular challenges for the design of robust distributed services

for applications running on such dynamic networks.

Accurately modeling communication in dynamic networks is challenging:

(i) Communication in many dynamic networks, in particular, in wireless networks like mobile ad-hoc

networks (MANETS) [71], is inherently broadcast: When a process transmits, then every other pro-

cess within its transmission range will observe this transmission — either by legitimately receiving

the message or as some form of interference. This creates quite irregular communication behav-

ior, such as capture effects and near-far problems [114], where certain (nearby) transmitters may

“lock” a receiver and thus prohibit the reception of messages from other senders. Consequently,

the “health” of a wireless link between two processes may vary heavily over time [36]. For low-

bandwidth wireless transceivers, an acceptable link quality usually even requires communication

scheduling [96] (e.g., time-slotted communication) for reducing the mutual interference. Overall,

this results in a frequently changing spatial distribution of pairs of nodes that can communicate at a

given point in time. Classic distributed systems theory and practice, which usually assumes a more

or less fixed communication network, are hence of very limited utility here.

(ii) Process mobility, process crashes/recoveries, deliberate joins/leaves, and peculiarities in the low-

level system design like duty-cycling (typically used to save energy in wireless sensor networks)

make static communication topologies, as typically used in classic network models, inadequate for

dynamic networks. Certain instances of dynamic networks, in particular, peer-to-peer networks [77]
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and inter-vehicle area networks [50], even suffer from significant churn, i.e., a large number of

processes that can appear/disappear over time, possibly in the presence of faulty processes [6]: In

sharp contrast to more classic dynamic networks like MANETS [71], sensor networks [5, 117] and

even disaster relief applications [78], which have a bounded number of participants (even though

this bound is usually unknown), they can have an unbounded total number of processes over time.

Consequently, assuming bidirectional links is not the right abstraction for many dynamic networks,

in particular, in wireless ones [35]: Fading and interference phenomenons [60, 104], including capture

effects and near-far problems, are local effects that affect only the receiver of a wireless link. Given that

the sender, which is also the receiver of the reverse link, resides at a different location, the two receivers

are likely to experience very different levels of fading and interference [54]. This effect is even more

pronounced in the case of time-slotted communication, where forward and backward links are used at

different times. Consequently, the existence of asymmetric communication links cannot be ruled out in

practice: According to [91], 80% of the links in a typical wireless network are asymmetric.

Despite this fact, most of the dynamic network research we are aware of assumes bidirectional links

[74, 76]. The obvious advantage of this paradigm is the relative simplicity of the algorithm design, as

strong communication guarantees obviously make this task easier. Moreover, it allows the re-use of ex-

isting techniques for wireline networks, which naturally support bidirectional communication. However,

there are also some major disadvantages of this convenient abstraction:

(1) For dynamic networks that operate in environments with unfavourable communication conditions,

e.g. in disaster relief applications or, more generally, in settings with various interferers and obsta-

cles that severely inhibit communication, bidirectional links may simply not be achievable. If we

want to implement distributed services even in such settings, algorithms that do not need bidirec-

tional links are mandatory.

(2) The entire system needs to be engineered in such a way that bidirectional single-hop communication

can be provided within bounded time. This typically requires relatively dense networks and/or

processes that are equipped with powerful communication interfaces, which incur significant cost

when compared to sparser networks or/and cheaper or more energy-saving communication modules.

(3) If bounded bidirectional single-hop communication is guaranteed at the physical layer, a bidirec-

tional link abstraction is easily created atop, by just letting a process wait long enough to receive

all (non-lost) messages from its neighbors. If, however, directed single-hop communication was

already sufficient to reach the desired goal (say, reaching some destination process) via multi-hop

propagation, waiting for guaranteed single-hop bidirectional communication incurs a potentially

significant, unnecessary delay. Obviously, in such settings, algorithmic solutions that do not need

bidirectional single-hop communication could be significantly faster.

Hence, the first distinguishing property of ADynNet is that we explicitly address dynamic networks

with unidirectional communication links, which have only rarely been addressed in the past. Note that

this class of dynamic networks also covers bidirectional ones, as a bidirectional link can be modeled as a

pair of unidirectional links.

The “traditional” approach for developing algorithmic solutions for such dynamic networks is to start

out from assumed or known properties of existing networks, to develop candidate algorithms, and to

evaluate those experimentally [41] or by means of simulations (based on suitable network models) [91].
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By contrast, we employ a radically different approach, which constitutes the second distinguishing

property of ADynNet: We start out from a simple abstract model of dynamic networks based on time-

varying communication graphs, which covers a reasonably large class of applications. For a given problem

to be solved (say, distributed consensus), we ask for weak (ideally: weakest) network assumptions (say,

always strongly connected) that are to be guaranteed by the communication graphs (Task 1, Sec. 1.5.1).

For every such network assumption, we develop solution algorithms, prove them correct and analyze

their performance (Task 2, Sec. 1.5.2). Finally, we determine its assumption coverage, i.e., a measure

that quantifies how likely it is that some particular network assumption holds in a given network (Task 3,

Sec. 1.5.3). Note that this is the only task where simulations and experiments can make sense in ADynNet.

The third distinguishing property of ADynNet is its primay focus on distributed agreement problems.

In fact, what appears to be a quite natural idea for building robust services in such networks is to employ

distributed consensus to agree system-wide on (fundamental) system parameters like schedules, frequen-

cies, and operating modes, as well as for agreeing on application-level issues: Such a solution would

facilitate arbitrary (possibly centralized) algorithms for generating local proposals, which are supplied as

inputs to a consensus algorithm that finally selects one of them consistently at all processes. Unlike in

master-slave-based solutions, this approach would avoid the single point of failure formed by the process

acting as the master.

Unfortunately, however, in larger-scale dynamic networks, implementing consensus is at best very

difficult (and typically impossible), for several reasons:

(a) Solving deterministic (always safe) consensus requires communication graphs that are well-connected

system-wide, for a sufficiently long period of time [21]. Network partitioning into multiple (par-

tially connected) components cannot be ruled out in dynamic networks, however.

(b) Processes in dynamic networks typically know their “communication-active” neighborhood only.

Consequently, they cannot be assumed to have a priori global information, like the number of pro-

cesses in the system. It is usually even impossible to acquire complete and accurate local knowledge

of the entire system at run-time, due to link/node unavailabilities, network partitioning, insufficient

local memory, etc.

(c) Termination times can be large and are not necessarily bounded a priori, which makes it difficult

for applications to (repeatedly) use consensus for (repeated) decision making: At some given time,

different processes could rely on decisions from different instances of repeated consensus.

ADynNet will hence explore the solvability of weaker forms of distributed agreement in directed

dynamic networks, in particular, gracefully degrading consensus and approximate agreement. Only very

few results on this topic exist yet.

1.2 Project Overview

In ADynNet, we restrict our attention to a network model that comprises an unknown but bounded number

of processes, which are interconnected by directed communication links. The system is assumed to be

synchronous,1 hence time is measured in discrete rounds that allow the processes to exchange at most one
1As synchronized clocks are typically required for basic communication in wireless systems anyway, e.g., for transmission

scheduling and sender/receiver synchronization, this is not an unrealistic assumption: Global synchrony can be implemented
directly at low system levels, e.g., via IEEE 1588 network time synchronization or GPS receivers, or at higher levels via time
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message. Time-varying communication is modeled as a sequence of communication graphs, which con-

tain a directed edge between two processes if the message sent in the corresponding round is successfully

received. A bidirectional link is modeled by a pair of directed links that are considered independent of

each other here.

We will develop theoretical foundations, network assumptions and solution algorithms, along with

correctness proofs, performance and coverage analyses, for “relaxed” distributed agreement problems,

in particular, gracefully degrading variants of k-set agreement [39] and approximate agreement [45], in

directed dynamic networks: k-set agreement allows the processes to decide on one of at most k different

values system-wide (k = 1 is equivalent to consensus), whereas approximate agreement allows decision

values that deviate by some ε from each other. ADynNet shall yield both insights into the fundamental

limitations and novel algorithms that will prove useful for solving distributed agreement reliably even

under very weak communication guarantees. Somewhat surprisingly, and in sharp contrast to undirected

dynamic networks [76], not much is known here in the case of directed dynamic networks.

Albeit we do not focus on a particular application domain in ADynNet, which is an FWF project and

hence entirely devoted to basic research, we conjecture that our results may prove particularly useful for

dependable applications that are to be deployed in environments suffering from highly time-variant but

relatively sparse communication graphs connecting a bounded number of processes: In sharp contrast to

densely populated sensor networks, for example, where the main problem is not to use all the available

links (i.e., to exercise topology control for constructing a typically tree-like “overlay network” [5]), sparse

ad-hoc networks as found e.g. in typical MANETS [71] and disaster relief applications [57, 78, 84] need

to use all available links (sometimes even using tricks like “message ferrying” via mobile nodes [119]).

Distributed decision making is also more likely to be useful in such sparse networks, both at the network

level (e.g., agreement on communication schedules [96]) and at the application level (e.g., agreement

on rescue team membership [57]). Note that we deliberately avoid dynamic networks with significant

churn in ADynNet, as this would involve entirely different distributed problems, models and algorithmic

solutions: It does not makes sense to also target the latter in the scope of a (necessarily focused) single

3-year project like ADynNet, which is already quite ambitious.

Project details. Partitioned into three reasonably decoupled tasks (Task 1–3), ADynNet will comprise

research on the following major goals:

(1) We will model dynamic systems by means of dynamically changing directed communication graphs

with a bounded but unknown number of processes, which may also fail.

The key issue here is to find weak network assumptions, i.e., connectivity assumptions for the com-

munication graphs, which are just strong enough to allow a certain distributed agreement problem

to be solved. For example, we showed in [21] that consensus cannot be solved even if, at any time,

the communication graph contains some rooted tree. Finding or at least approaching weakest net-

work assumptions (which are necessary and sufficient) is not only of theoretical interest,2 but also a

mandatory prerequisite for k-set agreement algorithms that truly degrade gracefully: After all, such

synchronization protocols like FTSP [82] or even synchronizers [8]. As synchronization errors cannot be ruled out a priori,
however, the need for modeling such process failures may arise in dependable applications.

2In the course of this work, we will also try to contribute to the chase for the weakest failure detector for message-passing
k-set agreement [28], which is a long-standing problem in distributed algorithms: Raynal and Stainer [99] revealed that there are
relations between this classic model and dynamic networks, and some of our recent research provided us with some tools (“easy
impossibility proofs” [19], which are not based on algebraic topology [67]) that might allow us to approach this problem from a
new angle.
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an algorithm should solve k-set agreement with the smallest k possible in a given execution. Last

but not least, weak network assumptions are also pivotal for maximizing the assumption coverage

in real systems (see (3) below).

(2) We will primarily develop algorithmic solutions for relaxed forms of distributed agreement that can

be considered gracefully degrading variants of consensus. Although we will primarily focus on

deterministic algorithms, we will also look at randomized algorithms that are always safe (“Las

Vegas”), as well as explore techniques for coping with synchronization errors. A main focus will be

on mathematical correctness proofs and performance analyses of such algorithms, under the given

network assumptions.

Essentially, there are three ways for relaxing consensus: (i) Dropping the bounded termination time

requirement, which leads to asymptotic consensus, (ii) relaxing the agreement requirement such that

the decision of two processes can be at most ε apart, which leads to approximate agreement, and

(iii) dropping the requirement of achieving the same decision value system-wide, which naturally

leads to k-set agreement. Asymptotic consensus [13] and approximate agreement [10], which have

already been studied in certain dynamic networks [13], will provide a “baseline” regarding solv-

ability, as these problems require only very weak network assumptions. On the other hand, k-set

agreement, which has not been considered in dynamic networks research before, opens up a wide

range of research questions which are interesting both from a theoretical and a practical perspective:

First, k-set agreement has been a major target for the study of solvability in classic asynchronous

distributed systems with and without failure detectors since decades. It is hence a very suitable

problem for studying the fundamental solvability of agreement problems in dynamic networks as

well. Second, from a practical point of view, k-set agreement algorithms are a natural extension of

consensus for partitionable systems.

(3) Given a certain network assumption, its assumption coverage is the probability that it will not

be violated in a given dynamic network. Essentially, it bridges the gap between the adversarial

world of our network assumptions and the non-adversarial (typically, probabilistic) world of real

systems. One, to the best of our knowledge, distinguishing features of ADynNet are efforts devoted

to the analysis of the assumption coverage of the various network assumptions to be developed in

the course of the project. Our primary “tool” here will be analytic approaches based on analytic

combinatorics, albeit supporting simulations based on random graph models [104] will also be

employed.

External collaborations. Leading international experts will also contribute to the work in ADynNet,

by providing specific expertise: Yoram Moses (Technion Haifa) and Calvin Newport (Georgetown Univer-

sity) will help us to characterize necessary and sufficient network assumptions, Martin Biely (EPFL) and

Christian Scheideler (University of Paderborn) will contribute to the design and analysis of fault-tolerant

algorithms, and Peter Robinson (National University of Singapore) will bring in expertise on randomized

algorithms.

Another very promising external collaboration has recently been setup with Christian Bettstetter

(Lakeside Labs Klagenfurt), who will support our work in ADynNet by providing a realistic random

graph model [104] as a starting point. Another recently established external collaboration with Kay

Römer (TU-Graz) will not only allow us to incorporate systems engineering expertise for guiding the
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problems/constraints studied in ADynNet, but will also be used for setting up a joint follow-up project:

The latter will be devoted to a thorough experimental evaluation of suitably improved and engineered

extensions of the models and algorithms to be developed in ADynNet.

In summary, ADynNet will explore a significant, uncharted territory of distributed computing re-

search: It will investigate agreement services that adapt to conditions of varying favorability, and aims

at precisely capturing the fundamental properties required for implementing those in directed dynamic

networks with an unknown number of processes. We believe that our approach is a promising way to al-

leviate the disadvantages of classic bidirectional link abstractions. Moreover, it will facilitate algorithmic

solution that work under very weak network assumptions, including ones that hold only eventually, which

is interesting not only from the practical but also from the theoretical perspective.

Last but not least, thanks to our initial results [21, 23, 110], our external collaborations, and the large

body of existing research devoted to related topics in distributed algorithms, we are convinced that these

goals are achievable within the proposed project.

1.3 State of the Art

In this section, we will provide an overview3 of the existing work related to ADynNet; our own related

work will be provided in Section 1.3.5.

Dynamic networks have been studied intensively in distributed computing. Early work on this topic

includes [3, 9]; an overview can be found in [75] (and the references therein). One basic assumption that

can be used to categorize research in dynamic networks is whether the set of processes is assumed to

be fixed, or subject to churn (i.e., a substantial number of processes that join and leave over time). The

latter has mostly been considered in the area of peer-to-peer networks and the construction of overlays;

the interested reader is referred to [77] for an overview of the research in this area.

When the set of processes is considered to be fixed, as is the scope of ADynNet, dynamicity in the

network is modeled by changes in the network topology. Several approaches to modeling dynamic con-

nectivity in networks have been proposed in the past.

1.3.1 Time-varying graph models

There is a rich body of literature on dynamic graph models going back to [63], which also mentions for

the first time modeling a dynamic graph as a sequence of static graphs. Casteigts et al. [33] introduced a

classification of the assumptions on the temporal properties of time varying graphs.

Whereas the focus of [74] resp. [62] is on the complexity of aggregation problems resp. information

dissemination in dynamics networks, [7, 40, 76] focus on agreement problems: The work by Kuhn, Osh-

man and Moses [76] is devoted to the ∆-coordinated consensus problem, which extends consensus by

requiring all processes to decide within ∆ rounds of the first decision. [7] studies randomized algorithms

for stable almost-everywhere agreement (a variant of the almost everywhere agreement problem intro-

duced in [49]), which weakens the classic consensus problem in the sense that a small linear fraction of

processes may remain undecided. The leader election problem in dynamic networks, which is also related

to consensus, has been studied in [40].
3Given the fact that ADynNet lies at the heart of several hot topics in research, it is impossible to exhaustively survey the

large body of existing results. Whereas we tried to list representative references for the most important research directions, we
are well aware that, unfortunately, our selection necessarily discriminates all the other important papers in the respective field.
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All the above work uses models that can be viewed as variants of the model introduced in [74], where

distributed computations are organized in lock-step synchronous rounds. Communication is described

by a sequence of per-round communication graphs, which must adhere to certain network assumptions

(like T -interval connectivity, which says that there is a common connected subgraph in any interval of T

rounds): In the context of agreement problems, to the best of our knowledge, only undirected graphs that

are connected in every round have been considered. In terms of the classes of [32], the model of [74] is

hence in one of the strongest classes (Class 10), in which every process is always reachable by every other

process. Since node failures are not considered, solving consensus is possible in this model.

By contrast, the work in ADynNet will be based on directed communication graphs, as it has already

been used in some general dynamic networking research like [73]. In sharp contrast to this work, however,

we consider agreement under weak connectivity assumptions that do not guarantee bidirectional (multi-

hop) communication between all processes. The model used in our initial work [21, 110] thus belongs to

the weakest class of models in [32]. Whereas this is beneficial in terms of the assumption coverage, it

comes at the price of considerably increased communication and memory complexity.

1.3.2 Transmission failure models

Instead of considering a time-varying graph that defines which processes can communicate when, an

alternative approach is based on the (dual) idea of assuming a fully connected network of (potential)

communication, and considering that communication/message transmission in a round can be corrupted

or fail outright. The notion of transmission failures was introduced by Santoro and Widmayer [102], who

assumed dynamic transmission failures and showed that n−1 dynamic transmission failures in the benign

case (or n/2 in case of arbitrary transmission failures) render any non-trivial agreement impossible. As it

assumes unrestricted transmission failures (the (only) case considered in their proof are failures that affect

all the transmissions of a single process), it does not apply to any model which considers perpetual mutual

reachability of processes (e.g., [76]).

The HO-model [38] is also based on transmission failures. It relies on the collection of sets of pro-

cesses a process hears of (i.e., receives a message from) in a round. Different system assumptions are

modeled by predicates over this collection of sets. The HO-model is totally oblivious to the actual reason

why some process does not hear from another one: It does not discriminate whether the sender committed

a send omission or crashed, the message was lost during transmission or is simply late, or the receiver

committed a receive omission. A version of the HO-model that also allows communication to be cor-

rupted is presented in [17]. Indeed, the HO-model is very close to our graph model, as an edge from p to

q in the graph of round r corresponds to p being in the round r heard-of set of q.

The approach taken by Gafni [55] bears some similarities with the HO-model (of which it is a pre-

decessor), but is more focused on process failures than the two approaches above. Here an oracle (a

round-by-round failure detector) is considered to tell processes the set of processes they will not be able

to receive data from in the current round. Unlike the approaches discussed above, it explicitly states

how rounds are implemented; nevertheless, the oracle abstracts away the actual reason for not receiving a

message. So, like in the HO-model, the same device is used to describe failures and (a)synchrony.

Another related model is our perception based failure model [24, 108], which uses a sequence of

perception matrices (corresponding to heard-of sets) to express failures of processes and links. As for

transmission failures, the impossibility result of Santoro and Widmayer is circumvented by putting sep-
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arate restrictions on the number of outgoing and incoming links that can be affected by transmission

failures [108]. Since transmission failures are counted on a per process/per round basis, agreement turned

out to be possible in the presence of O(n2) total transmission failures per round.

Finally, [2] considered restricted adversaries such that problems solvable in wait-free read-write shared

memory systems remain solvable in message-passing systems; [99] looks at the relationship between

round-based models models and failure detectors. All these approaches consider a static set of nodes,

however.

1.3.3 Degradable agreement

Approximate agreement, which can be considered a degradable form of consensus, is a well-studied prob-

lem in classic synchronous [10, 45] and asynchronous [11, 52] distributed systems, which has also been

studied under hybrid process and communication failures and not fully-connected networks. Approxi-

mate agreement and variants like inexact agreement [80] have several applications in distributed systems,

ranging from clock synchronization [115] to sensor fusion [31].

Asymptotic consensus, i.e., consensus without termination, has partially been studied in dynamic net-

works. State transitions of the algorithms are typically expressed as the matrix product of the vector of

the local values of the processes v(t) at time t and a (stochastic) matrix A(t) that captures both the net-

work connectivity at t and the averaging rule used for computing a new local value. Using well-known

results from linear algebra, [13] proved the convergence of the local values (and hence approximate agree-

ment) in the case of a fixed matrix A(t), and for restricted classes of time-varying matrices (in particu-

lar, bidirectional communication links) [64, 85]. Hendricks, Olshevsky and Tsitsiklis [65, 66] introduced

a synchronous model that also captures non-linear algorithms, albeit restricted to fixed communication

graphs.

By contrast, we are not aware of any existing work exploring other forms of gracefully degrading

agreement. However, there have been several attempts to weaken the semantics of consensus, in order

to cope with partitionable systems and excessive faults. Vaidya and Pradhan introduced the notion of

degradable agreement [112], where processes are allowed to also decide on a (fixed) default value in

case of excessive faults. The almost everywhere agreement problem introduced by [49] allows a small

linear fraction of processes to remain undecided. Aguilera et. al. [4] considered quiescent consensus in

partitionable systems, which requires termination only from processes of the majority partition.

Regarding k-set agreement in dynamic networks (not to speak of a k-uniform one), we are not aware

of any existing work except our earlier paper [20]. Ingram et. al. [69] presented an asynchronous leader

election algorithm for dynamic systems, where every component is guaranteed to elect a leader of its own.

Whereas this behavior clearly matches our definition of graceful degradation, contrary to decisions, leader

assignments are revocable and the algorithm of [69] is guaranteed to successfully elect leader(s) only if

the topology eventually stabilizes.

Since we hope to be able to contribute to the long-standing chase for the weakest failure detector for

message-passing k-set agreement [98] as well, we also briefly summarize the state-of-the art in this area.

A failure detector [37] is an oracle that can be queried by processes in any step, before making a state

transition. Failure detectors can be partially ordered w.r.t. their “solution power”, i.e., their ability to make

problems solvable in purely asynchronous systems. In [121], a failure detector called anti-Ω was shown

to be the weakest for n − 1-set agreement in shared memory systems [120]. A variant of anti-Ω, called
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anti-Ωk, returns n − k processes and has been proved in [56] to be the weakest failure detector for k-set

agreement in shared memory systems.

In message-passing systems, the “loneliness” failure detector L was shown to be the weakest failure

detector for (n−1)-set agreement in [43]. With respect to general k-set agreement, [26, 27] introduced

the quorum family Σk and proved that it is necessary for solving this problem. The paper also proved

that the failure detector family Πk = 〈Σk,Ωk〉 coincides with the weakest failure detectors 〈Σ,Ω〉 for

k = 1, and with L for k = n − 1. Herein, Ωk is a generalization of Ω introduced in [89], which returns

sets of k process IDs that eventually stabilize and contain a correct process. However, for general values

of 2 ≤ k ≤ n − 2, it was shown in [19, 30] that Πk is too weak for k-set agreement. In [18, 23], we

introduced the sufficiently strong n− k-loneliness failure detector L(k). In [87], it was shown that L(k)

is equivalent to (Σk, Xk), where Xk adds some loneliness property to the output of Σk. Unfortunately,

whereas (ΣkΠk) is too weak, (Σk, Xk) turned out to be too strong for being the weakest failure detector

for message-passing k-set agreement.

1.3.4 Connectivity in wireless networks

Although the focus of ADynNet is on algorithmic design and correctness proofs, we will also consider

the aspect of assumption coverage of our models. We hence provide a glimpse of the wealth of literature

on analyzing the connectivity in wireless networks, in particular, wireless sensor networks (WSN), and

mobile ad-hoc networks below. Not surprisingly, both theoretical analyses based on random graphs,

simulations, and measurements of real systems are abundant, see e.g. [79, 91] for an overview.

Random graphs are the result of constructing a graph according to some stochastic process, like the

random placement of nodes in a metric space in conjunction with the assumption that only nodes within

some maximum transmission range r can communicate with each other. It is well-known that such graphs

exhibit fast phase-transitions: For example, there is some critical radius r0 such that the random graph

essentially consists of isolated small components for r < r0 but contains a huge connected giant compo-

nent [70] for r > r0 [58, 93]. Celebrated papers like [61, 101] established conditions on r that guarantee

connectivity almost surely; [92] and the work of Bettstetter [15] give conditions for k-connectivity. Par-

ticularly interesting in our context are [46, 90], which study directed random graphs.

Modeling real wireless networks by means of the above “regular” random graphs has the advantage of

being analytically tractable, but has questionable assumption coverage in real systems. Researchers have

hence studied variants of random graph models. Examples are non-uniform transmission ranges [116],

where bounds on the critical node degree that ensures connectivity almost surely were established. In order

to also incorporate interference, models based on a minimal signal-to-interference-plus-noise (SNIR) ratio

have been proposed [47]. Shadow effects due to obstacles in the signal propagation paths, typically

log-normal, have also been incorporated in the work by Bettstetter and Hartmann [16]. A particularly

promising extension of this model, which also incorporates multipath fading, is the work by Schilcher,

Bettstetter and Brandner [104].

A popular alternative to analytic models are network simulation models, which are executed on

discrete-event network simulators such as ns-2 [51], Emstar [59] or SWAN [91]. Essentially, those sim-

ulators allow to place network nodes (along with their software, including TCP/IP stack and routing, for

example) and to simulate the behavior of the resulting system. A wide variety of different radio models

have been developed for this purpose, ranging from simple free-space propagation to general shadowing

9



models; more advanced models [35, 91] have been tailored to match the behavior of real systems.

Finally, there is a substantial body of work describing measurements in various prototype systems.

Particularly interesting for ADynNet is the wealth of open testbeds [111] like IoT-Lab [44], WISEBED

[41] or SmartSantander [88], which provide a powerful infrastructure for dedicated experiments. Unfor-

tunately, however, the (statistical) data provided in existing experimental evaluations typically address the

properties of individual links or system-wide properties like throughput only [35, 36, 91]. By contrast, in

ADynNet, we are primarily interested in structural properties of communication graphs.

There is a large body of work devoted to experimentally exploring network topologies, which use

active probing or passive monitoring and may or may not require support from intermediate nodes. How-

ever, the inferred topology information is usually quite restricted, typically to network cardinality [1]

or capacity [14]. Moreover, the topology of the underlying network is often limited. For example, the

approach described in [103] uses the data correlation caused by intermediate network coding for infer-

ring tree or DAG topologies. By contrast, [94] uses active probing with traceroute data, and primarily

addresses problems caused by anonymous/non-cooperative intermediate nodes and the resulting uncer-

tainties in topology inference. Pure network tomography approaches infer the network topology solely

from data available at end nodes, typically using statistical approaches [34].

There is also a substantial body of work on connectivity monitoring in wireless sensor networks. Both

active probing [42, 118], where (a subset of) the network nodes query their neighborhood and forward

connectivity data to some sink node, and passive techniques using data available at end-nodes only, as in

network tomography approaches, can be employed here. Typical approaches using the latter, like [72],

assume that the WSN topology is a convergecast tree, where all nodes periodically send their data to a

sink, using data aggregation. The topology is then reconstructed from the data received at the sink.

All these solutions provide, with varying accuracy, (part of) the entire topology. However, we are not

aware of approaches that directly infer sub-graph properties such as, for example, the presence of a rooted

spanning tree or a strongly connected component in the communication graph.

1.3.5 Existing own results

Our group has actively contributed to several areas of research relevant for this proposal in the past. Be-

sides the perception-based hybrid failure model [24,108] and a Byzantine extension of the HO-Model [17]

already described in Section 1.3.2, we contributed significantly to interval-based clock synchroniza-

tion [83, 106], including advanced algorithms for approximate agreement [107]. Our rich experience

in the mathematical analysis of algorithms [105] and protocols [48] will prove useful in the planned ana-

lytic treatment of the assumption coverage [108]. More recently, we provided substantial contributions to

agreement with weak timely links in classic distributed systems [23, 68], and to the chase for the weakest

failures detector for message-passing k-set agreement [18, 23], which also includes a novel tool [19] for

“easy impossibility proofs”.

The above research also stimulated our initial work on agreement in dynamic systems [21], where

we provided the first consensus algorithm for directed graphs. It requires that, in every round, the com-

munication graph is both (i) weakly connected and (ii) contains a single root component, i.e., a strongly

connected component (SCC) without incoming links. The latter must eventually become vertex stable,

in the sense that its vertex set remains the same (with possibly changing interconnection topology) for

a certain number of rounds; such a SCC is called a vertex-stable root component (VSRC). Since these
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assumptions do not guarantee bidirectional reachability system-wide, the model in [21] falls between the

weakest and second weakest class of models defined in [33].

In [20], we studied k-set agreement under quite strong network assumptions, which stipulate the

existence of a static skeleton sub-graph (that exists in all rounds). Clearly, the latter is even less likely to

be found in a dynamic network than the network assumptions of [21].

The above results—that is to say, their deficiencies and the resulting research questions—fueled our

interest in dynamic systems in general (and also triggered the setup and writing of the project proposal

ADynNet). And indeed, since the submission of the first version of our proposal, we made important

steps forward in our research agenda: Most importantly, we very recently published a paper [109, 110] at

the premium distributed computing conference PODC’14, which contains the very first k-uniform k-set

agreement algorithm that works under very weak networks assumptions. Note that this also stimulated the

new external collaborations on ADynNet-related topics mentioned in this revised version of our proposal.

1.4 General Methodological Approach

Generally speaking, the focus of ADynNet is on algorithmic design and correctness proofs, and on gen-

eral solvability conditions that render gracefully degrading consensus in dynamic networks feasible. The

work will be primarily conceptual (model and algorithm design) and theoretical (correctness proofs, per-

formance analysis and coverage analysis), but will also involve the setup of a follow-up project devoted to

the experimental evaluation of the models and algorithms developed in ADynNet. External collaborations

both with systems engineers and leading experts in related fields will complement our local expertise in

several parts of the project.

The particular work in ADynNet is partitioned into three reasonably independent tasks, which have

a clear methodological focus each and hence require very different talents and skills. Every task will be

assigned to a dedicated PhD student.4

Task 1 Development of network assumptions and solvability conditions

Task 2 Development of algorithms, correctness proofs and performance analyses

Task 3 Coverage analysis

The tasks are independent of each other, except for the inherent collaboration required at the level of the

common “interface”, i.e., the candidate network assumptions. Note carefully that the setup of our tasks

does not even require to synchronize their internal progress, since our already existing recent results allow

every task to start immediately at the beginning of the project. Consequently, every task can just progress

at its own pace.

1.5 Detailed Project Goals and Workplan

1.5.1 Task 1: Development of network assumptions and solvability conditions

Start Duration Responsible persons
T0 3 years Kyrill Winkler (PhD)

4Note that both the amount of work in every task and the very diverse required skills make it impossible to assign more that
one task to a single PhD student.
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Given that it is of course impossible to solve any meaningful problem in a distributed computing

system without at least some restriction of the adversary5 (as just prohibiting any communication trivially

leads to impossibility results for any task that requires at least some information exchange among the

processes), a pivotal part of ADynNet is to come up with suitable network assumptions for solving a

certain weak agreement problem: On the one hand, they must be strong enough to render the problem

solvable, on the other hand, they must be weak enough to have a sufficiently high assumption coverage in

real dynamic networks.

More generally, as already argued, knowing or at least approaching the exact solvability/impossibility

border is interesting for several reasons: First, it is interesting from a theoretical point of view. In particu-

lar, k-set agreement has been a major target for the study of solvability in classic asynchronous distributed

systems, augmented with failure detectors, since decades. Second, striving for weak network assumptions

is always advantageous w.r.t. the assumption coverage in real systems, as they are typically more likely

to hold in a given dynamic network. Finally, a set of network assumptions close to the necessary and

sufficient ones is needed for developing agreement algorithms that indeed degrade gracefully: For a given

communication scenario, such an algorithm should solve the strongest form of agreement possible.

Obviously, the problem is further acerbated if process failures and relaxed synchrony are added to

the picture: Unfortunately, in real systems, one cannot rule out the possibility of processes that send out

erroneous information, due to many reasons, ranging from synchronization errors to Byzantine behavior

[17, 24]. Whereas benign process failures are easily incorporated in our model, this is not the case for

non-benign failures. Defining appropriate network assumptions that also allow for (some) non-benign

failures and (some) relaxed synchrony remains a major challenge. One particularly important class of

failures, which shall be addressed, are processes with out-of-sync clocks.

Fortunately, there is a solid basis of existing theoretical work, which allows us to perform Task 1 quite

independently of the algorithmic work conducted in Task 2. Thanks to our recent efforts, we have already

a fairly clear picture of the first steps to be conducted in ADynNet. We will provide a glimpse of our ideas

below, part of which will also involve external collaborations.

Network assumptions for approximate agreement. We will use the fact that the matrix-based ap-

proach used by Hendricks, Olshevsky and Tsitsiklis [65, 66] can be generalized to our model of time-

varying communication graphs. Since it is easy to express classic averaging approximate agreement

algorithms in this setting, network assumptions translate into properties of stochastic matrices, which

can be analyzed by powerful tools from (linear) algebra. This part of our work will be conducted in a

well-established collaboration with Bernadette Charron-Bost (Ecole Polytechnique Paris).

Network assumptions for k-set agreement. We will use the model proposed in [21, 109, 110] as

a starting point: It rests on the number of vertex-stable root components (VSRC) that exist in a run,

which are strongly connected components without incoming edges from processes not in the VSRC.

Every weakly connected graph has at least one VSRC, and [21] proves that solving consensus requires

exactly one VSRC that is stable for some minimal duration. Interestingly, for general k-set agreement,

recent findings [109, 110] disproved the initial conjecture that at most k VSRCs might be a sufficiently

strong network assumption. In fact, it turned out that not even at most k/2 VSRCs suffice for correctly

solving k-set agreement. Consequently, additional properties (“majority influence”) had to be added to
5Distributed algorithms research considers anything not in the sphere of control of an algorithm (like times when a process

executes its computing steps, times when messages are delivered to the receiver, and also occurrences of process failures and
message loss) as something controlled by an adversary. Hence, network assumptions actually restrict the power of the adversary.
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the network assumptions to make k-set agreement solvable by the algorithm given in [109].

However, we are convinced that the additional “majority influence” property can be weakened con-

siderably. More generally, VSRCs are certainly not the only (not to speak of the ultimate) possibility

for defining such network assumptions. Our idea is to consider other variants of T -interval connec-

tivity [74] and combine it with ideas in the fundamental work on ∆-coordinated consensus in bidirec-

tional graphs by Kuhn, Oshman and Moses [76]. More specifically, we envision the definition of abstract

“meta-communication-graphs”, which are derived from the actual communication graphs by means of

a suitable composition relation. We hope to be able to find relatively simple properties of these meta-

communication-graphs, which are necessary and sufficient for solving k-set agreement.

New impossibility proof techniques. We are convinced that our generic “easy impossibility proof”

technique [19], which provides k-set agreement impossibilities using a reduction to consensus impos-

sibilities (like the ones established in [22]), will allow us to obtain new impossibility results for k-set

agreement in dynamic networks. Furthermore, we conjecture that it is worthwhile to explore the topolog-

ical equivalent of [19], as it may provide additional insights into the algebraic structure of the protocol

complex of k-set agreement. Finally, if appropriate, we will of course also utilize proof techniques based

on algebraic topology resp. Sperner’s lemma [29, 67, 100].

Furthermore, we expect that directed dynamic networks are particularly amenable to knowledge-based

impossibility proofs. Impossibility proofs typically exploit some uncertainty of the local processes about

the global system state, which, in case of dynamic networks, primarily results from the time-variability

of the effective (multi-hop) communication delays caused by the dynamicity of the network topology.

Unifying timing uncertainty and topology changes by causality, i.e., knowledge, in the spirit of [12,76], is

hence a particularly appealing idea that shall be explored in the collaboration with Yoram Moses (Technion

Haifa) and Calvin Newport (Georgetown University).

Overall, we hope that this will lead to even more powerful impossibility proof techniques specifically

designed for dynamic networks.

Work plan. The work to be done in Task 1 will be performed by a PhD student (Kyrill Winkler), who

has already proved his interest in and talent for theoretical work in [110]. The efforts will be structured in

the following two concurrent sub-tasks:

(1a) Devise new impossibility proofs and candidate network assumptions, guided by existing impossibil-

ity results. Our approach here is to strengthen the network assumptions that render k-set agreement

impossible, to find one that either (i) circumvents the respective impossibility proof or (ii) allows

to extend the impossibility proof. Case (i) results in a candidate network assumption, case (ii)

in a stronger impossibility result. Since the space for choosing additional properties is huge, the

challenge here is to find some appropriate strengthening:6 With respect to exploring the possibil-

ity/impossibility border, outcome (i) is particularly interesting if the strengthening has been as little

as possible, whereas (ii) is particularly effective if the strengthening has been as much as possible.

(1b) Hand over candidate network assumptions (resulting from (1a).ii) to Task 2 (see Section 1.5.2) of

ADynNet, for defining candidate algorithms and corresponding correctness proofs and performance
6To be more specific here, the results of [109] revealed that even considerably less than k VSRCs in every round are not suf-

ficient for solving k-set agreement, if these VSRCs cannot “observe” each other (in the sense of not knowing of their existence).
Hence, we added a “majority influence” property to our network assumptions, which guarantees that a majority of processes in
a VSRC must have heard something from (some) other VSRCs. This provided a network assumption, which eventually turned
out to be sufficiently strong, as it allowed us to develop a correct k-set agreement algorithm.
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analyses, and to Task 3 for the analysis of the assumption coverage.

(2) Wait for feedback from Task 2, and possibly also from Task 3, to refine/modify candidate network

assumptions according to (1) until they are satisfactory, i.e., allow the implementation of a correct

solution algorithm and have reasonable assumption coverage.

Note carefully that Task 1 can indeed proceed at its own pace, since the iteration loop in (1a)+(1b) does

not (necessarily) require feedback from (2) to proceed.

To support the external collaboration with Bernadette Charron-Bost and Yoram Moses, we foresee

additional financial support for two 1-month research visits at Ecole Polytechnique and Technion Haifa

(EUR 2.500,– each).

1.5.2 Task 2: Solution algorithms and correctness proofs

Start Duration Responsible persons
T0 3 years Manfred Schwarz (PhD)

Task 2 is devoted to the detailed design of solution algorithms, mathematical correctness proofs and

performance analyses.

The major challenges of this task are algorithmic problems, which are orthogonal to the issue of suf-

ficient network assumptions considered in Task 1: First, given some network assumption, one needs to

find specific graph properties guaranteed by the adversary, which can be exploited algorithmically. How-

ever, given the dynamicity inherent in a perpetually changing communication graph, locally detecting at a

process that such a property indeed holds is a major challenge. Second, weak network properties like the

ones assumed in [21, 109] currently entail algorithms with high communication and memory complexity.

There is certainly a tradeoff between the weakness of network assumptions and algorithmic complexity

(memory consumption, communication complexity) and hence performance. The question of finding effi-

cient algorithms, ideally matching complexity lower bounds, is hence not only of practical relevance, but

also interesting for exploring this tradeoff. Third, coping with non-benign faulty processes and synchro-

nization errors makes it inevitable to incorporate fault-tolerance techniques [17] in the algorithms. This

algorithmic work to be conducted in Task 2 will continue our long-standing and successful collaboration

with Martin Biely (EPFL) and will also involve a collaboration with Christian Scheideler (University of

Paderborn).

Although primarily focusing on deterministic algorithms, we will also consider randomized algo-

rithms here, albeit our strive for always safe ones (“Las Vegas”-type) limits the power of randomization:

In [113], it has been shown that randomization is not really effective for the coordinated attack problem

in the presence of strong adversaries, even for “Monte Carlo”-type solutions (that allow a non-zero prob-

ability of violating agreement). In fact, existing MC solutions (like [6], which solves consensus almost

everywhere in dynamic networks, albeit with churn and even Byzantine faulty processes) typically assume

relatively strong network properties (typically expander graphs). Even stronger properties had to be used

for “Las Vegas”-type solutions; some examples are expander graphs + polynomially-sized messages [7] or

a restricted number of link omission faults [86]. We expect that randomized algorithms that can guarantee

agreement among all communication neighbors in fact require similar network properties as deterministic

ones. This part of the work in ADynNet will benefit from our long-standing collaboration with Peter

Robinson (National University of Singapore), who is particularly interested in randomized algorithms for

dynamic networks.
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A different aspect that shall also be addressed to some extent in Task 2, is the utility of weak distributed

agreement in dynamic network applications. In particular, in an external collaboration with the systems

engineering expert Kay Römer (TU Graz), we will look out for meaningful low-level services that could

be built atop of gracefully degrading k-set agreement and other forms of gracefully degrading consensus.

Note that this collaboration will also address related aspects like how to actually accomplish transmission

scheduling negotiation, partition merging, defining alternative validity conditions for k-set agreement that

better capture partitioning, etc.

Thanks to our initial work, we have already some very specific starting points for the particular work

to be conducted in Task 2:

New paradigms for algorithm design. The algorithms developed in our initial work [21, 109] could

be described as “sender-based” decision making: Some nodes decide after determining that it is “safe

to decide” and enforce this decision on all nodes in the network using explicit decided messages. An

interesting alternative is “receiver-based” decision making, where all members in the network decide after

observing a system configuration they deem “safe to decide” individually. This entails that processes must

somehow infer locally that the system has reached a configuration where all other processes will sooner or

later determine that it is safe to decide (on the very same decision value). Although being algorithmically

more complex, such algorithms may provide faster termination times.

Efficient gracefully degrading consensus algorithms. The algorithms provided in [21] and [109]

suffer from high complexity, both in terms of communication and local memory requirements. Finding

(much) more efficient algorithms is hence instrumental from a theoretical as well as a practical perspective.

From a knowledge point of view, the ability of at least one process to spread some local value to every

process in the system is a necessary condition for achieving consensus. Interestingly, our preliminary

results show that the existence of such an “unknown broadcaster” can always be guaranteed in a directed

dynamic network, even under very weak conditions. Besides solving the interesting (but non-trivial)

question for a tight worst-case bound on the broadcasting time, which gives a lower bound for the con-

sensus termination time, solving the question of how to exploit the existence of an unknown broadcaster

algorithmically may be the key to more efficient algorithms.

Applications of weak distributed agreement. The k-uniform k-set agreement algorithm developed

in [109] has the interesting property that it also respects partitions: If the system splits into multiple

isolated parts, it ensures that processes in the same single partition deliver the same decision value, i.e.,

reach consensus. We argue that an interesting application of this type of algorithms could be agreement

on communication schedules [96], which are typically used for mutual interference reduction [97] and

energy saving [81]. Obviously, only processes that can and will communicate (frequently) with each

other—and are hence in the same partition—need to agree on a communication schedule. Note that such

a solution goes far beyond approaches like the one proposed by Boano, Zuniga, Römer and Voight [25],

which implement agreement between neighbors (i.e., 2-process consensus) only.

Interestingly, this application would also allow us to go somewhat beyond the usual perspective of

dynamic networks as a game between an algorithm and an oblivious adversary, which is not influenced by

the execution of the algorithm: Installing the agreed-upon schedule after completion of k-set agreement

should improve the communication between the processes in the partition, i.e., change the communication

graphs observed later on. Clearly, this induces some control of the algorithm over the network topology,7

7Note that this is evident in dynamic networks with high mobility, where the movement of the processes (controlled by the
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i.e., the adversary, which raises a number of interesting theoretical and practical questions for future

research.

Work plan. The work to be done in Task 2 will be performed by a PhD student (Manfred Schwarz),

who has already proved his interest in and talent for algorithm design and correctness proofs in [110].

Similarly to Task 1, the efforts will be structured in the following three concurrent sub-tasks:

(1a) Starting out from network assumptions provided by Task 1 (see Section 1.5.1), design candidate

algorithms for the specific problem at hand (primarily variants of k-set agreement). Initially, (1a)

starts with improving the existing algorithms, as outlined above.

(1b) Work out the detailed correctness proofs, which (hopefully) show that a given algorithm indeed

solves the problem under the given network assumptions.

(1c) Give feedback to Task 1 on the network assumptions provided: Suggest some possible strengthening

in case they are too weak for an algorithmic solution.

(2) Provide an analysis of the communication and memory complexity of the algorithm, and devise

possible improvements, if necessary.

(3) Assess/improve the utility of the weak agreement problems at hand, based on external systems

engineering expertise.

Needless to say, (1a)+(1b)+(1c) and (2) have to be conducted for every candidate network assumption

developed in the course of ADynNet. To support the external collaboration with Christian Scheideler

(University of Paderborn), we foresee additional financial support for one 1-month research visit at Uni-

versity Paderborn (EUR 2.500,–).

1.5.3 Task 3: Coverage analysis

Start Duration Responsible persons
T0 3 years NN (PhD)

Task 3 is devoted to the analysis of the assumption coverage in real-world systems. Whereas we will

primarily use theoretical analysis and simulations based on random graph models, our external collabora-

tion with Kay Römer (TU-Graz) will also be used to setup a follow-up project: It shall complement the

theoretical results obtained here by a complementary experimental validation and performance evaluation,

using appropriate testbeds in the future.

Recall that, given some specific network assumption and some real-world dynamic network (or a

realistic model thereof), the purpose of a coverage analysis is to compute some measure (typically, a

probability) that the network assumption holds in the real-world dynamic network. Essentially, it bridges

the gap between the adversarial world of our network assumptions and the non-adversarial (typically,

probabilistic) world of real systems. Whereas the need for a coverage analysis has been widely recognized

in fault-tolerant distributed computing research [95], to the best of our knowledge, it has only rarely [108]

been used for assessing network assumptions in dynamic network-related research.

algorithm) obviously affects communication. It is not so evident in the restricted setting of ADynNet, where we deliberately
excluded substantial churn.
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Whereas a weaker network assumption cannot have a smaller assumption coverage than a stronger

one, it is in general not possible to infer the assumption coverage from network assumptions in general:

For example, two very different network assumptions such as (i) a single strongly connected component in

every round (sufficient for consensus) and (ii) a rooted tree in every round (not sufficient for consensus, but

conjectured to be sufficient for approximate agreement), which clearly satisfy the relation that (i) implies

(ii) but not vice versa, may have almost the same assumption coverage in a given dynamic network: In

a random graph model above the critical threshold (where the giant component has formed), (i) and (ii)

have essentially the same probability. So whereas weaker semantics are always advantageous in terms of

the assumption coverage, the actual benefit may be less than expected.

Consequently, determining whether a certain algorithm A, based on some weak network assumption

and thus entailing high algorithmic complexity, is indeed preferable over some more efficient algorithm B

that relies on a stronger network assumption, is impossible without a dedicated coverage analysis.

In Task 3, we will primarily focus on analytic coverage analysis, combined with supporting simula-

tions. Restricting our attention to analytic coverage analysis has the advantage of being “exhaustive”, in

the sense that the results are representative and not just a more or less random sample of possible behaviors

(as typically provided by simulations and experiments). Moreover, analyzing the assumption coverage in

a “generic” model, rather than in a very specific dynamic network, potentially leads to wider applicability

of the results.

We expect the actual work to be conducted in Task 3 to evolve from the following starting points:

Analytic coverage analysis using analytic combinatorics. Starting out from suitable random graph

models, in particular, the one by Schilcher, Bettstetter and Brandner [104] that incorporates interference

and fading, and [46, 90] that supports unidirectional edges and arbitrary degree distributions, we will

employ methods from analytic combinatorics [53] for computing the assumption coverage of a certain

network assumption, say, the existence of a rooted tree or some other topological sub-structure, in a (se-

quence of) random graphs. Whereas we expect to be able to re-use some existing results in certain cases

(e.g., regarding k-connected components [15, 92] provided by Penrose and Bettstetter), it is quite likely

that most of our network assumptions will force us to develop new results. For this purpose, we will try to

employ transfer methods for deriving functional equations of the associated probability generating func-

tions, which can usually be attacked by suitable asymptotic methods to derive the required probabilities.

Note that this analytic approach has been successfully applied to various problems in our past research,

see e.g. [48, 105].

This part of our work in Task 3 will be supported by an external collaboration with Christian Bettstetter

(Lakeside Labs Klagenfurt), who will provide us with both expertise regarding their random graph model

[104] and appropriate simulation environments.

Supporting simulations. As is frequently the case with analytic approaches nowadays, simulations

(e.g. using MATLAB) are a very flexible and powerful means for getting clues about analytic solutions.

Note carefully, though, that these simulations are deliberately performed at the model level, i.e., are not

meant to be realistic in the sense of e.g. also incorporating the software and protocol stack of real network

nodes (as is possible with simulators such as ns-2 [51], Emstar [59] or SWAN [91]). After all, these

simulations shall be representative for the particular random graph model, not for a specific dynamic

network implementation.

Complementary experiments. Since a “generic” coverage analysis as outlined above cannot replace
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real experimental evaluation/simulation entirely, as it necessarily abstracts away many aspects of real

implementations, we envision to complement the analytic work to be done in Task 3 by some experiments.

Given that sound experiments require substantial engineering efforts, however, it does not make sense

to incorporate a fully-fledged experimental evaluation of the models and algorithms to be developed in

ADynNet in this proposal. After all, ADynNet is a foundational project that runs only 3 years. What

makes sense, and will hence be part of ADynNet, is to additionally conduct some limited topology mon-

itoring in real testbeds such as IoT-Lab [44], WISEBED [41] or SmartSantander [88], and to analyze

the connectivity data to validate a given network assumption. As for the analytic part of Task 3, this

boils down to detecting/inferring certain topological sub-structures in the communication graphs from

measurement results, cf. [94].

We have recently developed a prototype measurement infrastructure, which allows us to do some

topology monitoring using our existing educational wireless sensor network nodes (Atmel motes running

TinyOS). It comprises the implementation of a synchronous rounds abstraction based on synchronized

clocks, a suitable multi-hop data gathering scheme, and a flexible post-processing tool for the actual

analysis and validation of candidate network assumptions.

This preparatory work was very useful for setting up the external collaboration with Kay Römer

(TU Graz), which shall eventually lead to a future experimental evaluation of appropriately extended and

engineered variants of the models and solution algorithms developed in ADynNet, using more suitable

testbeds.

Work plan. The work to be done in Task 3 will be performed by a PhD student (NN1) with a strong

background in mathematics (graph theory, combinatorics, probability theory), who still needs to be hired.

The efforts will be structured in the following sequential steps:

(0) Select/adapt/develop a random graph model suitable for modeling directed dynamic networks, as

well as a set of coverage analysis methods for “typical” graph structures.

(1) For every network assumption provided by Task 1 (see Section 1.5.1):

• Develop suitable analysis techniques for computing the respective assumption coverage, pos-

sibly using supporting simulations.

• Initiate supporting topology monitoring experiments.

• Provide feedback on the actual assumption coverage to Task 1.

To support the external collaboration with Christian Bettstetter and Kay Römer, we foresee additional

financial support for two 1-month research visits at Lakeside Labs Klagenfurt and TU Graz (EUR 1.250,–

each).

2 Organizational Aspects

2.1 Institution: Institut für Technische Informatik, TU-Wien

The research and teaching activities of the Institut für Technische Informatik (Institute of Computer Engi-

neering, E182) at TU Vienna are devoted to cyber-physical systems, with particular emphasis on depend-

able embedded systems and hybrid systems.
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Research is primarily devoted to fundamental and technological problems that require a scientific

approach and a long time horizon. Major research topics are hybrid systems, fault-tolerant distributed

algorithms, time-triggered real-time systems, and dependable Systems-on-Chip for critical embedded sys-

tems. The spectrum of methods applied to these problems ranges from formal mathematical analysis to

experimental evaluation of prototype implementations. With respect to teaching, the Institut für Tech-

nische Informatik runs a Master and Bachelor program “Technische Informatik”, which offer a thorough

scientific and engineering education in the field of dependable embedded systems and hybrid systems.

The work in ADynNet will be conducted by the institute’s Embedded Computing Systems (ECS)

group E182/2, which provides (and integrates) expertise both in fault-tolerant distributed algorithms and

dependable integrated circuits. The ECS group actually consists of one full professor (Ulrich Schmid, who

works on fault-tolerant distributed algorithms), one associate professor (Andreas Steininger, who works

on dependable digital circuits), four assistant professors, one secretary, and one technician. Rooms and

infrastructure for the required additional project staff, as well as the required infrastructure and support

for embedded systems design (required for the planned sensor network experiments) are available.

ADynNet will contribute to secure (and hopefully increase) the existing reputation of our group in

fault-tolerant distributed algorithms research.

2.2 Contributing Human Resources

• The project leader Ulrich Schmid is full professor and head of the Embedded Computing Systems

Group since 2003. He authored and co-authored numerous papers in the field of theoretical and

technical computer science and received several awards and prizes, like the Austrian START-prize

1996. Ulrich Schmid also spent several years in industrial electronics and embedded systems de-

sign. His current research interests focus on the mathematical analysis of fault-tolerant distributed

algorithms and real-time systems, with special emphasis on their application in systems-on-chips

and networked embedded systems. As ADynNet lies in his major areas of interest, Ulrich Schmid

will actively contribute to the modeling and correctness analysis work to be conducted in ADynNet.

• Matthias Függer is assistant professor (PostDoc) in the Embedded Computing Systems Group. His

research interests lie in the area of formal analysis of highly parallel distributed systems of computa-

tionally weak devices (like VLSI systems and sensor networks), fault-tolerant clock synchronization

algorithms, and formal verification. ADynNet will allow Matthias Függer, who is working towards

his habilitation, to further develop his scientific career into this important direction of research.

• Kyrill Winkler is a PhD student interested in the modeling and analysis of distributed algorithms,

in particular, in impossibility and lower bound results and formal-mathematical analysis in general.

Thanks to his Master thesis Easy impossibility proofs for k-set agreement, he has provided key

impossibility results to [109,110] and is hence exceptionally qualified for Task 1 of ADynNet. The

cutting-edge research topics addressed in this proposal will allow him to both deepen and broaden

his knowledge and his analytic skills, and to gain international recognition.

• Manfred Schwarz is a PhD student interested the design and analysis of distributed algorithms. In

his Master thesis Solving k-Set Agreement in Dynamic Networks, he developed the k-uniform k-set

agreement algorithm published in [109, 110]. Manfred Schwarz is hence ideally qualified for the

work in Task 2 of ADynNet. The cutting-edge research topics addressed in this proposal will allow
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him to both deepen and broaden his knowledge and his analytic skills, and to gain international

recognition.

• The PhD position NN1 is still open.

• ADynNet will also involve a number of external collaborations, in particular, Christian Bettstetter
(Lakeside Labs Klagenfurt), Martin Biely (EPFL), Bernadette Charron-Bost (Ecole Polytech-

nique Paris), Yoram Moses (Technion Haifa), Calvin Newport (Georgetown University) Peter
Robinson (Singapore National University), Christian Scheideler (University of Paderborn), Kay
Römer (TU Graz).

2.3 Required Other Costs

To support the external collaborations in ADynNet, additional financial support for 5 x 1-month research

visits (estimated total costs EUR 10.000,–) are foreseen. All the required infrastructure (including sensor

network nodes) will be available, so there are no further additional costs.

3 Expected Additional Benefits

Since we hope to improve the scientific state-of-the-art in the area of dynamic networks both with respect

to theory and practice (in particular, by providing new algorithmic solutions), we expect ADynNet not only

to improve the state of the art in networking, distributed computing and theoretical computer science in

general, but also to generate mid-term benefits for the industrial practice. Moreover, given the importance

of dynamic networks in other disciplines, including systems biology and social sciences, even cross-

disciplinary benefits may eventually emerge from our research.

4 Abbreviations

Abbrev. Description Definition
ECS Embedded computing systems Sect. 2.1

MANET Mobile ad-hoc network Sect. 1.1

SCC Strongly connected component Sect. 1.3.5

SNIR Signal-to-interference-plus-noise ratio Sect. 1.3.4

VSRC Vertex-stable root component Sect. 1.3.5

WSN Wireless sensor network Sect. 1.3.4
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