
Grid-based Mobile Phone Fraud Detection System 

Tho Manh Nguyen, A Min Tjoa 

Institute of Software Technology 
Vienna University of Technology 

Favoriten Straße 9/188, A-1040 Vienna, Austria 
{tho,tjoa}@ifs.tuwien.ac.at 

Abstract. The Grid Technology and Data Warehousing concepts are applied in 
the architecture of Grid-based Mobile Phone Fraud Detection System (GFDS) 
which enables online-analysis, rule-based decision support and automatic reac-
tion for fraud detection and elimination. The GFDS system is built upon a set of 
Open Grid Service Infrastructure (OGSI)-based grid services and Globus Tool-
kit 3 (GT3) allows to conduct the analytical process on continuous data streams 
(CDRs) and to issue relevant actions automatically depending on the pattern of 
CDRs streams without using statistical approximation. The requirements of 
GFDS system, the conceptual architecture and its operation based on service 
invocation as well as some open issues are the main contribution of the paper.  

1   Introduction 

Advances in modern technologies have allowed us to automatically record transac-
tions of everyday life at a rapid rate. Such processes lead to large amounts of data 
which grow at an unlimited rate namely continuous data streams. Data streams arise 
naturally and are used in the variant scientific and business application domains. 
Examples include network packets, telephone call detail records, weather measure-
ments, lightning stroke data, satellite imagery, and sensor networks data. 

Over the last decades, wireless fraud, in particular that caused by cloning, has be-
come a global problem in public wireless mobile telecommunication services. Ac-
cording to an estimate by Cellular Telecommunication Industry Association , nearly 
90% of cellular fraud in North America in 1995 was due to the cloning of cellular 
handsets and more than 75 000 subscriber’s handset were cloned each month [11]. In 
Canada, the revenues are expected to be $750 millions and the fraud estimate is $7.5 
i.e. 1% of revenue. In the US, there are 25 million cellular phone users but fraudulent 
activity is estimated at $5 billions, representing a considerably larger percentage of 
revenue. The most prominent among existing fraud detection methods is based on the 
analysis of the usage patterns of mobile users. The Call Detail Records (CDRs) are 
gathered and analyzed all the relevant usage data such as calling time, geographic 
position of mobile, call duration, and call frequency to recognize individual patterns 
of normal or fraudulent behavior. For this purpose, data mining technology such as 
probabilistic models and neural networks have been widely applied in Fraud detection 
systems [12]. However, in most case, what these detection systems give out is not the 



fact but a probability of the occurrence of cloning fraud and in some case, it is too 
late to detect and prevent the fraudulent activity and the revenues still be effected 
considerably. 

The ability to make decisions and infer interesting patterns on-line (i.e., as the 
CDRs streams are issued) is crucial for such mission-critical tasks system as Fraud 
Detection. Another challenge is the fact that the data stream (i.e. CDRs) could not be 
lost when being analyzed while most of stream processing systems use approximate 
statistical based techniques such as random sampling [1], wavelets [8],  histogram [7], 
load shedding [10], punctuation [9]. To satisfy both these criteria, a very high com-
puting capacity which is capable of huge storage and computing resources is re-
quired. 

Fortunately, Grid Computing [13] recently emerged as an innovative extension to 
distributed computing enables execution of advanced and resource intensive applica-
tions that might require the use of multiple resources from different domains, dy-
namic resource requirements, complex communication structures and many others. In 
this paper, we proposed the framework of building Grid-based Mobile Phone Fraud 
Detection System (GFDS) in which entire CDRs are captured and stored no loss and 
continuously within the Grid. The analytical processing is then conducted based on 
the virtual DWH built on these grid-node data sources and the final decisions are 
issued (i.e. alarms, stop service, etc.) automatically after the analysis result is evalu-
ated with the aids of Knowledge Base rules or other data mining systems. The re-
mainder of the paper is organized as follows. Section 2 presents the requirements of 
the GFDS system. The system conceptual architecture is described in Section 3. Sec-
tion 4 describes the operation of GFDS system via its service invocation. Finally, we 
point out some future work and conclude the paper in Section 5. 

2   Requirements of the GFDS system 

Call Detail Records (CDRs) are really continuous data streams thus they have some 
distinct characteristics of data streams such as they could be infinite, unpredicted 
burst and once a data element has arrived, it should be processed immediately and 
either archived or deleted; i.e. only a short history can be stored in the database. It is 
also preferable to process data elements in the order they arrive, because even sorting 
of sub streams of a limited size, is a blocking operation. Besides, any possible re-
sponse from the system must be as near real time as possible in order to prevent the 
Fraud efficiently. The GFDS system thus must satisfy the following requirements:  
• Online Processing Support: CDR streams should be processed as soon as possible 

when they arrive because they exist only in limit time. In the DWH context, the 
processing can include any type of data transformation, data cleansing, calculation 
or evaluation metrics or storing the metrics into the DWH. Since the data has to be 
integrated with minimal delay, light-weight architecture is necessary to facilitate 
streamlining and accelerate the data processing by moving the data between differ-
ent processes steps without any intermediate file or database storage. 

• Knowledge-Base Rule Support: The final decisions whether a phone call is 
fraudulent or not is based on the set of Knowledge-Base rules specified by Expert 



users.  The Knowledge-Base rules embedded the experiences, and knowledge to 
drive the decision support process in Fraud detection. It is necessary to develop a 
component that allows the Expert users to manipulate easily the rules in Knowledge 
base i.e. Insert, delete or update rules. The autonomous validation and consistency 
checking among these rules should also be considered. The facilities of auto-
inference and auto-learning are also the challenges of Knowledge-rule management.  

• Multi-level Analysis Support: In order to evaluate the rules, it is necessary to 
conduct analytical process on the multi-dimensional historical transaction of cus-
tomer CDRs to identify the customer’s pattern. Besides, in some situations, there is 
the uncertainty or ambiguity in evaluating the rules during online analysis process, 
it is necessary to conduct analytical process on the whole CDRs at multiple levels to 
define the final decision. CDR streams thus needed to be stored without loss within 
the Grid. DWH repositories and online analytical processing (OLAP) cubes are 
built on the fly from these Grid node’s data. The significant parts are: (1) the crea-
tion and maintenance the OLAP Cube, (2) the OLAP query engine that executes 
analytical queries on OLAP data, and optionally (3) the OLAP Data Mining Engine 
for execution of the on-line analytical mining (OLAM) algorithms. 

• Automated Action Support. Whenever the Fraud is detected via CDRs analysis 
and rule-based evaluation, the GFDS should issue automatically the relevant actions 
respective to the Fraud prevention methods. That could be the alarm or recommen-
dation message sending to the mobile phone’s customers, or it could also be the 
service disconnecting to prevent more fraudulent activities. 

• Distributed, Heterogeneous Data Acquisition: The ability to use different kinds 
of data sources and data-warehouse repositories is mandatory for Data Grid systems 
and the Data Mediator layer is usually used to transparently access the heterogene-
ous Grid-based data sources. 

• Transparency User interface: The system should be able to provide the users an 
interface which is easy and transparent to the Grid, Network, and Location.  Cus-
tomer users can access the system to register the services or send their feedback 
from any where in variety devices (mobile, PDA, laptop, etc.) without considering 
the complexity of system architecture. Expert users use the designed interface to 
specify the rules without considering the Grid structure, network feature and the 
physical details or location of data sources. 

• Flexibility and Open Architecture: The essence of Grid is heterogeneity, the 
GFDS thus should allow the integration of components that are heterogeneous i.e. 
written in different programming languages or are optimized for different platforms. 
Technical and contextual changes to the underlying data sources, interface imple-
mentations, libraries, etc. must not affect the module operability. The components 
and features shall be easily extensible allowing for plug-ins to be executed. Fur-
thermore the architecture must be open to integrate specialized third-party toolkits.  

• Grid Environment Information and Monitoring: The Grid environment always 
varies significantly during the runtime. Therefore the system should be able to in-
voke and execute its component dynamically dependent on the runtime environ-
ment. For this purpose, the Grid environment information should be monitored by a 
special component. It maintains the knowledge about the resources available on the 



Grid, their capacity and current utilization and should be easily query-able, highly 
scalable and have to react quickly even under heavy load. 

• Integrity and Availability: Assuming that all grid nodes are trusted entities there 
still is the need to implement integrity checks and address non-availability.  If nodes 
cannot be trusted, data integrity checks are required. There are a lot other require-
ments such as high availability, scalability and performance but they are out of the 
scope of the paper. 

3   Conceptual Architecture of GFDS system 

During the last years the Service Oriented Architecture (SOA) gained popularity as 
new software engineering paradigm. The Web Services Model follows the SOA and 
allows applications to communicate using agreed, wide-spread standards and proto-
cols independent of their implementation and platform. The Open Grid Service Ar-
chitecture (OGSA) [5] represents the convergence of Web service and Grid comput-
ing technologies with the aim of describing the next generation of Grid Architecture 
in which the components are exchangeable on different layers. Consequently, in 
OGSA, all kinds of storage and computational resources, components, databases, file 
systems, etc are exposed as services. This approach has the big advantage that the 
upper-layer components have to be concerned only on a small amount of interfaces 
because the implementation is hidden behind the interface. 

In the context of OGSA, the Open Grid Service Infrastructure (OGSI) [5] defines 
specifications with many interesting features such as factory service discovery, in-
stance creation, invocation, lifetime management, notification and manageability. The 
Globus Toolkit 3 (GT3) implements most of these OGSI specifications and provides 
us the infrastructure components for resource management, monitoring and discov-
ery, security, information services, data and file management, communication and 
fault detection. Some features still missing are a resource broker, load balancing and 
scheduling functionality. However, if we develop the GFDS system on top of the 
OGSI and GT3 toolkit, some of our requirements specified in Section 2 are satisfied 
such as flexibility, open architecture, grid-network-location transparency and grid 
environment information. Hence we will choose this approach to develop GFDS. 

 
Fig.1. Grid service components of the GFDS 



Figure 1 describes conceptual architecture of GFDS which composes several specific 
OGSI based grid services built on top of GT3 toolkit. These services are layered 
dependent on to their functionality. 
The Fabric and Core Layer: The services in this layer are provided by the Globus 
Toolkit 3 which enables most of the basic operations and communication between 
services and core services (the white box in Fig. 1) 
The Facilities Layer: This layer provides some services for monitoring the Grid 
environment, scheduling, load-balancing and so on. It also provides the transparency 
of resources, network and location to the heterogeneous data sources. The services in 
this layer include the following: 
• System Information Service (SIS) a vital service within every grid infrastructure, 

providing static and dynamic information on available grid resources.  
• Resource Broker Service (RBS) used to find best-fitting resources for resource 

allocation, such as match-making of the requests and resources.  
• Data Mediation Service (DMS). The DMS creates a single virtual data source with 

the same client interfaces as classical grid data sources but it integrates data from 
multiple heterogeneous federated sources. 

The Data Input Layer: This layer provides the services for capturing, cleaning, and 
storing data within the Grid. The following services are belongs to this layer: 
•  Data Capturing Service (DCS). The Data Capturing Service works closely with 

the stream sources (in this case is the cell phone handsets).  
• Data Cleaning Service (DES). In some special situation, the CDRs should be 

cleaned prior to being stored in the Grid. Therefore, the Data Cleaning Service is an 
optional service. 

• Data Storing Service (DSS). The Data Storing Service resides in each Grid node 
and is responsible for storing CDR streams immediately without data loss. This ser-
vice could also convert the data into an appropriate format for the local data source. 

• Data Integration Service (DIS). The service is responsible for secure, reliable, 
efficient management and operation of the necessary data transfers within the grid 
environments. 

The Data Analysis Layer: The Data Analysis layer’s aim is supporting the analytical 
process of the data stored within the Grid. This layer contains the following services. 
• Data Pre-processing Service (DPS) performs several pre-processing activities 

such as data cleaning, normalization, selection, reduction, transformation, etc. be-
fore storing the data into the OLAP cube. 

• OLAP Cube Management Service (CMS) creates distributed OLAP cubes from 
several data sources stored at specified Grids nodes. After the initial cube creation, 
the service can be used for cube interaction and life cycle management. 

• Data Analysis Service (DAS) works very closely with the CMS Service and per-
forms analytical process by sending queries and commands such as “drill up”, “drill 
down”, “slide and dice”. It thus allows analyzing datasets at different abstraction 
levels. The outputs of the DAS service are the analysis results which will then be 
evaluated by the Knowledge base for further actions. 

• Data Mining Service (MIS). The Data Mining Service is created as an extensible 
framework providing necessary data mining algorithms making it convenient for the 
related application developers to easily plug in their algorithms and tools. 



The Rule Evaluation Layer: This layer contains the services supporting the rule 
specification and rule evaluation. The services in this layer provide the Interface so 
that the Expert users can interact with the system to specify the rules. In addition 
normal users can receive notifications, alarms and recommendations from the system. 
• Knowledge Base Rule Design Service (RDS). This service allows the expert users 

to specify the rules stored in the Knowledge base of the system. The Knowledge 
Base’s rules embed ECA rules which consist of an event, condition and action part. 
However, it carries out complex OLAP analyzes on DWH data instead of evaluat-
ing simple conditions as compared to ECA rules in OLTP system. 

• Rule Evaluation Service (RES). The RES service takes the analytical results from 
the DAS, evaluates these results against the Knowledge Base rules, and finally takes 
suitable actions. It could invoke the NAS to perform suitable actions if the rule cri-
teria are satisfied. It could also invoke the Data Analysis service or the Data Mining 
service to perform further analytical process when the rule criteria are too ambigu-
ous or uncertain to make the final decision. 

• Notification/Action Service (NAS). The NAS service manages all possible actions 
of the GFDS system such as issuing notifications, alarms to the users to inform 
about the abnormal or stopping the call to prevent further fraudulent activities. 

The Workflow Control Layer 
• Workflow Management Service (WMS) controls service execution, service ter-

mination and communication, etc. dynamically dependent on the Grid environment. 
WMS queries information from RBS and SIS services to control service invocation. 

4   The operations of GFDS system 

The GFDS system operates based on its service invocation and collaboration. Figure 
2 describes the operation of these services. When the user makes the mobile phone 
call, the CDR streams are issued continuously. These CDR streams will be captured 
and processed by GFDS via 2 paths. On one path, the light-weight Process Data Store 
(PDS) [4] approach is applied for online processing purpose. The EPC container 
manages three components 1) event adapters, 2) ETLets and 3) evaluators.  Event adapt-
ers tap into CDR stream data and extracts essential event data into a standard XML format. 
ETLets use the extracted XML event data as input and perform the data processing tasks 
to calculate the necessary metrics that can be evaluated by evaluator components. The 
evaluators access the reactive rules in Knowledge Base, evaluate the metrics and perform 
the relevant actions (e.g. sending out alarms, notifications to the user or stopping the call) 
dependent on the rules and metric values, e.g. if “an international mobile call lasts over 1 
hour” will be considered as a fraudulent call. However, in case the ambiguity or uncer-
tainty exists, such as “an international mobile call from Austria to VN of a certain cus-
tomer lasts over 30 minutes” will be not considered as a fraud, if its length is not over 1.5 
times of his/her average call length from Europe to Asia within the last 3 months. In this 
case, the final actions are issued after the complete analysis process on the data extracted 
from the virtual DWH (built from the second path). The ETL container handles incoming 
events with a lightweight Java thread, rather than a heavyweight operating system process 
thus the event processing can be performed without using any intermediate storage. 



 
Fig.2. The Fraud detection and prevention operations of GFDS 

On the other path, the CDR data streams are captured, optionally cleaned, and stored 
in variant distributed Grid nodes dependent on the Grid resource status (via DCS, 
DES, and DSS respectively). Next, DIS and DPS services are invoked to build the 
virtual OLAP cube which contains the whole streaming CDR data. In this way, the 
virtual DWH is built from scratch on the fly based upon the fresh data items. There-
fore, this approach is not concerned with traditional incremental updating issues in 
DWH. The OLAP Cube Management Service (CMS) [3] are implemented to manage 
the creating, updating and querying of the associated cube portions distributed over 
the Grid nodes. The data cube structure consists of an increasing number of chunks, 
which consist of a fixed number of measures. A measure is the smallest, atomic ele-
ment of the cube that contains the metric value. The chunk is a part of the whole cube 
and has the same dimension like the cube. Therefore, it contains measures associated 
with a number of positions of each dimension. After the virtual DWH is formed, the 
DAS via CMS conducts analysis on that multi-dimensional data and return the results 
to the rule evaluator (RES service). RES accesses the Knowledge-Base containing the 
knowledge rules (specified by Expert users via RDS) and evaluates the rule based on 
the analysis results. Dependent on the rule evaluation, RES could invoke NAS to 
perform relevant actions. RES could also re-invoke DAS or invoke MIS service for 
further analysis or data mining in the case of ambiguity or uncertainty. The services 
invocation above is managed strictly by WMS with the aids of SIS and RBS services. 

Both data in PDS and Virtual DWH are used for analysis purpose and decision 
making support. The “brains” of the system which enable it to react automatically are 
the Knowledge Base reactive rules and the rule evaluation service (RES). The reactive 
rules follow the basic Event-Condition-Action (ECA) rule structure, but carry out the 
complex OLAP analysis instead of evaluating the simple conditions as in ECA rules 
in OLTP. The RES operates as an engine that interacts with the Knowledge Base, 
PDS, and DWH to evaluate the rules and controls the final actions (invoke NAS ser-
vice). The engine hence must support the flexible decision branches which could 
happen when the criteria for decision making are ambiguous or uncertain. The Ontol-
ogy-based approach is considered to maintain and enrich the Knowledge Base with 
rule validation, consistency checking options as well as other high-class features such 
as auto-inference, self-learning. Ontology could also be used in the process of rule 
evaluation and action execution. 



5   Conclusion and Future Work 

The aim of Grid-based Mobile Phone Detection System (GFDS) is to detect, prevent 
and eliminate the fraudulent activities in Mobile Phone services. GFDS provides the 
automated reaction mechanism in Fraud detection and prevention by tracing, analyz-
ing user profile (via CDRs) and performing relevant actions such as sending alarms to 
mobile phone customers or stopping the service to prevent a fraudulent call. We have 
introduced the requirements of the GFDS, the conceptual architecture, and presented 
its operation via gird services invocation. The next step in our on going work will be 
to refine the prototype implementation which focuses on Knowledge Base Manage-
ment, Rule Evaluation, and Analytical Model (both online and grid-based analysis). 
Autonomous dynamically service invocation [2] is also one of the interested topics 
with the concept of agent-based distributed service invocation management. We will 
also consider the possibility of migration the current work to WS-Resource [6] ap-
proach when the new Toolkit is available. 
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