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Abstract:

RFID provides the basis for the development of ubiquitous computing. This ever present

computing environment creates new exploitable channels for adversaries. Therefore, numerous

publications on RFID security appear every year, adding to the topic’s diversity. Nevertheless,

there are only few state-of-the-art overviews that clarify common opinions on the topic. Hence,

we examined the existing literature and present our observations on privacy and security in

RFID.

1 Introduction

Radio Frequency Identification (RFID) is a technology for wireless information exchange over

short distances. Even though the technology itself was invented about 50 years ago, recent

development in the field of low cost RFID devices began to finally show its potential [16]. The

possibility of adding (minimal) computing capabilities to everyday’s objects will support the

development of ubiquitous computing in the near future [34]. Applying RFID transponders

to consumer goods will be common [35], creating an ever present computing environment

spanning all parts of everyday’s life. Today RFID commerce already constitutes a vital and

ever expanding market. Judging by evidence from recent years, RFID industry will continue

its rapid growth during the following years [17, 35]. In such a developing market security and

privacy become increasingly important.

An appropriate definition for security is given by Avizienis et al. [2]. They define security

as a composite of the attributes confidentiality, integrity and availability (also called CIA).

In this context, confidentiality means the absence of unauthorized information disclosure.

Integrity describes the absence of improper (meaning unauthorized) system and underlying

data alteration. Availability in the security context is defined as continued readiness for
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authorized actions. Hence, a system with appropriate security should maximize the balance

of the three attributes’ concurrent existence. Moreover, privacy is defined as a subset of

confidentiality and integrity. In other words, consumers have the right to be sure that their

data is not disclosed.

2 Related work

As we stated in the introduction, it is becoming increasingly difficult to ignore the importance

of security and privacy aspects in research and industrial appliance of RFID [16, 34]. Nev-

ertheless, to the best of our knowledge, there are surprisingly few literature review on RFID

in a security and privacy context. Juels’ survey [19] gives a good introduction and overview

on some of the central topics in RFID security. Lehtonen et al. [25] limit the scope of their

examination to product authentication and a discussion of the trade-off between complexity

and security in different RFID authentication methods.

Moreover, there are publications on state-of-the art in RFID privacy preservation [14], as well

as numerous reviews on security and privacy concerning health care, e-commerce and data

mining. The latter two are especially interesting, as essential privacy questions in these fields,

like ”What data is collected?” and ”How is data secured during transmission?” apply to RFID

as well. The central factor underlying these topics in e-commerce is trust [2, 10], a topic that

can easily be anticipated in an RFID context. When RFID tagged objects hit the end-user

market at a large scale, consumers’ willingness to provide data will likely depend on individual

perceptions of trustworthiness, just as it does in e-commerce. Such perceptions will be directly

based on the security and privacy provided.

3 Methodology

For our survey, we acquired publications via different search engines and libraries, i.e. ACM

Portal, IEEE Xplore, SpringerLink or Goggle’s scholar search. At this point, we utilized ab-

stract reading to assess paper qualities and ensure that they cover appropriate topics for our

literature review. During this selection process publications from respected scientific sources

like ACM, IEEE or SpringerLink received implicit trust. When checking the bibliography

of our acquired literature, we found out that many of them referenced Avoine’s online bib-

liography [6] as an accurate source of overview. Hence, we visited this website and realized

that almost all our previously selected articles where referenced there. Additionally, due to

its narrow topic, this source is perfect for retrieving papers with unconventional titles that

could otherwise be missed using typical terms in search engines. Therefore, we added Avoine’s

bibliography to our list of sources.

Apart from papers on state-of-the-art security for RFID tags, we included papers on the use



of RFID systems as security tokens in our review. Obviously, an exploitable security leak

in an RFID system intended to provide security itself, would automatically compromise the

security of the protected assets. Such applications of RFID will therefore require especially

strong security.

4 Observations

”The most profound technologies are those that disappear. They weave themselves into the

fabric of everyday life until they are indistinguishable from it” [37]. This quote from Mark

Weiser, who was the first to use the term ”ubiquitous computing”, illustrates the potential

of RFID tags. But, as long as consumers have serious privacy concerns against RFID [35],

we do not expect the technology to become truly ”invisible” in the sense of the quotation

above. Therefore, we present the observations we made during our literature review of RFID

security and privacy, as we are convinced that strong security can solve many of these pressing

concerns. An overview on our observations is given in Table 1.

Table 1: Observations on RFID security

Observation 1 RFID security is a complex topic comprised of several severe, intercon-

nected problems.

Observation 2 There is no commonly accepted holistic security model.

Observation 3 Papers on new protocols and publications on weaknesses in them appear

increasingly fast.

Observation 4 Perceptions on RFID differ widely regarding various involved groups.

Observation 5 Available trusted and proven cryptographic solutions are not applicable

to the current generation of low cost tags.

Observation 6 There are few major development streams in the RFID security and

privacy complex that drive the technology forward.

4.1 Observation 1

Much of RFID’s characteristic complexity comes from its composed nature, implying sev-

eral interconnected problems. We found an adequate example for this fact in Avoine’s and

Oechslin’s [4] findings on tracking as a multilayer problem. Tracking or tracing is an RFID

significant security threat. It means that adversaries can identify tags they read before (e.g.

by a static identifier). This represents a serious violation of confidentiality as well as privacy.

According to Thornton et al. tracking is also the threat that customers are most aware and

afraid of [35]. As a well known problem, it has received a lot of attention by the scientific



community and numerous proposals on enhanced privacy protection [20, 32, 1] have been pre-

sented to mitigate it. One of them was the previously mentioned publication by Avoine and

Oechslin on tracking’s multilayered nature [4]. They describe three layers of RFID communi-

cation, and show that, unlike in networking, the whole system is automatically compromised

if privacy protection fails on only one of these layers.

Moreover, we can see other sources for the topic’s complexity, for example in the broad range

of possible attacks. As with many new technologies, RFID has its own specific vulnerabilities

[23], but the obvious resource limitations of (cheap) RFID tags seemed to implicitly hinder

more complex malware to be applied. This view was disproved by Rieback et al. who showed

that complex exploit based malware, in this case a virus, is possible despite this limitations [31].

Therefore, we see that RFID implementers should not limit their views on core RFID topics,

but be aware of all vulnerabilities discovered in information and communications technologies.

4.2 Observation 2

Another closely related observation we made is that no commonly accepted holistic security

model was described so far. This makes testing and comparing new protocols and applications

a complex task. Until an agreed standard model arises, we believe that security claims on

mathematically proven protocols should be treated with care, as models and their related

algorithms are defined by the same persons. There are however, some formalized RFID security

models by Avoine [5], Juels and Weis [22] as well as Van Le et al. [24].

We observe several facts that all of the reviewed security models have in common. First they

are all limited to the protocol level and do not cover operations on lower layers. Van Le et al.

present a formalization of ideal wireless communication which can serve as a starting point for

further examination of lower layers. However, while these models still do not cover all relevant

aspects in RFID, they do already uncover weaknesses in some protocols. Avoine, as well as

Juels and Weis, use their models to examine existing protocols and show that most of them do

not provide formal security under them. Juels and Weis highlight that many systems do only

provide security under their practically unrealistic closed system assumption [22]. Contrary,

Van Le et al. find their tested protocols secure, but have tested their own self developed

protocols [24]. As Gilbert et al. highlighted, a too restrictive model can make protocols

look secure that are nevertheless vulnerable to realistic attacks [15]. Therefore, the lack of a

standard security model for RFID shifts attention and resources from protocol comparisons to

model assessments. As none of the presented models covers all aspects of RFID, we think that

they will not arise as a standard to test new protocols, but they can provide valuable input

for the future development of such a model. We believe that further efforts in this research

direction can yield valuable results and benefit the improvement of RFID security as such.



4.3 Observation 3

In [4], Avoine and Oechslin argued that only little work has been done on new computationally

simple RFID protocols. In fact they cite only six publications on new protocols and stress that

there were only two publications that exhibit weaknesses in existing protocols [3, 33]. Since

this claim, an increasing number of publications appeared addressing this issue. For example,

Li and Deng [26] present an attack against the recently proposed ”EMAP: An Efficient Mutual

Authentication Protocol” [30] and Gilbert et al. [15] present an active attack against the so-

called ”HB+” [21]. As we’ve pointed out, they claim that the security model used for the

mathematical proof of a protocol was too restrictive and the protocol is therefore vulnerable

to practical attacks. For this reason, security proofs in RFID environments must be treated

carefully. Defend, Fu and Juels [11] present attacks on two protocols by Vajda and Buttyán

[36] which require only limited resources while breaking the scheme completely by uncovering

the session keys. Li and Wang [27] show two attacks against the recently proposed LMAP

[28] and M2AP [29] protocols, which completely corrupt the concerned tags.

From this evidence, we are convinced that the lack of attention on protocol weaknesses Avoine

and Oechslin experienced [4] does no longer exist. Furthermore, our review includes four

publications on weaknesses, which is two times as much as Avoine and Oechslin encountered.

For example, from fourteen sources added to Avoine’s bibliography [6] in 2007, eight dealt

with new protocols and four exposed weaknesses in existing protocols. This is additionally

emphasized by the fact that three of our four above examples on weaknesses were published

within less than one year. Therefore, we believe that RFID development has entered a new

era where new protocols appear at a fast rate and are disproved (or sometimes improved)

quite as fast.

4.4 Observation 4

We see an important aspect of the emerging RFID trust topic in the ongoing debate on further

governmental or voluntary vendor regulations. To clarify the different points of involved

parties, namely customers, vendors, researchers and governments, we used the efforts by the

European Union’s Article 29 Data Protection Working Party. This advisory body published

results of a public consultation on RFID privacy [12]. In it, they state that they got results

from eight private individuals, nine universities and think tanks, sixteen corporations or trade

organizations, and one consumer association. Corporation in this context refers to both RFID

vendors and retailers. One point of the results we find noteworthy is that most corporations

see self-regulation as the adequate tool to complement the current European data protection

directive in RFID related privacy issues, whereas most of the other parties suggest a need

for additional guidance like RFID specific rules in the directive. The only exception from

this pattern are companies providing security solutions themselves, as they do not view self-



regulation as an appropriate measure. Nevertheless, the situation is not as clear as it appears

in this example.

We want to emphasize this fact by giving another example on a remarkable difference in RFID

perceptions between researchers and the industry. In 2002, Garfinkel called for what he calls

an ”RFID Bill of Rights”1). He advises that, as misuse of this new technology could easily

be foreseen, the industry should voluntarily grant consumers a number of privacy rights. The

EPCglobal Inc., the organization advocating the spread of the EPCglobal network, adapted

very similar guidelines2). The difference between the two rule sets can be seen in Table 2.

Two years after proposing his ”Bill of Rights”, Garfinkel called the EPCglobal version of his

proposals ”significantly watered down”3). For example, instead of guaranteeing users the right

to have tags deactivated, EPCglobal Inc. simply advises that customers should be informed

about the choices they have for future removal or deactivation of the tag. As Garfinkel points

out, we see that the wording shows how thin these rights really are. What is remarkable

about this example is that Garfinkel also opposes regulation. He points out that voluntary

self regulation is useful to allay consumer concerns, but not in the way it has been done by

the EPCglobal Inc.. Such minimal rights might result in a public outcry and therefore lead

to even stricter mandatory regulation, which would delay RFID’s further deployment.

Table 2: RFID Bill of Rights vs. EPCglobal Guidelines

RFID Bill of Rights EPCglobal

Consumers should have...

The right to know whether products contain

RFID tags.

Tagged products should be marked with an

EPC sticker.

The right to have RFID tags removed or de-

activated when they purchase products.

Consumers will be informed of the choices

that are available to discard or remove the

tag.

The right to use RFID-enabled services with-

out RFID tags.

Consumers shall be informed of the advan-

tages RFID offers.

The right to know when, where and why the

tags are being read.

Companies should publish policies address-

ing the use of collected data.

The right to access an RFID tag’s stored

data.

1)see http://www.technologyreview.com/Infotech/12953/
2)see http://www.epcglobalinc.org/public/ppsc guide/
3)see http://www.technologyreview.com/Infotech/13902/



4.5 Observation 5

Conventional cryptography, which is common on platforms where resources (processing ca-

pacity, memory) are less scarce, is not applicable to the current generation of low cost tags.

When reviewing RFID security related literature, we found that this point was quite common

among involved researchers. For instance, Juels [18] projects that upcoming five cent tags will

only perform simple computational operations, excluding conventional cryptography. In his

view, the best security provided will likely be PIN controlled data access. Moreover, Sarma

et al. explicitly call strong symmetric key encryption ”a challenge in short term” [34]. Until

advancements are made, implementations of conventional cryptography on RFID tags like the

AES implementation by Feldhofer et al. [13] require more then the computational resources

available on EPC tags [7].

From this sample, we conclude that this view is common among the scientific community,

and nevertheless can’t be overstated in its importance for RFID development. We fear that

a lack of security in newly created RFID applications will cause further consumer concerns

and might seriously delay RFID’s further development. There is also some practical evidence

against this. Some of the already deployed RFID applications find widespread acceptance

despite their proven lack of security [35]. Nevertheless, in our view this observation provides a

good explanation for some driving issues in RFID and therefore, we will start our examination

of the current main development streams in RFID research from this point.

4.6 Observation 6

As we’ve seen, current RFID tags cannot execute conventional cryptography. Therefore, one

of the most important aspects in RFID research is the development of new, less computation-

ally complex security algorithms that are feasible for cost critical tags, like the EPCs. An

important value in that context is the notion of ”minimalist cryptography”, formulated by

Juels [18]. We see one of his major contributions in the demonstration that standard cryptog-

raphy is not a necessary prerequisite for providing security. Since then, numerous proposals

on computationally simple authentication protocols and privacy protection mechanisms have

been published (see Observation 3). All these protocol suggestions and all exposed weak-

nesses mentioned before [30, 36, 28, 29], can be seen as work in this area as well. Therefore,

at the time being, this race for computationally simpler protocols covers the biggest quantity

of RFID security publications.

As RFID tags can be expected to provide more resources in the future, implementations of

standard and complex security algorithms still present valuable findings for further research.

Moreover, not all applications of RFID are equally cost critical. Tags containing mandatory

sensitive information are usually deployed in far smaller numbers than EPCs. Therefore, costly



stronger tags might be economically justifiable for such applications. As typical advancements

in this research direction, we see efforts to adapt standard cryptography to RFID limitations,

like Feldhofer et al.’s previously mentioned AES implementation [13]. Furthermore, there

are some initial efforts to make public key cryptography (PKC) available on RFID systems,

as well that might lead to feasible RFID PKC features in the future. This is indicated

by the various publications on elliptic curve cryptography (ECC), which appeared recently.

For example, Batina et al. present an elliptic curve generator for RFID tags in [8] and

adaptations of RFID protocols for elliptic curve cryptography in [9]. At the time being,

protocols and suggestions for ECC implementations on RFID systems exist [9], but to the

best of our knowledge no experimental implementations. Therefore, these advancements have

yet to prove their practical feasibility.

Undoubtedly, there are some publications which fall into neither of these categories. These

deal with topics like non protocol specific attacks [23], malware [31] or integration of different

solutions [32]. We believe that the last topic will grow in importance when the current solutions

for security issues are incorporated into the next generation of RFID tags.

5 Conclusion

In this paper, we examined the sources for RFID’s complexity, described the need for a wholis-

tic security model and emphasized the increasing dynamics in RFID research. Furthermore,

we highlighted the different perceptions by RFID users, researchers and vendors and showed

the current development streams in RFID research starting from the commonly accepted fact

that the current generation of RFID tags cannot execute conventional cryptograpy.

We have seen that there are some important issues that keep RFID from fulfilling Weiser’s

quotation on ubiquitous technologies at the moment. Nevertheless, RFID researchers have

already presented numerous solutions to some of the most pressing concerns. It will be fasci-

nating to see which of these proposals (and when) are incorporated into the next generations

of industrial RFID systems. Finally, we see that RFID’s individual advantages adhere perfect

to the idea of ubiquitous computing and look out for further development of this complex

topic.
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