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The Harmonised Electricity Market Role Model
Version: 2015-01
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Automatisierte Risikobestimmung

durch Requirementsbewertung

Security Requirements Assessment

Associated Risk

RASSA

Reference Architecture for
Secure Smart Grids in Austria

1.1 Hackers Motivation =3

1.2 Asset Reachability =3

1.3 Propagation of Secrets =2
2.1 5GI5 Security Level =3

2.2 Direct Operstional Effects=1
3.1 Calculated Risk =48

1.1 Hackers Motivation =3

1.2 Asset Reachability=2

1.3 Propagation of Secrets =3
2.15G15 Security Level =2

2.2 Direct Operational Efects =1
3.1Calculated Risk=32

1.1 Hackers Motivation =2

1.2 Asset Reachability=1

1.3 Propagation of Secrets =2
2.15GI5 Security Level =1

2.2 Direct Operational Efects =0
3.1Calculated Risk=5
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3.1 Calculated Risk=16
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Automatisierte System und

Komponenten Risikobewertung

Risk = SL+2P0F & Zr.m,-

i=1

N RASSA

Reference Architecture for
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«Risk»
Management System Risk
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1.1 Hackers Motivation = 3
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API... Attack Probability Indicator 1.3 Propagation of Secrets = 2
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3.1 Calculated Risk = 48
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Associated Risk

«Risk»
Firewall System Risk

-

aRiskn
Firewall Network Risk

tags
1.1 Hackers Motivation = 3
1.2 Asset Reachability = 3
1.3 Propagation of Secrets = 2
2.1 5GI1S Security Level = 3
2.2 Direct Operational Effects =1
3.1 Calculated Risk = 48
Importance Customer = 3
Importance DER = 2
Importance Distribution =1
Importance Generation =2
Importance Transmission = 1
SGAM::5GAM Element::Toolbox Version = 0.6
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1.3 Propagation of Secrets =3
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3.1 Calculated Risk = 32
Importance Customer = 3
Importance DER = 2
Importance Distribution = 2
Importance Generation =1
Importance Transmission 2 =
SGAM::3GAM Element::Toolbox Version = 0.6
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= Wichtigkeit
= Aktive Security Mal3nahmen
= Reaktive Security Merkmale

= Capex/Opex



Anforderungen, Mal3dnahmen,
Erkennung und Eindammung

Firewall Network Security Requirements

Firewall Network Security

Firewall
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D Technical Measure

D Detection and Forensic

D Containment

Security against
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Network Access

Minimize NW Access
Possibilities

Control, document and
i physical NW Access
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Control, document and

logical NW Access
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Control, document and
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Security against
unintended
Network Access
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Minimize NW Partizipants

Control, document and

Il d NW Clients

Detect unauthorized clients

Anomaly Detection

Client Removal Possibility

Periodic Assessment of
Security Requirements
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SBA Research — externes Tool AURUM #N\32222..

Risk Visualization

ERM . Risk / RiskVisuslization
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[*= SEAM Departiment
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Zusammenfassung

= Modellierung
Hoher Initialaufwand i
Digital Kollaborieren =
Doméanen Know-How w

= Modellbasierte Risikoanalyse
Hoher Pflegeaufwand ®

Einbettung in Gesamtsystem w
Sofort Hotspots Identifizieren w

“‘Komplexitat nehmen, trotzdem nichts Ubersehen”
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Nachster Punkt: Vorstellung der Risikoanalyse
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