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Abstract—Modern automation and control systems used in
industrial large-scale applications are characterized by its distributed nature in the areas of power and energy systems, manufacturing, building automation, and logistics. In order to cope
with different communication needs and changing requirements
in such large-scale scenarios over its life-time, the main aim of
this paper is to propose a programmable and (re-)configurable
communication gateway device compliant to domain standards.
This approach is therefore based on the IEC 61499 reference model for distributed and reconfigurable automation and
uses the service interface function block concept and highlevel communication patterns to achieve a hardware-independent
access to communication services. Moreover, the utilization of
the IEC 61499 management model supports the possibility of
the online-reconfiguration of communication links and therefore
provides a very flexible structure and implementation for an
industrial automation gateway device.

I. I NTRODUCTION
The areas of power and energy systems, manufacturing,
building automation, and logistics are typically characterized
by the usage of modern automation systems controlling largescale applications which have very often a distributed nature. Typically, a large number of control, measurement, and
field devices (typically accomplished as modular I/O devices)
are exchanging information over communication networks
and field bus systems. Today, a trend towards the usage of
Ethernet-based approaches can be observed providing a common hardware communication standard in the aforementioned
application areas. However, a high variety of communication
protocols (i.e., standardized and vendor specific) are usually
in use since they are provided by the control and I/O devices,
as well as measurement units applied in industrial control
applications. Moreover, also legacy (communication) systems
with field bus protocols have to be integrated in larger applications. Summarizing, the vision of only using one hardware
and software standard covering all communication needs and
requirements in industrial-process measurement, control, and
automation systems is still a high-level goal and a nearly
unreachable challenge in real-world applications so far.
To overcome the problem of using different hardware and
software standards so called “glue logic” in automation and
control programs is needed. With this glue logic conversion
between different protocols and standards can be realized.
Depending on the communication network different solutions

are possible in order to provide such a glue logic. Conversion
gateways are one possibility, which often have the possibility
to convert between two or more communication protocols
(e.g., CAN to Modbus, PROFIBUS to CAN, [1]).
The IEC 61499 reference model—introduced by the IEC
Technical Committee 65 (TC65)—for distributed and reconfigurable automation was developed as methodology for modeling open and distributed Industrial-Process Measurement
and Control Systems (IPMCS) [2]. The goal of this standard
is to obtain a vendor-independent application and hardware
configuration description in order to manage the increased
complexity of next generation automation systems. This can on
a higher level be summarized as the portability of automation
projects as well as the configurability and interoperability
of intelligent field devices in IPMCS. The core element of
IEC 61499 are Function Blocks (FB) for the encapsulation of
modular control software. These FBs can be later on deployed
to intelligent field devices. The IEC 61499 FB model is based
on its predecessor IEC 61131-3 [3] but uses an event-driven
execution model for execution of FB networks. This standard
uses an application-centered modeling methodology and the
possibility of distributing control applications to different
control devices is also supported. Thus, IEC 61499 provides
the basis to realize a platform independent description and
realization of automation applications [4], [5]. A more detailed
discussion of the IEC 61499 basic functions and services
for a reconfigurable communication gateway is provided in
Section II and III.
The main aim of this paper is to propose a programmable
and (re-)configurable communication gateway, which can be
realized in a standard-compliant way. A standard-compliant
solution is important in order to integrate the gateway solution
with common automation standards used in industry, thus
harmonizing engineering of control and communication applications. This is essential in distributed control applications
where typically a huge number of actors have to execute
joint tasks in order to automate industrial processes. In such
environments integration of actors with different and changing
communication capabilities is a priority task, which is the
focus of this work.
The remaining part of the paper is organized as follows: A
short overview and summary of related work is provided in

Section II. Section III provides an analysis about the communication patters provided by IEC 61499. In order to overcome
the shortcomings of actual solutions a reconfigurable gateway
concept based on the IEC 61499 specification is introduced in
the following Section IV. Moreover, in Section V a potential
realization and two selected examples are discussed. The main
findings and conclusions are presented in Section VI and an
outlook about further activities is given.
II. R ELATED W ORK
A. Automation and Control Systems
In general, centralized and distributed concepts are being
used for control systems in industrial applications [4], [5].
PLC-based1 systems are mainly based on a centralized approach. During the last decades the IEC 61131 standard and
especially the corresponding programming languages defined
in part 3 [3] has been established as the main domain standard.
In contrast to the centralized approaches a trend towards
the usage of distributed and embedded control devices in
IPMCS can be observed. In order to have an interoperable
and portable solution for distributed controllers, the IEC has
introduced a reference model for distributed and reconfigurable
systems, the IEC 61499 standard [2]. It defines, differently to
the IEC 61131 approach, an application and system model
(with devices, resources, communication segments and links,
and the technical process), and a Function Block (FB) based
modeling approach as mentioned in the introduction. A further
fundamental difference to the cyclic execution of control
applications in PLC systems according to IEC 61131 is the
event-based execution in IEC 61499 compliant controllers.
B. Communication Services in PLCs and Distributed Systems
In the domain of PLCs, which are widely used in industrial
control applications, the IEC 61131-3 [3] definition for the harmonization of programming languages plays an important role.
In this standard no concepts and methods are described for a
harmonization of communication concepts and patterns which
are seen to be very important in a network of heterogeneous
controllers and field devices. Only part 5 of the IEC 61131
standard [6] provide special functions blocks which covers
the communication in PLC systems, but up to know they
are rarely used in industrial applications. Currently, there is
a much more sophisticated development ongoing which has a
high potential to harmonize the information and data exchange
in PLC-based systems. The international user organization
PLCopen for enhancing the IEC 61131 concept is working
together with the OPC Foundation to specify an “OPC UA
Information Model for IEC 61131-3” [7].
Similar to the IEC 61131-5 definitions the IEC 61499 model
provides high-level communication patterns and functions for
the information exchange between embedded control devices.
These are described in more detail below in Section III.
However, the usage of a special communication protocols (e.g.,
Ethernet, Industrial Ethernet, field bus) is not in the focus
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of this high-level specification. Some mappings to domain
protocols are documented in the literature [8]–[11].
Summarizing, some attempts in the PLC domain has been
undertaken to harmonize communication aspects from the
modeling and execution point of view but the dynamic change
and adaptation of communication links is not really addressed
up to know. The OPC UA specification could overcome shortcomings of actual PLC systems. In contrast, the IEC 61499
already covers this important topic and provides some highlevel communication patterns and services which can be
mapped to well known lower-level domain protocols.
C. Reconfigurable Automation and Control Systems
Reconfigurable concepts and architectures have been used
in the research domain for industrial automation and control
systems since several years. For example, Kramer et al. [12]
have introduced this important topic for distributed systems.
In general, the main aim of reconfiguration is related to
the altering of functions and algorithms in software models.
Especially in the automation domain reconfiguration means the
adaptation and adjustment of control functions and algorithms
in control, communication, measurement and field devices due
to changed requirements. Usually, there are many ways to
describe reconfigurability of software elements. This topic can
be solved in different ways: reconfigurability can happen on
a higher level (e.g., implemented by Multi-Agent Systems)
as well as also on a lower level (e.g., real-time control with
IEC 61131 or IEC 61499). Moreover, one has to distinguish
between static and dynamic reconfiguration [13]–[15].
Especially on the real-time control level, which is in the
scope of the approach introduced in this paper, there are
some concepts mentioned in the literature. Most of the actual
PLC systems based on IEC 61131 support some kind of
reconfiguration. This means that control programs can be
adapted in PLCs but this is carried out in a relative simple way.
Normally, the modified PLC program is downloaded to the
PLC hardware and the corresponding software system decide
the point in time where the “old” program is replaced by the
“new” one. Usually there is no way to control the exchange
procedure in modern PLC systems.
In contrast the IEC 61499 reference model [2] for distributed and reconfigurable IPMCS provide a management
model and the corresponding Application Programming Interface (API). Therefore, it provides the possibility to control
the life-cycle of software components (i.e., FBs) in distributed
control devices. Moreover, IEC 61499 defines eight different
configuration commands (i.e., START, STOP, KILL, READ,
WRITE, CREATE, DELETE, QUERY) which are often used
in the literature to adapt FB instances and therefore control
applications [16]–[19]. The main difference to the approach
in IEC 61131-3 is that the reconfiguration is carried out on
a more detailed level without the need to adapt a whole
control program. In addition, a standardized management
interface is missing in IEC 61131-3 systems and also the eventdriven architecture of IEC 61499 allows to better synchronize
adaptation steps. According to the literature, the IEC 61499

management interface is mainly used for adapting control
algorithms [16]–[19]. The topic of using the management
interface as basis for the reconfiguration of communication
links is only briefly discussed in a few papers [20].
Summarizing, the IEC 61499 approach provides a very good
baseline for reconfigurable control systems in a distributed
environment but a more formalized approach for defining
reconfigurable gateway functions in order to dynamically adapt
communication links is currently missing.
D. Model-Driven Architecture and Engineering
The Model-Driven Architecture (MDA) and its related engineering approach (MDE2 ) has been developed by the Object
Management Group (OMG) in the computer science domain
for software systems to improve the whole design, development and implementation process [21]. One of the main goals
of the MDA approach is the focus on the development of
domain specific software models. Following the MDA/MDE
definitions, normally a Platform Independent Model (PIM)
of application programs, the specification of the execution
environment, i.e., a Platform Definition Model (PDM), and
the mapping of the PIM to a PDM—resulting in a Platform
Specific Model (PSM)—is carried out. The PSM is normally
used for the (automatic) generation of code for the execution
environment, i.e., Implementation Specific Model (ISM) [22].
While the MDA/MDE approach is well known and widely
used in computer science it is not a very common practice
in the industrial automation sector. During the last few years
some research groups provided first solutions and adaptations
of the MDA approach for automation and control systems.
Very interesting concepts are for example proposed by Thramboulidis (integrated mechatronic engineering using elements
from IEC 61499) [23], the European project MEDEIA (modeldriven automation based on IEC 61499 definitions) [24] as
well as by Hästbacka et al. (usage of UML Automation
Profiles for MDA and code generation based on IEC 61131-3)
[25], in order to mention a few of them.
Concluding, the major advantages of using MDA/MDE in
automation and control systems are related to the simplification of the design and implementation process. Normally, this
would lead to higher software quality with reduced errors and
faults as well as in a higher design productivity.
The discussion above shows that the current automation
standards provide some concepts for modelling communication services. However the generalized view in IEC 61499 together with its built in support for reconfiguration shows some
of the advantages of this standard compared to IEC 611313. Another benefit of IEC 61499 is the possibility to use its
concept in an MDA/MDE approach.
III. A NALYSING IEC 61499 C OMMUNICATION PATTERNS
Since the IEC 61499 standard has been developed for
distributed control systems, the communication is an important
topic. This can be seen at first in the system model with
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the interacting devices connected with network segments and
the distribution (mapping) model where applications are distributed to these devices and interact via the modeled network
segments. As IEC 61499 is a generic standard it cannot
provide specific communication means for this interaction.
Nonetheless it defines in Annex E two generic communication
models and a suggestion for encoding and decoding IEC 61499
events and data according to the ASN.1 specification. The
two generic communication models represent a bi-directional
transaction with the Client/Server model and a uni-directional
transaction with the Publisher/Subscriber model as introduced
in Section II-B. These two models fulfill most requirements
of distributed IEC 61499 applications. Since the two communication models are generic it is also possible to map other
communication protocols that support either the Client/Server
or the Publisher/Subscriber approach. This mapping can be
seen as the transformation of the PIM to the PDM.
A. Bi-directional Transactions
For bi-directional transactions IEC 61499 defines a pair
of generic SIFBs named CLIENT/SERVER (see Fig. 1 for
the interface definition). The data exchange is hereby from
the CLIENT to the SERVER and back from the SERVER
to the CLIENT. Before the data exchange can be performed
both SIFBs need to be initialized. IEC 61499 defines that the
SERVER has to be initialized first before the CLIENT can
within its initialization phase establish a connection to the
SERVER. This is one of the main drawbacks of this model
as one has to ensure that the SERVER is ready before the
CLIENT starts to initialize, which can be hard to ensure in a
distributed control system. The typical usage scenarios for this
model are master/slave interactions between application parts
or a remote service invocation. There the CLIENT triggers a
service provided by the SERVER, which returns the result of
the invoked service to the CLIENT.
B. Uni-directional Transactions
The second method is described in IEC 61499 with the
SIFB pair PUBLISH/SUBSCRIBE (see Fig. 2 for the interface
definition). The transaction is directed from the PUBLISH
to the SUBSCRIBE. In contrast to the bi-directional model
there is no initialization order in the unidirectional model,
which is a great advantage. Furthermore, several SUBSCRIBE
SIFBs may listen to the same PUBLISH SIFB. The main
drawback of this transaction model is that the PUBLISH SIFB
gets no feedback if the data has been correctly received and
the SUBSCRIBE SIFB has no information if a corresponding
EVENT

INIT

INITO

EVENT

EVENT

INIT

INITO

EVENT

EVENT

REQ

CNF

EVENT

EVENT

RSP

IND

EVENT

BOOL

BOOL

CLIENT

SERVER

BOOL

QI

QO

STRING

ID

STATUS

STRING

BOOL

QI

QO

STRING

ID

STATUS

STRING

ANY

SD_1

RD_1

ANY

ANY

SD_1

RD_1

ANY

ANY

SD_m

RD_n

ANY

ANY

SD_n

RD_m

ANY

Fig. 1.
Generic CLIENT/SERVER SIFBs for bi-directional transactions
according to IEC 61499-1 Annex E [2]
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PUBLISH exists. For critical communication additional means
(e.g., timeout monitoring or handshake mechanisms) may need
to be added on the application level. Summarizing, the unidirectional transaction model is suited for representing control
and data flow in IEC 61499 application, where the originator
needs no knowledge on the receiver and vice versa, as it is
the case for IEC 61499 event and data connections.
IV. R ECONFIGURABLE C OMMUNICATION G ATEWAY
C ONCEPT IN G ENERAL
A. Engineering Approach
For modern distributed automation systems, especially in
large scale industrial applications, the communication system
is of a major importance. Thus decisions about protocols,
hardware, software, etc. are often taken at the beginning of
the design process. Changing system requirements, updates in
hardware, etc. often lead to adaptations of the communication
system. This, as well as other competing system requirements
(e.g., metrological, control, or safety demands) often causes
the communication system to be “glued” together in order to
include all components as it evolves over its life-time.
1) Engineering using MDA and IEC 61499: The use of
glue-logic requires detailed knowledge about each part from
the engineers using the system. To ease the engineering effort,
approaches using a MDA/MDE have been introduced in the
automation domain as briefly discussed in section II-D. Using
such an approach a PIM can be created for the communication
system independent from its actual implementation (i.e., protocols, medium, latencies, etc.). Once the design is complete the
model can be transformed into a PSM using the specifications
defined by the PDM.
An MDA/MDE approach is in general possible using
IEC 61499 elements when modeling the communication system [26]. The application model in IEC 61499 can be seen
as a PIM, and the PSM is created once the application is
mapped to devices. This principle is shown in Fig. 3 where
the platform independent communication model is mapped
to different platforms using platform specific parameters. By
using the generalized communication patterns described in
Section III generalized models of the communication services
can be created.
2) Process Interface: In order to communicate with the
process a corresponding interface is used. This is modeled with
the Sensor and Actuator SIFBs in Fig. 3. These SIFBs uses
the communication patterns described in Section III and act
as interfaces to the process, used by for example a controller
or a SCADA system. The actual mapping from the Platform

Fig. 3.
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Independent Communication Model to the Platform Specific
Application Part in Device 1 and Device 2 is achieved by
providing Platform Specific Parameters. The Platform Specific Parameters defines the specifics needed for the Process
Interface, i.e., it acts as a PSM. This means that if the
process interface of the application changes a new PSM can
be created by only changing the platform specific parameters.
In Fig. 3 the SIFBs for the sensors and actuators are mapped
to different hardware devices, which is practical if they are
spatially separated. If needed a mapping to the same device
is however also possible. The main point is that the platform
independent communication model remains unchanged even if
the platform specifics change, resulting in a mere remapping
in order to fit it to the new platform specifications.
3) Network/Communication Interface: The example in
Fig. 3 also shows an interface for communication between
the devices and with a possible SCADA system connected to
the Network Infrastructure. The PUBLISH and SUBSCRIBE
SIFBs define the communication between different IEC 61499
devices. The Platform Specific Parameters are once again used
to define the communication protocol used by the Network
Interface. This can for example be Modbus/TCP or OPC
for communication with the SCADA system or a proprietary
protocol for communication with a controller. The controller
and the SCADA system are depicted as one FB in the platform
independent communication application. However, they can be
split up into two FBs in order to better indicate the multiplicity
of the communication connection.
B. Management and Reconfiguration Interface
During the life-time of an industrial process the requirements and components/devices are usually changing. Therefore, an adaptation of the main control functions as well as the
communication services is in general necessary at some point.
For the communication services such an adaptation can be
anything from a complete redesign to a simple reconfiguration.
Using the MDA approach a reconfiguration is possible since
an update (e.g., change of the communication protocol or
parameters, device addresses) is only a matter of a remapping
to a new PSM. The condition is of course that a PSM of this
protocol mapping is already defined. The functionality and
availability of a critical system has to be guaranteed requiring
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Reconfiguration of SCADA communication

industrial Ethernet protocols were integrated into 4DIAC:
openPOWERLINK and EtherNet/IP [8], [9], [29].

IEC 61499 standard-compliant reconfiguration approach

B. Use Case: SCADA Communication
adaptations with a minimum influence as possible. The online reconfiguration of communication services can be a very
promising approach in order to make the necessary adaptation
and to maintain functionality, availability, and quality of the
system. On-line reconfiguration can be achieved using the
management model in IEC 61499. Following the management
model, a device has to implement a device management and
a management resource (MGR_RES) according to IEC 61499.
As mentioned in Section II-C there are eight configuration
commands according to the IEC 61499 management model,
which should be supported by the device management. An
example on how to use these commands is provided in Fig. 4.
Through the usage of a management resource (MGR_RES) and
the communication interface, the device management executes
(re-)configuration requests. In a first step (re-)configuration
requests are sent over the communication interface to the
management resource. The corresponding device management
SIFB interprets the (re-)configuration request and informs the
device management which is responsible for its execution.
V. P ROTOTYPICAL R EALIZATION AND E XAMPLE
A. Framework and Environment
In order to implement a prototype for the IEC 61499compliant reconfigurable gateway concept, as introduced
above, the open source solution “Framework for Distributed
Industrial Automation and Control (4DIAC)” [28] was used.
4DIAC provides an open, IEC 61499-compliant environment
that comprises a runtime system for small and resource
constraint embedded controllers, called “FORTE” and the
integrated engineering tool “4DIAC-IDE”. This open source
solution is available for different PC-based and embedded
hardware platforms. The current version of the 4DIAC environment supports various communication protocols like
TCP/IP (ASN.1), UDP/IP (ASN.1), Modbus/TCP as well as
OPC-DA. These protocols are useful for communication on
a normal Ethernet network, however for field bus communication special protocols are often needed. To extend the
possibilities of the IEC 61499 gateway using 4DIAC, two

This use case is intended to show the usability of the
IEC 61499 gateway as well as to demonstrate its opportunities
and advantages. An overview of the communication system for
this use case is shown in Fig. 5. The aim is to show how FB
reconfiguration can be made using 4DIAC (as described in
Section IV-B) and to show how the communication SIFB (see
Section III) are used in practice.
In this example the catalyst is the integration of a web
server component in order to allow remote supervision of an
industrial control process, which consists of some controllers
(i.e., IEC 61499 devices and other embedded devices) and
measurement devices. Before the addition of the web server
the SCADA system communicated with the measurement
devices over Modbus/TCP. The control devices which needed
measurements did not have support for Modbus/TCP and thus
they needed to communicate with the measurement devices
over the IEC 61499 gateway which translated from TCP/IP
to Modbus/TCP. This configuration represents the network in
Fig. 5 without the parts marked red.
To allow remote supervision the web server needs the
measurements. One possibility would be to establish a communication between the web server and the measurement
devices over the control and measurement bus. This option
was however discarded since this would result in even more
traffic on the already heavily loaded control and measurement
bus. To overcome this problem the communication between the
SCADA system and the IEC 61499 gateway was reconfigured
from Modbus/TCP to OPC-DA using an OPC-DA server in
the SCADA system. Thus the web server can access the data
through the OPC-DA server. Since OPC-DA can use reporting
(i.e., an update is sent when the data is changed) it also has
the advantage that polling is not needed any more, reducing
the load on the control and measurement bus. The parts that
were reconfigured are outlined red in Fig. 5.
1) IEC 61499 Gateway Implementation: The IEC 61499
gateway shown in Fig. 5 must be configured to support
protocol translations between two Ethernet networks. This is
made possible by the FB network seen in Fig. 6. The three
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IEC 61499 FB network used for the gateway

CLIENTs using Modbus/TCP on the left side of the figure
collect the measured data from the measurement devices. In
this figure three measurement devices are used. The collected
data is published to the “Control and Measurement Bus” by the
two SERVERs on the right side of Fig. 6. Before the gateway is
reconfigured one of the SERVERs uses Modbus/TCP for communication with the SCADA system and the other SERVER
uses plain TCP/IP for communication with other IEC 61499
devices and PLCs. When the gateway is reconfigured the
SERVER using Modbus/TCP is exchanged with a CLIENT
using OPC-DA. The new OPC-DA CLIENT adopts the same
events and data signals used by the Modbus/TCP SERVER.
More detailed information about the CLIENT/SERVER SIFBs
can be found in [30]. The reconfiguration is done using the
management commands described in Section II-C. This use
case uses a simple communication model which is mapped
only to one device. It can be compared to the description in
Section IV. The REAL2REAL FBs are needed for data type
definition. The SERVER and CLIENT FBs are generic and
can be used with any data type, however when instantiated
the used data type needs to be defined.
C. Use Case: Controller Development
The development process of a controller is usually divided
into different stages and nowadays it is common to use various
kinds of simulations as validations methods before deployment
of the controller to the real process. Such simulations may
be located on different simulation platforms allowing offline
and real-time experiments. Each simulation environment has
its own interfaces for communication with the outside world.
This makes the controller development challenging since new
interfaces must be regarded when the controller is validated
against a new simulation tool. In such an environment a real
device may at any time be replaced by a simulated one if a
controller update must be verified, or the simulation platform
of a device may change. The crucial point here is, that these
changes in the periphery should not impact the core control
application. Ideally this application can remain unchanged

Industrial Ethernet

Real Time
Simulator

Industrial Ethernet

Real
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Fig. 7.
IEC 61499 gateway used for controller development, currently
connected to the real process

even if external devices may change [31]. The concept of
the reconfigurable gateway is one way to facilitate controller
development, by providing a platform independent communication interface between the controller and the process (real
or simulated). Such a solution is shown in Fig. 7.
1) Generic Communication Interfaces: The aim of the
specification in Fig. 7 is to make the communication for
the controller transparent and independent from the interfaces to the platform below. Depending on the current validation stage (i.e., testing against a simulation or against
the real process) the gateway can be configured with the
needed interface resource establishing a connection between
the CTRL_COM_APP and the interface resource. In Fig. 7 the
controller is currently tested against the real process, i.e., only
the PLANT_RES is loaded on the gateway device.
From the CTRL_COM_APPs point of view the direct communication to auxiliary devices is replaced with communication to local IEC 61499 interface resources using generic
publishers (i.e., PUBL) and subscribers (i.e., SUBL) according
to the “IEC 61499 Compliance Profile for Feasibility Demonstration” [5]. This functionality is provided by communication
FBs which are special IEC 61499 SIFBs using shared memory.
The PUBL/SUBL communication can be compared to UDP/IP
connections but it does not generate any network load nor has
it problems with network latency. This means that the direct
communication to the external devices is implemented in the
dedicated interface resources.
In the use case three different interface resources are used
for communication with the validation environments:
• SIM_RES has one application (SIM_APP) which provides the TCP/IP interface to a simulation environment
for offline simulations.
• RT_SIM_RES has one application (RT_SIM_APP),
which provides an Ethernet POWERLINK interface to
the real-time simulation of the the process [8].
• PLANT_RES has one application (PLANT_APP) which
provides the interface to the real process. In this use case
EtherNet/IP is used [9]. Since this interface is the same

as between the controller and the CTRL_COM_APP this
interface resource achieves the same as would a direct
connection between the controller and the process.
The applications running on the interface resources do
not only have the purpose to provide the specific interface
implementation to the different platforms, but also to provide
a generic interface toward the CTRL_COM_APP.
VI. C ONCLUSION AND O UTLOOK
This paper describes an approach for an adaptable and
reconfigurable communication gateway using IEC 61499.
Using a MDA/MDE approach with IEC 61499 capabilities
the communication system can be modeled as a PIM. This
enables excellent opportunities for fast reconfiguration since
this is reduced to a matter of a remapping to a new PSM.
Moreover, using the generic communication patterns provided
by IEC 61499, communication links can be described in
a generalized way, i.e., modeled as CLIENT/SERVER or
PUBLISH/SUBSCRIBE connections. Two use cases have
been described showing two possible application scenarios
where reconfiguration as well as a generalized communication
model for the gateway function are needed.
The future work is related to the integration of additional
protocols for more versatile gateway functionality. The proposed concept will also be used in the power and energy
laboratory of AIT providing a flexible validation platform for
the control application development in Smart Grids.
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