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analyzed and contains the set of constituent tangible and intangible assets, including hardware components, networks, data, employees, policies etc.
We are currently experimenting with two alternative approaches that allow us to use reasoners and/or query languages. The first approach
is to capture the knowledge in OWL 2 ontologies
[3] modeled in Protégé [4], reusing concepts from
the information security ontology introduced in [5].
The main advantages of this approach are that it allows us to transform attack patterns into SPARQL
queries on the system model and that the modeled knowledge may easily be shared by a community of users and that existing reasoner engines can
be used. The second approach is to formalize the
knowledge in Prolog, using the SWI-Prolog [6] implementation. This approach offers substantial performance advantages and is hence more suitable for
optimization purposes.
To specify an optimization problem, we define attack scenarios that consist of (i) an attacker model
and (ii) a definition of the attacker’s objectives.
While attackers are typically classified based on
a natural language description in the literature
(e.g., external, internal, government, secret services
etc. [7]), we take advantage of our formal models
to allow for more specific attacker definitions that
include particular objectives (e.g., access a particular data asset) as well as attacker attributes such as
available equipment, skills, knowledge, and points
of entry. Based on this attack scenario definition
and the abstract attack patterns modeled in the
knowledge base, it is possible to derive sequences of
attack actions that enable the attacker to achieve
the particular objective while accounting for individual attacker characteristics. In this context, we
build upon and extend the existing literature on
graph-based attack modeling [8, 9, 10].
The attack simulation is implemented in Java and
based on an explicit behavioral model to capture
the dynamic interaction between the simulated attacker and the system. It requires efficient means
for maintaining and processing a timeline of events.
To this end, we use the scheduling mechanisms provided by MASON [11], a fast discrete-event simulation core written in Java. During simulation runs,
several types of events (for attacker actions, detective control actions etc.) are used to model the dynamics. Random distributions are used prevalently

Today’s most severe information security threats
are no longer random, opportunistic attacks such as
viruses, but targeted attacks that combine multiple
attack vectors to achieve particular goals. Managers responsible for ensuring the security of complex information systems are therefore confronted
with growing numbers of increasingly sophisticated
attacks. In line with this development, the focus of
information security research has broadened from
individual technical vulnerabilities toward threats
that emerge from the dynamic interaction of multiple attack vectors and their deliberate exploitation by sophisticated attackers. To cope with such
threats, a comprehensive approach to secure information systems by selecting a set of appropriate security controls (i.e., countermeasures), while trading off multiple cost and benefit objectives, is necessary. For a related early approach, cf. [1].
In our ongoing research project MOSES3
(”Multi-objective decision support for efficient security safeguard selection”), we tackle this challenge
and develop an optimization framework based on
the idea of simulating deliberate attacks on a modeled systems with various sets of controls (i.e., “control portfolios”) in place. To this end, we combine
rich conceptual modeling of security knowledge, explicit behavioral modeling, attack graph generation
techniques, and discrete event simulation to evaluate individual “control portfolios” (i.e., a modeled
system configurations with a particular set of security controls in place). A comprehensive conceptual
overview of the framework is provided in [2].
To simulate attacks, it is necessary to model
the required knowledge in a well-structured and
reusable manner. To this end, we use a knowledge
base c consisting of (i) an attack and control model
and (ii) a system model. The attack and control
model captures complex causal relationships and
may be shared among multiple organizations. The
system model, by contrast, defines the system to be
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within the simulation to capture uncertainty and
variability. It is therefore necessary to simulate a
large number of attacks to evaluate a single “control portfolio”, which is characterized by a string of
binary design variables that indicate whether or not
a particular control is applied to a particular asset.
A control portfolio’s fitness values are estimated by
aggregating over a number of samples taken. In
this context, different aggregation functions may be
used for different criteria. The common approach
of averaging across simulation runs may be complemented with minimum and maximum values, which
is highly relevant in risk evaluations where worst
case values are frequently more interesting than average values.
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In our talk, we introduce the problem setting, describe our approach, and illustrate the application
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report on initial experience with a standard metaheuristic solution procedure, particular challenges
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work, suggestions are not only welcomed, but highly
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