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Abstract: The European Union released a proposal on the protection on individuals with regard to the
processing of personal data and the free movement of such data. One goal of the Data protection
Regulation is to form the statutory framework to facilitate the adoption of cloud technology by Small and
Medium Enterprises and mitigate the risks stemming from introducing Cloud Computing Service
Providers (CCSP) into their supply chain networks. The developed evaluation criteria stemming from
the Regulation should help SMEs to assess CCSPs for compliance and their capability of handling
modern security and privacy objectives.
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1 Introduction
Today cloud computing technology and its various fields of application have reached a
momentum and like every other, rather young technology service, the adoption and
integration of cloud computing in the existing supply chains faces different problems and
risks for small and medium-sized businesses. The European Union has identified cloud
computing as a major future technology in the Information- and Communications
Technology (ICT) sector and aims at enabling the economy to faster adopt and facilitate
cloud computing through all sectors. The utmost important regulation for this cause is the
upcoming European Data protection Regulation, as for the moment only available as an
evolved proposal.
Information has become one of our utmost important resources in most industry branches,
data has become a very liquid good that can easily be transported across sites, cities and
borders and this generates a complete new challenge for SME's using or providing cloud
computing services. The motivation is to distil evaluation criteria out of the regulation and
security guidelines from the European Union to create a framework for SMEs that help them
adopting cloud computing in their IT assets in a secure way.

2 Results
The first step in the assessment of a CCSP is to identify who holds which role. Regarding
the Regulation there are the roles of controller, processor and the joint controller. Each role
has its own set of rights and duties therefore the SME has to identify the role of every
partner in the supply chain and evaluate their level of compliance in accordance to their role.
The key component of any cloud service nearly always revolves around data. The
Regulation gives insight on the different classes of data and how to evaluate the CCSP
regarding his implementation of security and organizational measures to protect this data.
Especially personal data – any information relating to the data subject – and sensitive data
have to be protected to prevent unlawful use.
Another criterion is given by the need of documentation due to the heavy impact on security.
Documentation is important to demonstrate results that originate from selected security
measures or controls and makes decisions traceable. In combination with the necessary
authorization from the supervisory authority prior to the use of personal data and a detailed
data impact assessment the Regulation establishes traceability in the relationship between
SME and CCSP.
Every venture working with the personal data of data subjects (an identified natural person
or a natural person who can be identified) has to establish procedures that enable the data
subject to exercise his/her rights. Due to the new data centric business models the
Regulation identifies the collection of personal data as a field that is in need of adjustment
and therefore demands the provision of possibilities of rectification, erasure, access and
objection for the data subject.
The Regulation also introduces the data protection officer that has to be established by
every corporation that employs 250 people or more, that is a public authority or body, or if
his core activity requires regular and systematic monitoring of data subjects. The data
inspection officer has to be involved in all issues related to the protection of personal data
and is responsible to keep the SME informed regarding his obligations to the regulation.
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The regulation describes very precisely the circumstances under which data can be lawfully
transferred to a third country or an international organization for further processing purposes
and thereby reacts to the current uncontrolled cross border flow of data. It states four core
scenarios that help to evaluate if a data transfer anywhere in the supply chain is legally.
Another criterion is the encouragement of codes of conduct that include commitments to fair
and transparent data processing and to the lawful collection of data and a certification
scheme that proves the proper application of the Regulation by the SME or CCSP. The
development of certificates, certification mechanism, data protection seals and marks will
help elevating the possibilities of the SME, to assess the level of data protection and
compliance provided by the CCSP.
The European Union is well aware that especially the adoption of cloud technology by SMEs
is a critical success factor to enable the cloud to reach its full potential and therefore has
identified cloud-specific Key Actions in the Europe 2020 plan. One action is to cut through
the jungle of standards by identifying and counteracting typical risks and challenges like the
Availability of services and data, the current lack of data classification mechanism, integrity
issues, confidentiality concerns, regulatory compliance, reputability, lack of forensic
readiness, loss of control, responsibility ambiguity, lack of liability, migration problems and
lock-in.
Since cloud services have special requirements regarding security and privacy objectives
the European Union Agency for Network and Information Security developed a guideline
that aims beyond the traditional IT infrastructure and security requirements and developed
standards that elevate security and privacy objectives that are regarded major in the field of
cloud computing, this includes protection of data from unauthorized access, disclosure and
modification, the insurance of isolation, service availability, appropriate security provisions
for cloud applications, security of connections and networks, enforcement of privacy policies
and incident prevention, detection and response.
Every listed criterion can be used by the SME to assess current or future cloud service
providers in his supply chain. The criteria focus on the view of the European Union well
aware that there are several nongovernmental guidelines in the field of secure cloud
computing.

3 Conclusion
There is a major need of regulation in the information market and SMEs are waiting for the
upcoming Regulation to align their business strategy appropriately. Nonetheless a firm and
solid security strategy pose as a competitive advantage in the fast developing cloud service
market. It is beyond all questions that a SME sooner or later has to add cloud services to its
infrastructure to stay competitive but the SME can choose how he integrates this technology
in his business model and thereby influences if it will be successful or end in disaster. Not
every criterion applies to any scenario; the SME has to verify where the criterions are
applicable and if they are enforce them. The aggregation of evaluation criteria stemming
from the Regulation also helps cloud service providers by identifying criteria that are
applicable to their business model and giving them a competitive edge by implementing the
regulatory criterions and thereby facilitating compliance, strengthen security and boosting
customer confidence. Since the Regulation is still in progress the final version may change
some details of the here presented criteria.
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