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iniGrid — Integration of Innovative Distributed
Sensors and Actuators in Smart Grids

> Flagship project

* RTlinitiative, bmvit, FFG, Klima+Energie Fonds \]) mm m 'ﬁ,
* elMISSION.at — 4th call for proposals U

> Funding & Duration

* 4.1 Mio € costs (2.3 Mio funded)
* 2014-2018, 42 months

> Dlverse consortium

Institute of Computertechnology, TU Wien§

* Austrian Institute of Technology GmbH
* Eaton Industries (Austria) GmbH

* Infineon Technologies Austria AG

* Zelisko GmbH

* Sprecher Automation GmbH

* Fachhochschule Oberfésterreich

* Linz Strom Netz GmbH

* MOOSMOAR Energies OG
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iINiGrid - Goals

> A) Energy Management on Prosumer Level (focus of this work)

> B) Low Voltage Network Optimisation

> C) Medium Voltage Network Optimisation on Substation Level

> D) Medium Voltage Network Optimisation on Management System Level
E) Distribution Optimisation across Voltage Levels

v

Policy goal Reduction of CO2 emissions
Distribution Grid Operator R
Strategy Use of renewables Energy efficiency SCADA f(*')
= : ;
% Markets Medium Voltage Grid
. End-use equipment and
Relevant domain Distribution grid istomar Inetslintions
Customer Energy Voitage
Cost of grid Identify efficiency Management SVStem =
Challenge = : )
reinforcements potentials Voltage (O
Current g Secondgry
: . o Substation
Approach Actl_ve operation, Monitoring and energy Node
capacity management management Actuator
o
Common required Dedicated, integrated and networked o Sensor
technology sensors and actuators
E Control

Customer Premises Low Voltage Network
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Hybrid Switching Smart Breakers

Active components and sensors with existing devices

Main

Protection
Function
‘ L L ” “ o 1
& ,! (] ; .7 . ® ." =3 g 2 — k- (30 ts
’ | “-V' X ' "oy

sl T > > T A & T

' == b » d, > B X e ! :;‘,_ ° :G) : g: . . ri
—_—— . o . o Saagq ' R
& - QL Smnverar 1 NN I
l b Und. Voltage  Aux. Contact  Shunt Trip Main RCBO Reclosing Unit | | | | |
Remote Trip Function
d.Neltwor_ked tP dC V\.”th Wireless LAN Metering & Breaker I:I{:ecloglng
ISpiay, input devices, Coms Unit Connectivity Status unction
processing, and memory Undervoltage :
’ (ECI) Protection  Information

Integrate into Smart Device > Smart Breaker

First technical proof of

concept validation prototype '
| ] ]
B (3

Final Demonstrator-1
samples

(4 phases and 2 phases)
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Functionality Requirement — Customer
Energy Management System (CEMS)

> main customer benefit on different levels

* installations in residential/commercial/industrial segment
* installations of 10-100s Smart Breaker switchable loads

> four smart grid functionalities for Smart Breakers (SB)
* fail safe: providing limits to SB ahead of communication loss

* priority list: configuring importance of switched devices for soft start after
shutdown or blackout

* self consumption: algorithms optimizing reliable self consumption using local
switchable battery storages and generation

* switch patterns: SB-network operator (eg. SCADA) learn / build
knowledgebase of successful patterns of switch-states & communicate them as
emergency plans (in different granularization hour/day/week)

SCADA: Supervisory Control and Data Acquisition



PoC — Process

simulate distribution system,
provider or automated sensor

Smart
Smart Meter Breaker
interface to wireless
. . o ¢
equipment
outer
Smart
| Breaker
_O/M\N\Hﬂ
; |
1 | | Smart
‘ . 5 Breaker
spberry Pi. o
housing communication, .
actors, and intelligence
demonstration board ]‘or L -
testing and presentations

proof of

development &i
stages

©»
-

SCADA: Supervisory Control and Data Acquisition PoC: Proof of Concept
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Experimental PoC: Customer Energy

OpenMUC Data Manager

> deployable on affordable off-the-
shelf hardware (Raspberry Pi 3)

* switches+meters, display, input, CEMS, GUI

* open communication framework OpenMUC
for accessing the hardware, testbed board

* secure communication by VHPready, SSH
tunnels, IEC 62351 and IEC 61850

> communication failure testbed
* hardware setup
* Charles proxy 284
> emulation of low voltage grid e
* tapchanger transformer s | 2%
* continuous testing of communication mocks

Mains

2| Tapchanger

=| Programmable
| Loads (drains)

- STT800 controller, IEC 61850 & Modbus Concentrator
drivers Safety M
Configuration
* Wireshark communication records for security
analysis

PoC: Proof of Concept GUI: Graphical User Interface
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PoC — RaspberryPi

GroBschonau Ul

smart grid application
prototype (OT + IT)

PIMUE ‘ QREnngnt Zona 5 Ughts Zone 4 Light Zone 5 Ventilation
iorvote @ ofler is QLY | | controtieris @EXME) | | controter is (EIEDY
Power Meter A B0 1.0 d[ 595.100 Jw \ loadLO_-Iw | Load[601.864 w| Load[ 531661 |w ® Ope n M U C C E M S

------ power's @D | | rowerss QT || rower's QD
S0 - Pateize t 11 T 1t
S8 - Produet nall ~

reaxer reachable | Breaker reachable W B

the right tool for the job » touch screen interface

e |ocal intelligence inside
» physical world connected

sssss

ensor inactive

! | Legend
w e
|
: Application
|
|
| m
|

Raspberry Pi
~ fail safe functionality =a
limits for smart breakers ahead of communication loss |

> priority list functionality |
configuring importance of switched loads for soft start after shutdown or pre-blackout critical emergency
states

> self consumption functionality (FHOE partner cooperation)

optimizing usage of local renewable generation and battery storage systems (3" party algorithms)
PoC: Proof of Concept OT: Operational Technology IT: Information Technology
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PoC - SCADA

> the right tool for the job

B sceor

switch patterns functionality

allows distribution optimization across
voltage levels, increases
predictability, and allows configurable
emergency behaviors

TU E.1T-N ZELISKD

WIEN

r P
® | iniGrid SCADA =

Command Center | 1L Green | ‘¥ Yellow | ‘CJ Red | ik Emergency Plan

Automatic State Estimation

Manual SCADA Operator Mode Measured Yellow Red

7
|

iniGrid SCADA k=] o6 -

i

Command Center | 4 Green | & Yellow | “Cgk Red | 'Lk Emergency Plan

Q(U) Green status

3 HY P w? 100 v 0
a2 N | Y
% iniGrid SCADA RS

Command Center | ‘L Green | \L§ Yellow | "_j Red | {{ g Emergency Plan

Shed loads: Mode

Consuming v
Powerondelay: | 300 seconds randomized
No managed loads
Redistributionin | 3600 seconds
® 10% of managed loads Repeat signal for new load managers after: = 300 Seconds
25% of manages loads Limit sheding to area codes

50% of manages loads
Use commas to seperate

All managed loads

emergency shedding for crisis simulation
adjustable shedding percentage (switch patterns)
uni-directional communication (SCADA > CEMS)

PoC: Proof of Concept -
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Function proof with PoC at AIT SmartEST Laboratory

> use case (A-E) based
usage scenarios

> grid simulator

> switching of (more) realistic
loads n

38
REH
e
B3
i
s
R

> successfull validation of =
various concepts v
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response

PoC: Proof of Concept
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Field Test Location

> deployment at active museum in Lower Austria
> approx. 30000 visitors / year

> approx. 45000 — 48000 kWh yearly total consumption
(we only control a small part of that)

> local PV system with 82 kWp
> centralized ventilation system

> flexible exhibition setup




Field Test Use Cases

> use case 1: multimedia (MM)
* control various MM equipment with
varying bootup times
* based on movement sensors in adjacent rooms
> use case 2: ventilation
* multicriteria decision: air quality, regular intervals, manual triggers
* marked as “optional equipment” for use case 4

> use case 3: lights
* triggered by movement sensors
* multiple entries and exits

> use case 4: demand response communication

* simulated grid stress
* attempt remote active grid stabilization



Field Test Setup

Sonnenwelt
., GroBBschonau

> local deployment

distributed
* two stage deployment using control .. -
laptop and Pi et SCADA
p p _-- - _USE CASE 4 .--""'65'n'v'P'N'%Jn'n 1.“:-\"" - - -
* CEMS measurements Linzo+—|: "~ Wien
. CEMS ¢

(Raspberry PI)

> local optimization

. o O r
> remote Interaction via - @<-

\\-f/ Router Laptop g
secure tunnel o L
total deployed hardware | p _v L el )
© Ix Rasperry Pi 3 inCL tOUCh LCD SmértBreaker SmartBreaker . ""'-SmartBreaker

* 1x ethernet switch

N\ ’-\
N ~ %, Y
* 1x ethernet communication interface JJ @ 7)
* 4x smart breakers Air quality  Ventilation k Lighting

. . ] sensor Motion Multimedia Motion
2X SW|tCh cablnets detector System detector

* 4x binary input, xComfort _ usecAase1 J\ usecase2 J\ USECASE3
* 1x analog input, xComfort

* 1x air quality sensor, xComfort
* 4x movement sensors, xComfort

I & T (= l‘.HQH 970 ENERGIES G
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Field Test Data Resulvtg_

L3

> validated concepts - 7 1
* commanding limits of power/voltage o {1 .
SUCCGSSfU”y SmartBreaker l SmartBreaker SmartBreaker I
* emergency shedding possible S "J ’J %
gency ng p © S / Jk X
* according to security standard Air quality  Ventilation Lighting
VHPready d:::’;:::, el giten

° centralized installation and by-power- | ysecase:  J\ usecase2 J\ usecases

line control feasable Comparison of Annual Projection in kWh

6000
. Consum t. . 5000 before Deployment
ption impact w00 339
- (o) mwith iniGrid
* 1 month baseline, 8 operational 5000 - 25%

* significant improvements for p000 - 6%

ventilation and multimedia equipment

1000
* meeting commercial baseline for
Ilg htlng ° UC1: Ventilation UC2: Multimedia UC3: Lighting

WIEN



Results — Multimedia Detalls (uc2 exampie)

Gesamtverbrauch Kosten
45 kWh Q 6,39 EUR
¥ 408%/31kWhe@ ¥ 403% /431EUR@

Geratediagramm

11 Jul 08:00 16:00 12_jul 08:00

Die Mit

Gesamtverbrauch Kosten

25 kWh Q 3,07 EUR

¥ 138%/4kWh@ Y 19% /006 EUR@

Geratediagramm
| MMM|M |
12.Sep 08:00 16:00 13.Sep 08:00
Die Mit
]

Kohlendioxid-AusstoB

4kg CO;
¥ 50% /4kg CO,@

KWh

08:00

16:00

Kohlendioxid-Aussto

2 kg CO;
+333%/1kgCO; @

Wt
Kvyn

i \M.

(]

0 16:00

S~

\ CeeRdsTERRBICH |

-
=

eh sTrROM

15min 60min 1d 1W 1M F Wl S Q&

before iniGrid

0,5 kWh

|”“||‘ ‘ | “| N
" |‘|H H| AR [ 0 kWh

08:00 16:00 15.jul
Sam

15min 60min 1d 1W 1M Yy M L A
with iniGrid
1 kWh

0,5 KWh

I Ll

08:00 16:00 16.Sep
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ReSUItS Vent”at'On Deta”S (UC1 example)

massive changes (challenges):
> increased volatility on device level

> frequent switching events
> changing operation levles
> not deterministic

IniGrid A Gesamtverbrauch Kosten Kohlendioxid-AusstoB
u - u
Liftung F7.5 - 49 KWh - 6,75 EUR 5 kg CO before iniGrid
v © : [
0% /0KWhO© A 04%/003EURO@ = M0%/0kgCO0
Zeitraum =
z i N V il ”
12 06.17 14.06.17 Geratediagramm kWh Kosten 60min 1d 1W 1M ol Q
Kategorien v
2A
12 Jun 06:00 12:00 18:00 13.Jun 06:00 12:00 18:00 14 Jun 06:00 12:00 18:00
Mon Die Mit
IniGrid v Gesamtverbrauch Kosten Kohlendioxid-AusstoR
) - ] n ]
Luftung F7.5 ~ 35 kWh : 4,55 EUR 3kg CO,
v 8 I~
¥ 314% /16 kWh @ ¥ 377%/275EUR @ = Y 40%/2kgCO; @
Zeitraum =
¢ i A in i N v <l -~
24.07 17 26.07 17 Geratediagramm kWh Kosten A n 60min 1d 1W 1M y o o Q
Kategorien v
2A
Aktualisieren £ l I 0A
24 Jul 06:00 12:00 18:00 25 Jul 06:00 12:00 18:00 26.Jul 06:00 12:00 18:00
Mon Die Mit

Co
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Distributed Control Test Results (wuc 4 example

on-Site at Linz Strom Netz

secure communication in accordance to
VHPready IEC 62351, IEC 61850

succesfull state communication

succesfull load shedding

700374 FO at. t.inigrid .
ada/MMXU1.Pmin.mag.f: 8.8, pmax
iedisprect Y MXUL.Unin.nag.f
iedisprecherscad
: 10.8, delay
. s MMXU1 . RCP
[main] wien.ict.inigrid.mock. ir
i1sprecherscada/MMXUL . Prin .
2000.0, umnin=ied

linzag.at

Status

logged in

t1sprecherscada
.mag.f: 3680.08, rcp=iedlisy AR e o
718377 (main] INFO at.tuwien.ict. ni " idserver.Inigr ing time ¢ Status
pnin=iedisprecherscada/MMXU1.Pn i 8. recherscadas EQ- P
2008.8, unin=ie } MMRUL.Onin.nag.f: 283.8, umax=iedlspn 13:50:5 unlimited MB
MMXU1 .U 2 . iedisprecherscada/MMXU1 . Mode .mag . f . hh:mm:ss unl
1sprecher: M 10.0, delay 1sprecherscada/HM
3.8

nlimited MB

ca
.mag.f: 3688.8, rcp : MMXUL . RCP.mag.
715378 [main] at.t en . ict.inigrid.mock. inigrid

ag.f: 2 .8, umin=ie . . ada/ )1 .Unin.nag.f: .9, X 5 pr Status Information
/ - may . .9, . may . a
i HH.

node =iedls ch
sprecherscada/M . .mag.f: 18.8, delay=iedisprec}
3680.8, rcp=iedispr erscada/MMKUL . RCP.mag. f Logoff  Refresh

dis
.mag.f:

Curment State: Connected
06 09:57:02 2017 open_tun = e
017 TAP-WIN32 device [Local Area Connection 2] opened F ) ) Automatic State
fersion 9.21
UN subnet mode network local/netmask J 8 ,
AP-Windows ditver to set a DHCP IP/netmask of 10 Manual SCADA Operator Mode
ccessfl ARP Flush on interface [17] {41D1FE43-1957-4EB!
fconfig, tt->dd_fconfig_lpv: up=0
MANAGEMENT: >STATE:1512550622 ASSIGN_IP..10
ES: 0/0 succeeded len=0 ret=1 a=0 u/d=up

>STATE: 1512550628 CONNECTED,SUCCESS.10.8.0.262212.1

Execute Yellow

Execute Red

3 3 [ Change every: 3 Minutes
Execute Emergency Plan — -t utes




Field Test Summary

> using smart breaers for DSM validated -> new challenges

> traditional building automation & hybrid breakers (goal A)

* local centralized setup w/ less switches & central access

* modular framework for control algorithms
—closed loop eg.: for movement and air-quality
—open loop eq.: for regular venting and exhibition hours
—allows integration of sophisticated 3rd party algorithms

> validating dynamic reaction to grid (goal E)
* disabling non-essential components on demand (ventilation)
* encrypted communication in secure tunnel (security)
* uni-directional communication (privacy ... and security) /{»Q

www.inigrid.at

DSM: Demand Side Management
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