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a b s t r a c t

In numerous safety critical applications, the use of high-reliability or radiation-tolerant equipment
may not be a viable option due to the presence of several constraints (such as cost) and the need to
utilize Commercial off-the Shelf (COTS) equipment. However, such equipment may not meet reliability
requirements, and therefore certain appropriate measures need to be taken to enhance their reliability.
In this paper, a fully software-based method is presented to increase the reliability of COTS equipment
against transient faults. The reliability of COTS is increased by utilizing a task-level redundancy in
operating system. The proposed method is evaluated using a software fault injection method and a full
system prototype. The experimental results show that the proposed method increases the fault coverage
up to 99.34%. Moreover, the proposed method can be used in embedded systems without any hardware,
software, or information redundancy.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

Although the last decade has seen a rapid increase in the
use of embedded systems, their reliability in critical missions is
still limited. To alleviate the reliability issues, many studies have
been done in permanent faults and propose different methods to
detect them [1–5]. Transient faults that occur in highly radiated
environments have also received a considerable attention. As the
probability of SEU (Single Event Upset) occurrence is increased,
the dimensions of the problem have been increased. This happens
due to reduction in size and increase in the voltage levels of
transistors [6–11].

Many techniques presented in literature to enhance fault toler-
ance require redundant peripheral hardware,whichmay pose high
infrastructure and reconfiguration costs in many applications. As a
consequence, many researches endeavor for fully software based
techniques to increase fault tolerance in computer systems as well
as embedded systems [12–20].

The work done in this paper is motivated by the fact that COTS
hardware with COTS operating systems are nowadays widely uti-
lized in embedded systems running critical tasks. Software based
techniques that are implemented in operating system level or
designed in instruction level, cannot be utilized inmany embedded
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applications and they need specialized operating systems, com-
pilers, and custom preprocessors. These methods usually result in
extra overheads in memory and performance. In order to alleviate
the foregoing issues, this paper presents a fully software-based
method to increase fault tolerance at application level for the real
time embedded systems. To the best of our knowledge, ourmethod
can be used in all COTS processors or operating systems. Moreover,
the proposedmethod is capable of detecting data faults. To demon-
strate the efficiency of our method, we have implemented it on a
commonly used embedded system and evaluated it via a software
fault injection method.

We propose a data fault tolerancemethod based on TTMR (Time
Triple Modular Redundancy). In this method, voting is done by
Manager Task. If an error happens on any tasks, the systemmay be
failed. This failure is monitored by a technique called Control Flow
Checkingmethod,which is used as a terminology in embedded sys-
tem domains. However in the software engineering papers [21,22],
the Work Flow Checking phrase is utilized for the monitoring
technique. Since our system target is embedded systems, all the
monitoring techniques in this paper are expressed by Control Flow
Checking.

The organization of the paper is as follows. In the following
section, a review of literature in this field is given. In Section 3,
the proposedmethod is described. The laboratory systemonwhich
the method is implemented is explained in Section 4, while in
Section 5, the experimental results are analyzed. Finally, the con-
clusion and future work are presented in Section 6.
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2. Related works

Provision of redundancy is one of the classical methods of
ensuring fault tolerance in computer systems. The approaches in
this respect can be classified into four basic types: (i) hardware re-
dundancy, (ii) software redundancy, (iii) information redundancy,
and (iv) time redundancy [23–28].

Time redundancy based methods are incorporated in different
levels; such as instruction level, procedure level, operating sys-
tem level and task level. Redundancy based methods in operating
system level that are used in distributed systems can include
time redundancy. In these methods, the operating system itself
is in charge of voting the task. Triple Modular Redundancy (TMR)
method is one of the redundancy based methods that is applicable
in both time and hardware redundancies [1–3].

A time redundancy method is presented in [4], in which each
task is run twice. After the first and the second run, the operating
system compares the execution results and initiates a third run in
the case of mismatching of these two results. One of the disadvan-
tages of this method is its application dependency and the need
to change the kernel. Furthermore, the detection of a fault in the
operating system cannot be guaranteed by this method.

Some other methods that aim to increase fault tolerance have
concentrated on Control Flow Checking. These methods that are
implemented in hardware or software, can only detect control flow
checking errors [5–8]. It is worthmentioning that these faults con-
stitute 70 percent of total faults [7–14] [27–33]. In hardware based
methods, the classic approach is to use a peripheral hardware,
calledwatchdog processor, which checks the program control flow
in the main processor via signature monitoring or bus monitoring
methods [8]. With software methods no additional hardware is
required; the process is entirely performed in software. Among
the well known software based control flow checking methods,
Relationship Signature for Control Flow Checking (RSCFC) [9] and
Control Flow Checking by Software Signature (CFCSS) [10] are the
most well-established methods. However, since these methods
require a specific preprocessor, they cannot be utilized in most
embedded systems.

Some other software based classicalmethods for fault detection
use exception handling, watchdog timer and assertion, which can
be utilized in many embedded systems. In the monograph [3], a
general study is given, inwhich themethods proposed for recovery
are divided into two general classes, named as forward recov-
ery and backward recovery. Backward recovery methods are the
simplest recovery methods and correspond to the use of check
pointing or reset methods. Triple Modular Redundancy is one of
the most well known forward recovery methods in which the
result of the failed module is masked with the results of correct
modules [11].

For the evaluation of the fault tolerance capability of computer
systems, many techniques can be seen in the literature that can
be divided into two general classes as theoretical and practical
techniques. Practical techniques that are also called fault injection
are divided into four classes: (i) simulation based fault injection, (ii)
software based fault injection (iii), physical fault injection, and (iv)
debug mode based fault injection. A number of tools are available
for fault injection such as Exception [12], GOOFI [13], DOCTOR [14],
FERRARI [15] and BDM based technique. One of the methods that
utilizes debug mode for fault injection is presented in [16].

3. The proposed method

In order to increase fault tolerance in a real time multitask
system, we propose an efficient time redundancy method for em-
bedded systems that are based on COTS processors with multitask
operating systems. It is assumed that a real time operating system

with a priority based scheduling is used, which is common in
modern embedded systems.

The method is fully software based and no additional hardware
or changes to the operating system kernel are needed. The main
objective of the proposed method is to detect transient faults in
the processor core. To detect other fault types, such as memory or
input–output faults, other fault detection techniques such as Error
Detection and Correction (EDAC) [2] and information redundancy
are utilized.

In the proposed method, the software developer produces two
redundant versions of a task and also a Manager Task for every
computing task. The Manager Task is in charge of input prepa-
ration, scheduling, and comparing the outputs of the redundant
tasks as well as recovery operation of an error. In fact, this method
is a TTMR, however for improving system performance, the first
and the second version of the task is run first and then, in case
that the results of these two versions differ, the third version of
the task will run. Once the Manager Task detects a mismatch in
the outputs of the redundant task, it runs the third version of the
task and then recreates the first and the second faulty versions. In
this way, the status of the faulty task stack is returned to its initial
status and the task is prepared for another running. In Fig. 1, the
system behavior is shown in two states, which are fault existence
and no fault existence. As seen in Fig. 1, theManager Task performs
input reception phase, and then the inputs of first and second
versions of the task are adjusted accordingly. Then the Manager
Task assigns the processor to these two versions for a specific time,
which equals to the sumof the longest time of running the first and
the second versions.

Since the first version takes priority over the second version, it
must run first and then the second version runs next. Afterwards,
the Manager Task preempts the processor and compares output
results of these two tasks. If the results are equal (Fig. 1(a)), the
Manager Task starts the output adjustment phase and returns the
results in output. The pseudo code of the algorithm is given in Fig. 2.

As seen in Fig. 1(b), if a failure happens in either the version 1
or 2, the Manager Task starts running the third version. If the third
version of the task prioritizes the Manager Task, the Manager Task
preempts the processor just after running Task 3 and the voting
phase is run.

If one of the results has the major repetition, the failed task
is recreated and then the output adjustment phase is carried out.
Otherwise based on the type of application, a specific operation (for
e exception handling) is done.

In this method, it is assumed that in each execution period only
one fault occurs and enough time for system recovery is available.
More precisely, if each task has a deadline period T, the execution
time of each version is C, the execution time of the Manager Task
is B, and D is the time necessary for running the other tasks and
the operating system functions, the equation B+3C ≤ T −Dmust
always be true. It is also necessary to prioritize theManager Task to
the redundant tasks because if the first and second version of a task
encounter any fault and face a livelock (infinite loop), the Manager
preempt the CPU at the assigned time.

If the results of the third run deviate from the previous results,
the system will not be able to generate an output in that state
and there is no need to reset the whole system. In the case of
any failures in the Manager Task or in the operating system level
background tasks for system recovery, it is necessary to reset the
system. Awatchdog timer can also be used for detecting faults that
result in timeout. In this case, timeout event can also result in a
system reset.

If exception occurs in the version 1 and 2 of a task, the assumed
task should suspend itself and the related exception handling
routine starts handling the exception. Fig. 2 illustrates the man-
agement algorithm implemented in the Manager Task. As seen
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Fig. 1. Running flow (a) without any fault (b) with a fault.

Fig. 2. Manager task algorithm.

in Fig. 2, the management algorithm uses the utilized operating
system functions.

Control Flow Checking techniques and value control with as-
sertion are utilized for improving fault tolerance in the Manager
Task. In this paper, we use a method presented in [5] and adjust
the Manager Task Control Flow Graph (CFG) based on basic blocks
at application level to detect inter-block flow control errors.

Since operating system functions are used in the Manager Task,
each of these functions is assumed as a basic block. Input reception

and output adjustment phases are also considered to be basic
blocks. Fig. 3 shows the Control Flow Graph of the Manager Task
for the management algorithm.

For inter-block error detection in Manager Task Control Flow
Graph, we define S[ID] as a global variable. This variable S[ID] is
always updated before entrance into a block. Then after exiting
from this block, the value of this variable is compared with the
expected value and in the case of mismatch, it can be concluded
that a control flow error has occurred.
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Fig. 3. Manager Task control graph in application level.

Fig. 4. The basic block under the suggested method for Manager Task graph [5].

Fig. 4 shows a basic block using this method. The Set and Test
instructions are defined based on each block position in control
flow graph. If assertion is used in Manager Task output, some of
the data errors taken place in the Manager Task can be detected.

Since the execution time of the Manager Task compared with
other tasks is short, the probability of a failure in this task is less
than the other tasks. Therefore, in systems with heavy results for
comparison, it is better to use a signature comparing technique
rather than comparing all the results. In thisway, theManager Task
execution time is reduced but the signature computation overhead
is added to the process.

In our proposed method, the execution time equals to M + in–
out + 2T + O, where M is the Manager Task execution time with-
out computing input–output phase time, in–out is input–output
execution time, T is the execution time of each version of a task,

and O is the execution time of the operating system function. By
comparing this value against the task execution time in addition
to input–output operation time, the overhead is expressed by Eq.
(1):

n =
M + in_out + 2T + O

T + in_out
(1)

The memory overhead computation is similar to Eq. (1). In fact
the data memory overhead equals to the sum of the global and
the local variable memories and stack memory of each task. If we
assume that variable memories and stack memories are equal, the
data memory overhead will be 300% in all tasks.

If MMEM is the required instruction memory for the Manager
Task and TMEM is the required instructionmemory for each task, the
instructionmemory overhead is denoted by n and given by Eq. (2):

n =
MMEM + 3TMEM

TMEM
(2)

4. Experimental setup

In order to evaluate the efficiency of the proposed method, an
experimental setup that has several elements is implemented.

4.1. Processor

To evaluate the efficiency of the proposed method, a Phycore-
MCF5485 evaluation board is utilized. This board includes a 32-bit
processor with the ColdFire architecture, 32MB flashmemory, and
128 MB SDRAM memory [17]. The ColdFire processor has several
exceptions with the capability of detecting many different errors.
Table 1 shows some of these exceptions [18].

4.2. Operating system

To provide multitask capability, an open source real time op-
erating system called MicroC/OS-II is used. This operating system
utilizes preemptive scheduling based on task priority with micro
kernel.
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Table 1
Some of the ColdFire exceptions [18].

Vector number Stacked program counter Assignment

2 Faulty instruction address Access error
3 Faulty instruction address Address error
4 Faulty instruction address Illegal instruction
5 Faulty instruction address Divide by zero
8 Faulty instruction address Privilege violation
10 Faulty instruction address Unimplemented line-a opcode
11 Faulty instruction address Unimplemented line-f opcode
14 Faulty instruction address Format error
15 Next Uninitialized interrupt
24 Next Spurious interrupt
61 Faulty instruction address Unsupported instruction

4.3. Benchmark

To evaluate the system behavior, Stanford Integer Benchmark
is utilized. This benchmark includes bubble sort, quick sort, ma-
trix multiplication, and several other well-known applications.
The first two applications are used in evaluation of the proposed
method. In each application, one Manager Task and three versions
of a task with different priorities are created to run the desired
benchmark function.

4.4. Supervisor computer

To analyze the behavior of the system under study, a Phycore-
MCF5485 board is connected to a PC via RS232 link. The software
of Phycore board is adjusted in a way that it sends the location
and the time of fault injection, the results of the error detection
mechanism, and the exception-reset happening to the supervisor
computer. Moreover, for analyzing the correctness of the error
detectionmechanism, it is necessary to compare the systemoutput
with the expected output that is performed in the supervisor
computer through the Fault Injector Analyzer software.

4.5. Fault model

The analyzed fault model in this experiment is a single bit flip
transient fault which is the most commonly seen SEU. SEU usually
happens due to radiation or the crashing of energy full ions onto
transistors [19,20,23–29]. The location of fault in this experiment
is in processor core registers that include 8 data registers (D0–D7),
8 address registers (A0–A7), PC and SR registers [20].

Fault time and location are selected uniformly and randomly. It
is also assumed that in each run, at-most error takes place. It should
be noted that in the input reception phase and output adjustment,
fault injection is not executed.

After the fault injection and result evaluation processes, the
system is reset by the watchdog timer embedded in the MCF5485
processor.

4.6. Fault injection

Our fault injection method [30] is SWIFI (Software Imple-
mented Fault Injection) in which one of the timers of the processor
is set to interrupt after the lapse of a random time period. In
the interrupt routine of this timer, the system fault is injected
according to the desired fault model. In the interrupt routine, all
processor core registers are saved in a stack. Afterwards, the value
of one of the stored registers is changed by using the value of the
stack pointer and the fault model. Finally, all the stored registers
in the stack are returned to the processor. There is a capability of
fault injection to all processor registers, except the stack pointer,
because any changes in the value of the stack pointer result in
changes in the values of the other registers, which is equal to
changing the fault model.

Fig. 5. Experimental system block diagram.

In Fig. 5, the block diagram of the system is shown. Fault
injection interval of 10 ns is considered in this procedure (using
timer setting).

Fig. 6 illustrates the stack content in the interrupt service rou-
tine after the register content storage.

5. Experimental results

Fig. 7 shows the possible system states that may arise after a
fault injection. Here are the explanations of each state:

• State A is the case when the fault occurrence causes the
program to crash. One of the reasons that state A happens
in MCF5485 processor is the effort to access to the address
space in which it is not in the memory range address.

• State B occurs when exception takes place during the execu-
tion of the Manager Task.

• State C happens when the applied Control Flow Checking
method in the Manager Task detects a control flow error
occurrence in the stack. If the error is not detected by any
of these methods, state Dwill happen.
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Fig. 6. Stack content in fault injection timer interrupt service routine.

• State E occurs when the error is detected by the repetition
and comparison mechanisms. However, in this state the
output data is invalid.

• State F happens when the output is correct when recovery
is done.

• State G takes place when there are latent or overwritten
faults.

According to the state explanations, in the states A, B and C,
output is generated and in the states D and E, the output is faulty.

In order to evaluate the proposed method, the behavior of the
system is analyzed for two cases of single task and multi-tasks.

Single task is when a task has a role of fault injection without
the use of any software based method. Multi-tasks is the state in
which the method proposed in this paper is utilized.

The outcomes of fault injection in each category of processor,
registers are analyzed separately. Table 2 shows the relative oc-
currences (in percentages) of the states A to G when a fault is
injected into the PC register 1000 times. In this table, ‘‘simple’’ is
the situation that the proposed fault tolerance method is not used,
and ‘‘embedded’’ is the case that the proposed method is used.

As seen in Table 2, every column of this table corresponds to
one of the states shown in Fig. 7. The figures in Table 3 are the
ones obtained when a fault is injected into SR register of MCF5485
processor, again 1000 times. This register consists of status register
bits, interrupt priority mask, and processor mode. The interrupt
priority mask bit is very important to manage the critical section
and disable the interrupts. Table 4 shows the similar results in the
case of the address registers ofMCF5485 processor. These registers
consist of registers A0 to A6. It is clear that in this state, latent
faults rate is increased in relation to PC register. Table 5 shows the
results of the fault injection into data registers, and finally Table 6
shows the average of the fault injection final results. It is seen
that when the proposed approach is used, it is possible to reduce
the incorrect output rate from 8.23% ((7.56+1.43+17.24+6.69)/4) to
0.66% ((0.8+0.12+1.73+0)/4) and increase the fault coverage from
91.77% to 99.34%.

As seen in these tables, timeout occurrence rate does not change
so much in the cases of single task and multitasks. However, the
errors result in systemexceptions decrease steeply in themultitask
state as in this state the occurred exceptions in redundant tasks do
not lead to stopping of all system operations.

Fig. 8 illustrates the results of the fault injection in a simple
run for different registers without using our proposed method. For

Fig. 7. System states after fault injection.

fault detection, basic processor fault detection mechanisms such
as error control methods are used in this state.

Fig. 9 shows the results of fault injection for different registers
when the proposed method is used. As seen in Fig. 9, the worst
case of the fault injection occurs in the Data registers, while the
best result is in the SR register.

It is worthwhile to mention that in the simulation, the states
that generate output after the deadline T are not considered be-
cause those outputs miss their deadline. The experimental results
also indicate that the error detection and the error correction
rates in processor registers are significantly improved when the
proposed method is used. However, our proposed method is not
proper to be used in the hard real-time embedded system, which
they must absolutely hit every deadline.

6. Conclusion and future work

In this paper, the fully software-based method has been pro-
vided to increase the reliability of COTS equipment against tran-
sient faults. The reliability has been increased by utilizing operat-
ing system task-level redundancy as a software level redundancy.
It has been shown that by utilizing the proposed method, the
percentage of fault coverage is increased by up to 99.34%. More-
over, the propose method offers considerable benefits to be used
in embedded systems (not the hard real-time one) without any
hardware, software, or information redundancy. Therefore, it is
feasible to achieve an acceptable rate of SEU even in safety-critical
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Table 2
Occurrences of different states after the injection of 1000 faults into PC register (in %).

Simple or
Embedded

Benchmark State A State B State C State D State E State F State G

Simple Quick Sort 26.40 55.20 0.00 12.00 0.00 0.00 6.40
Embedded 26.50 13.17 1.60 0.60 1.00 46.5 10.63

Simple Bubble Sort 28.46 57.89 0.00 3.12 0.00 0.00 10.53
Embedded 27.15 13.17 2.20 0.00 0.00 46.91 10.57

Table 3
Occurrences of different states after the injection of 1000 faults into SR register (in %).

Simple or
Embedded

Benchmark State A State B State C State D State E State F State G

Simple Quick Sort 1.67 0.56 0.00 1.67 0.00 0.00 96.10
Embedded 6.97 0.70 0.00 0.00 0.00 2.65 89.68

Simple Bubble Sort 0.54 0.27 0.00 11.72 0.00 0.00 87.47
Embedded 11.80 0.76 0.00 0.00 0.00 31.90 55.54

Table 4
Occurrences of different states after the injection of 1000 faults into address register (in %).

Simple or
Embedded

Benchmark State A State B State C State D State E State F State G

Simple Quick Sort 9.77 18.51 0.26 0.00 0.00 0.00 71.46
Embedded 10.82 1.77 0.35 0.18 0.00 13.65 73.23

Simple Bubble Sort 3.45 0.84 0.00 2.86 0.00 0.00 92.85
Embedded 12.34 0.94 0.06 0.06 0.00 3.70 82.90

Table 5
Occurrences of different states after the injection of 1000 faults into data register (in %).

Simple or
Embedded

Benchmark State A State B State C State D State E State F State G

Simple Quick Sort 12.06 0.00 0.00 11.36 0.00 0.00 76.58
Embedded 13.93 0.00 0.40 0.00 0.40 13.04 72.23

Simple Bubble Sort 16.58 1.31 0.00 23.12 0.00 0.00 58.99
Embedded 18.61 0.00 1.64 0.41 2.66 18.51 58.17

Table 6
Total average results of fault injection.

Simple or Embedded State A State B State C State D State E State F State G

Simple 12.36 16.82 0.00 8.23 0.00 0.00 62.55
Embedded 16.01 3.80 0.78 0.15 0.51 22.10 56.61

Fig. 8. The results of the fault injection in a simple run without the use of the
proposed method (in %).

Fig. 9. The results of the fault injection using the proposed method for different
registers (in %).
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missions using standard processors and COTS operating systems.
As a future work, we are going to apply Control Flow Checking to
application tasks to reduce Control Flow Errors. Moreover, we are
going to apply Data Error Detection techniques to application tasks
in order to lessen error rate on Task versions and improve system
performance significantly.
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