


players can easily equivocate (and modify the supply chain

logs) to present conflicting views to other players and to the

end-consumers proactively during transmission as well as re-

actively during security audits.

Blockchain [5]–[10] is a decentralized ledger where the

records are append-only and cannot be altered. This allows

the participants to verify and audit transactions. It is initially

used as platforms for cryptocurrencies like Bitcoin [5]. With

the appearance of Ethereum [7] and Hyperledger Fabric [6],

the conception of smart contract is proposed and can be used

to enforce business logic through programming and without

human interaction. As a result, several applications are built

based on blockchain when people see the potential of de-

centralization, transparency and immutability [11], [12]; e.g.,

Walmart has been working with IBM to building a blockchain

for food tracing and safety. [13] In this collaborative work

between industry and academia we present a blockchain-based

tractability solution for automotive supply-chains.

a) Contribution: We aim to reform the current auto-

motive supply-chain management system by executing the

supply and tracking of components using blockchains. The

blockchain technology forms a distributed source of shared

truth for supply chain, which along with smart contracts

and cryptographic primitives helps mutually distrusting sets

of players/companies with possibly adversarial interests to

collaborate with a secure set of rules. The identity and transfer

of genuine components are added to the ledger at each step

by the appropriate supply chain player.

We propose to make the vehicle “blockchain-aware” such

that it is capable of querying the blockchain ledger via a

proxy server. Such blockchain-aware vehicles would enable

enhanced transparency across the value-chain, all the way to

the end customer. For instance, the vehicle should be able

to tell the owner or the repair shop whether a replacement

component being installed is a counterfeit (has no record

on blockchain) or a Frankenstein module (made of authentic

components taken from different models across the original

equipment manufacturer). The proposed system enables trace-

ability through the entire life cycle of components, i.e., starting

from components assembly at sub-tiers through aftermarket

till the components (or the vehicle itself) is retired/scrapped.

Aftermarket traceability is important not only in counterfeit

detection but also in resolving insurance frauds. It is also help-

ful in detecting Frankenstein components, i.e., components

which are made of components taken from different models

for an original equipment manufacturer (OEM).

Besides, we study and provide an overview to privacy

problems introduced by the combination of supply chain

and blockchain. Privacy goals such as confidentiality are not

trivial to achieve when the blockchain is design to maintain

a ledger where all actions are traceable [14]–[16]. We also

implemented the prototype using Hyperledger Fabric v1.1

and summarize some general principles regarding applying

Hyperledger Fabric to supply chains.

II. BACKGROUND

A. Automotive Supply Chain and the Issue of Counterfeiting

In this section, we first outline the process flow of a safety-

critical part, e.g., an airbag is assembled and installed in a

vehicle. The automotive supply chain involves the OEM (i.e.,

original equipment manufacturer, the automaker in this case),

tier 1 supplier and multiple sub-tiers [17]. The final assembly

of an airbag module consists of three major components which

are the airbag itself, the inflator, and the breakaway plastic

horn pad cover. These three components are individually

assembled at various sub-tiers (tier 2 or 3) and the final

assembly is done at tier 1, where the airbag module is given a

unique serial number. The three components are individually

serialized, and the serial number of the components are paired

up with the airbag serial number into the tier 1 tracking

system. Next, the tier 1 ships a batch of airbags to the OEM,

who then places them into vehicles, while creating a log of

paired up Vehicle Identification Number (VIN) and airbag

serial number into their tracking system. The traceability ends

when the vehicles leave the factory.

There are several ways how counterfeits enter the value

chain. For instance, the journey of a counterfeit part in

the aftermarket can start with the end customer, i.e., owner

of a vehicle for auto part replacements. The customer has

a number of options to choose from, i.e., an authorized

dealership, a parts store (e.g., Auto Zone), collisions center,

or independent service repair shops. The authorized dealership

can order serialized parts from OEM distribution center (direct

shipment), and also update the cars computer with the new part

serial number. However, an independent shop or collisions

center would not have the ability to provide the same kind

of verification. Small-scale repair shops often choose cheap

parts to increase their profit margin, and may end up servicing

counterfeit parts [18]. As a result, the owner is placed at a

significant safety risk without their knowledge. For instance,

a counterfeit airbag might explode during a crash, causing

serious harm to the driver or passengers. In addition to auto

part replacements, there are a few other channels for detecting

counterfeit parts in the aftermarket, such as sample purchases

by the OEM brand protection teams, warranty returns, inves-

tigations by government and law enforcement, etc.

During the investigations, quality teams at OEM itself (or

at OEM and Tier 1 supplier) work together to identify the

issue. To that end, OEM first tries to identify if the part

being inspected has the right OEM branding. A subset of

counterfeits, especially for the OEM unique parts, could be

detected in this method. On the other hand, for parts that are

not OEM specific but rather are sold as a “black box” by Tier

1, detecting counterfeit involves asking the Tier 1 to provide

verification. The entire process is fairly manual and incurs less

than optimal cost and latency, as the traceability is fragmented

across the tracking systems of various supply chain players.

Also, for “black box” parts where Tier 1 owns the intellectual

property, the cause of the counterfeiting is not always shared

seamlessly with the OEM. For instance, for “black box” parts,
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Fig. 3: Overview of our proposed structure of a blockchain for a representational automotive supply chain.

the database of another chaincode. An illustrative example of

the aforementioned case is the Mount-Component operation.

Assume that Mount-Component is invoked at CC2 to mount

a component to a car. In doing so, CC2 must check that

the component is delivered from the supplier and this info

is only available in CC1 since it is relevant to Transfer-
Component. As a result, CC2 will have to invoke CC1 to

confirm availability of component and mark component record

in CC1 to be “mounted”.

b) Confidentiality: In Hyperledger Fabric v1.1 all en-

dorsing peers share the same ledger, thus share the same view

of the blockchain and database. In this state of affairs, we

design our solution for confidentiality by encrypting appro-

priate parts of the transactions and the corresponding data.

Intuitively, by doing that we can achieve different levels of

confidentiality protection.

In a bit more detail, we ensure the confidentiality of the

transactions in two steps. First, a client encrypts the trans-

action using symmetric encryption so that only the receiver

could access the content of the transaction. Moreover, this

ensures that the transaction is included in the blockchain in

its encrypted form, so that other peers cannot see its content.

Second, the endorser peer decrypts the transaction and

parses it according to the chaincode instructions. The response

message from the peer must be also hidden as it goes

over other entities in the architecture (e.g., ordering service

and other peers). Therefore, the endorsing peer encrypts his

response so that it provides confidentiality.

As a result, although blockchain is available to all endorsing

peers, the contents are encrypted so only the ones with

the appropriate confidentiality level can see the plaintext of

transactions and ledger changes. On subtlety to consider here

is that in Hyperledger Fabric 1.1, a transaction is composed

of many fields such as chaincode name, parameter field and

submitter signature. It is not necessary to encrypt all these

fields and different levels of encryption could be achieved

by encrypting different fields based on use cases. We discuss

about this in more detail in section V.

Our current implementation is as follows: we pick AES as

our encryption scheme and it is supported and implemented

by Hyperledger Fabric Blockchain Crypto Service Provider

(BCCSP). To achieve fundamental privacy, we propose to

encrypt the “parameter field” of the transaction which usually

contains sensitive data. The corresponding encryption key will

be sent to peers through the “transient field” of a transaction

so that only the receiver gets it. Besides, we also encrypt

the read/write set of the endorsements so that finally all data

recorded in the blocks are encrypted.

c) Accountability: Our accountability approach is based

on two principles. First, the fact that every single transaction

is logged in the blockchain (possibly in an encrypted form),

ensures that each entity in the system can be challenged

a posteriori for a proof of correct behavior. Second, even

if the transaction data is encrypted, the encrypted data will

be authenticated (i.e., accompanied by the corresponding

signatures) so that certain party will be caught if it misbehaves.

As an illustrative example, after a component has been

transferred to the OEM in our current architecture, the endors-

ing peer executed by the OEM will have access in the clear to

this component during its entire life cycle. So our architecture

design ensures the accountability of OEM. However, this also

enables that OEM can check that all operations carried out

are as expected. In particular, OEM stores all the credentials

used for the encryption in the different chaincodes. Thus it is

possible to ask the OEM for all his credentials and verify the

correctness of its operations.

This can be extended to almost all supply chain use cases.

There is always a party in any supply chain case who will act

as the manager of the supply chain (e.g. OEM in automotive

supply chain). This manager will be responsible for monitor-
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ing all transaction flows in the whole supply chain. Although

the data in blockchain is encrypted using different keys, this

manager still should have access to all plaintext value and

maintain the system’s accountability. Since every transaction

is recorded on a block and the manager has access to the

plaintext transaction, if some peer misbehaves, the manager

will notice it and the misbehaving proof (e.g., the transaction

in a block) cannot be deleted.

In summary, we enforce business logic using chaincodes,

and the access control is achieved by the design of multiple

chaincodes with different endorsement policies. We leverage

encryption to implement different levels of privacy protection.

E. Our System: Solution to Avoid Counterfeiting

In this section we describe different counterfeiting cases

and explain how these can be prevented by our design.

a) From Unofficial Dealers: Previously, unofficial deal-

ers can directly provide counterfeiting components to car

owners during components replacements with or without car

owners’ admission. Car owners have no way to check the

validity of components since there does not exists a trusted,

shared log recording all valid components. However, in our

design this counterfeiting can be easily prevented since now

there is a distributed, trusted ledger recording all components

information and cars are “self-aware” so they can trigger

signals to the blockchain to check if the mounted components

are (still) valid. Through our blockchain architecture we also

build up records of the whole life cycle of components from

being added until retired.

b) From Supply Chain Parties: With the help of hard-

ware IDs like RFID [4] and PUF [3], components now have

unique IDs which are helpful for tracing and management.

But sometimes official suppliers can be malicious. No one

stops them to generate components with same IDs and sell

them to OEM or even unofficial dealers. This fraudulent

behavior becomes impossible by using blockchain. Since now

we have a single and shared ledger, replicated IDs will be

immediately detected when transactions are received. Besides,

since official suppliers have access to getting valid IDs, they

can also generate IDs and sell these IDs to other counterfeiters

to produce counterfeit components. This can also be prevented

by blockchain since now the only way to add a component

to blockchain is sending a “Add Component” transaction with

the signature of corresponding supplier. Since counterfeiters

are not players of blockchain, they cannot send or sign any

transaction and thus they cannot add any components into the

distributed ledger.

c) From Reusing Retired Components: Unofficial dealers

can generate “valid” counterfeiting components by reusing

IDs of retired components. Then unofficial dealers can just

produce fake logs and provide fake components with valid

IDs. However, this will never happen if blockchain is in use

since once a component is retired, its record in the blockchain

will be marked as retired forever given the append-only nature

of blockchain and the guarantee that all previous blocks cannot

be altered.

d) From Totaled Cars: Even with the use of hardware

IDs, counterfeiting could still occur. Although unofficial sup-

pliers have no access to generating valid hardware IDs, they

can still get them by finding valid components in a totaled

car, get their IDs and produce counterfeiting components

with these IDs. This is hard to detect previous since com-

ponents just lose tractability aftermarket. But with the help

of blockchain, we can define the state of components to be

one of three: “new”, “mounted” and “retired”. In this way, all

components in totaled cars will be treated as “mounted” and

only components with state “new” are treated as valid; thus,

malicious suppliers cannot play any trick on totaled cars.

F. Security Discussion

Our system is resistant to malicious endorsing peers in both

proactive and reactive manners. First, the business logic that

a peer can do is enforced through chaincodes. For example,

in our design, a Supplier has no access to all other operations

except AddComponent() while AddComponent() has to be

endorsed by both Supplier and OEM. Any invalid transaction

will be rejected since the check on OEM will fail, and the

malicious supplier cannot cheat. Besides, every malicious

activity will be recorded permanently into blockchain in the

form of transactions and the entities could be punished a

reactive manner.

G. Extending The Structure

Although our solution illustrates how to build up a system

with three endorsing peers, this can be easily extended to

include more peers into the system. For each new Supplieri ,

we just need to set up a new chaincode with the endorsement

policy Supplieri AND OEM and use this chaincode to enforce

the business logic of Supplieri such as AddComponent.
Adding a new dealer is exactly the same as a supplier.

However, if the added supplier or dealer does not introduce

a new endorsing peer and wishes to employ a set of existing

endorsing peers in a privacy-preserving manner, we may have

to introduce fault-tolerant multi-party computation [21] among

the endorsing peers.

Moreover, for a new OEM, we need to carefully build up

the connection between new OEM and its suppliers using

chaincodes and also the connection among OEMs if necessary.

Besides, data standardization among multiple OEMs is a

challenge itself and we leave it as our future work.

IV. A USABILITY STUDY

As blockchain started to get deployed, user interfaces for

end users will be crucial to allow them to access distributed

ledgers. This will indirectly also involve building the interface

between the blockchain nodes and the blockchain applications.

As one of the outcomes of the project, we have built a

mobile app that interacts with our blockchain and offers

transaction history for safety-critical automotive components

to their owner. We also exhibited our end-to-end solution at an

internal expo and collected extensive feedback. In this section,

we describe our mobile app and its utility to the end users, and
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offer feedback we received during the expo from participants

at all ranks inside the organization.

A. User Interactions

The customers mobile phone can be used to learn informa-

tion pertinent to the provenance of the vehicles components.

Since the vehicle is “self-aware”, it can periodically scan

and verify the identities of its parts by acting as a node on

the blockchain (see note below on other connection types).

As a blockchain node, the vehicle identifies itself using a

public address that is viewed by the OEM/Supplier blockchain

consortium. The vehicle’s public address is established be-

forehand using a Membership Service Provider. The vehicle

can communicate this information to the customer through the

vehicle dashboard and the mobile application. In the event

that a significant change (part replacement, recall, collision)

occurs, the vehicle can automatically notify the customer

through the mobile application. This is useful in a variety

of circumstances.

a) Counterfeit Detection: In the case where the airbag of

a car is replaced, the vehicles airbag interface would be able to

see that the original airbag has been removed and that a new

airbag has been installed. The vehicle would query this newly

installed airbag ID against the blockchain. Since this airbag

ID was not introduced into the supply chain by the supplier

or OEM, the query would return a warning to the vehicle

to notify the customer that the part is unauthorized and a

likely counterfeit. The vehicle could then automatically make

the driver aware by sending a distress signal via the drivers

mobile application. The vehicle could also send this signal

to an authority and the OEMs support team. Furthermore,

the vehicle reports this event to the blockchain, where the

history and provenance of a vehicle and its parts are stored

persistently.

b) Customer Verifies Parts Before Buying Used Vehicle:
Another use case to consider is that a person desires to buy a

vehicle and verify that the safety critical parts connected to the

vehicle are legitimate. The customer would simply place her

mobile phone over the vehicles identification sticker. Upon

scanning the identification sticker, the mobile phone would

send a query consisting of the VIN number to the blockchain

(or intermediate server) to determine if the vehicles state is

valid. The blockchain state for the specific VIN would then

be returned to the mobile phone as a response. The state

of the vehicle is stored as a value under the VIN key and

consists of the open recall status and parts provenance. This

information would be returned to the customer through the

mobile application.

c) Recall Awareness: Once the customer has purchased

the vehicle, the mobile application will periodically notify

the driver of any important changes made to the blockchain

that concern the vehicle. If, for example, a recall is made

for a set of vehicles that have breaks installed from a given

supplier and batch, and if the drivers vehicle falls within the

affected vehicles, then the OEM can easily notify the customer

through the mobile application. In this event, the driver will be

notified in real-time, without having to wait for lengthy snail-

mail nor disturbing phone calls. This personalized notification

system will make the customer more aware, and less prone to

overlooking the recall notification.

B. Feedback and Analysis

The mobile app was presented at an internal tech expo

of a major OEM, attended by evaluators from a variety of

organizations such as product development, manufacturing,

mobility, purchasing, marketing, design, etc. 91% of these

attendants believed the app is relevant to their respective

sub-domains. While the revenue generation potential was not

deemed to be high for this technology, its ability to enhance

safety has the potential to greatly protect customers, enhance

customer confidence and improve brand image. As one can

deduce, this technology was perceived to be valuable for more

than just airbag counterfeit detection, but also for other safety

critical components and for other use-cases such as increased

recall awareness and precision recalls. National Highway

Traffic Safety Administration (NHTSA) issued recalls have

the highest percentage of customers coming in for the part

replacements (over 70%) as they are safety-critical. The scope

of these recalls is not very precise as OEMs have limited

control and real-time visibility of the supply chain, making

this the most expensive type of recalls. The mobile app and its

underpinning Blockchain platform proposed in this paper has

the potential to provide precision recalls, by bringing together

all the supply chain players to track and monitor safety-critical

automotive components through its life-cycle, from initial

assembly to aftermarket servicing. Lack of real-time visibility

of the supply chain is a known issue in the automotive

industry. Our solution can help enable real-time access to part

traceability data, and can have smart contracts to automate

data exchange in ‘specific situations’ such as counterfeiting

and recalls, reducing cost and delays. The privacy preservation

feature of our solution could help incentivize suppliers to

join and share their sub-tiers data on the Blockchain network,

which is otherwise difficult because of concerns about losing

competitive advantage and cost margin. To that end, we expect

Fig. 4: Snapshots of the mobile application.
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