Digitale Transformation, neue Geschiftsmodelle, Kundenzentrie-
rung, Changemanagement und New Work sind nur einige Themen,
welche die Versicherungen aktuell beschaftigen. Wir stehen kom-
plexen Projekten mit enormen Spannungsfeldern, vielen Fragezei:
chen und widerspriichlichen Erwartungen gegeniiber. Unter diesen
Herausforderungen brauchen wir Ideen und Impulse, welche die
traditionellen Pfade verlassen und Innovationen schaffen.

In dieser spannenden Zeit bietet das Buch eine innovative Auswahl
an Praxisbeispielen. Das Buch inspiriert und ermutigt, neue Wege
zu gehen. Fach- und Fiihrungskréfte erhalten hier Impulse fiir die
eigenen Innovationsprojekte, praktische Anregungen und metho-
dische Tipps.

Dr. Andreas Eckstein Dr. Anja Funk-Miinchmeyer Axel Liebetrau
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Vorwort

Das Jahr 2020 stellt fiir die Buchreihe Insurance & Innovation in zwei-
facher Hinsicht einen besonderen Auftakt in das neue Jahrzehnt dar.
2011 ist das Jahrbuch von Axel Liebetrau und Dr. Andreas Eckstein
erstmalig zusammengestellt worden, von Funk nunmehr im finften
Jahr als Mitherausgeber begleitet und erscheint dieses Jahr in seiner
zehnten Auflage. Insurance & Innovation steht fiir innovative Kon-
zepte einer Vielzahl von Autoren aus der gesamten Versicherungspra-
XIs.

Innovationsthemen sind mittlerweile verstirkt durch globale Einfliis-
se geprigt. Innovations-Hubs w.a. im Silicon Valley, in London, Pa-
ris, Berlin, Tel Aviv oder in Singapur und Shanghai stellen die In-
novationsentwicklung ins Zentrum. Sie dienen Innovatoren weltweit
als Quelle zur Inspiration und als Losungsbaukasten, eigene Entwick-
lungen ziigig voran bringen zu kénnen. Eine Vielzahl der Beitrige
des Buches ist daher in englischer Sprache verfasst und steht so einer
internationalen Leserschaft offen.

Intensiver Losungsbezug steht bei den Themen des Jahrbuchs erneut
im Fokus. In Anbetracht des Megatrends Digitalisierung und der da-
mit verbundenen Vernetzung von industriellen Anlagen, Maschinen
aber auch Alltagsgegenstinden, thematisieren einige Beitriige Risiken
in Verbindung mit Industrie-4.0-Anwendungen und stellen neue ope-
rationelle Risikomanagement-Ansitze vor. Gleichermafen werden in
anderen Beitrigen die Auswirkungen des maschinellen Lernens auf
die Branche beleuchtet und die Notwendigkeit aufgezeigt, Prozesse
effizienter zu gestalten. Auferdem betritt Nachhaltigkeit das Parkett
in der Versicherungswirtschaft. Autoren skizzieren mogliche Zusam-
menhénge fiir das Underwriting bzw. bei einer Zusammenarbeit mit
der 6ffentlichen Hand als politisches Lenkungsinstrument.

Wie in den Jahren zuvor haben auch in 2020 wieder Funk-Experten
zu dem Buch beigetragen: Dr. Alexander Skorna und Hendrik Loffler
beleuchten in ihrem Beitrag die neue Dienstleistung ,,Funk Beyond
Insurance®. Hier werden innovative, marktfihige Losungen beispiels-
weise aus dem Bereich Kinstlicher Intelligenz, Drohnentechnologie
oder Sensorik fiir einen Praxiseinsatz im Industrieunternehmen in
Kooperation mit ausgesuchten Startups entwickelt. Benedikt T. Brahm
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und Dr. Kristina Klinkforth zeigen, wie ausgehend von einer spie- Inhaltsverzeichnis
lerischen Unternehmenssimulation — dem Management Adventure —
Entscheider im Unternehmen ihr Krisenmanagement verbessern und
Mitarbeiter wirksam sensibilisiert werden kénnen. Saita
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Von Jdgern und Beute ...

Lukas Nolte, Axel Liebetray

oder warum ,kleine® Verdnderungen grofle Auswirkungen haben
konnen ...

oder warum wir in visioniren Okosystemen denken sollten

oder warum selbststindige und weitsichtige Mitarbeiter wichtig sind

Ende des 20. Jahrhunderts wurden im §:o€mﬁo=m-2m\ﬁbo=m€mww in
den USA Wolfe ausgesiedelt, welche dort zuvor durch den Menschen
ausgerottet wurden. Die Wélfe rissen das ein oder andere Reh, wel-
che in groBer Zahl im Nationalpark vorhanden waren. Die Rehe rea-
glerten prompt und mieden die Orte, an denen sich die Wolfe auf-
hielten. Dies wiederum gab den Orten die Gelegenheit, sich iiber die
Zeit langfristig zu regenerieren, die Zahl der Biaume nahm zu und
Beeren und Kifer wurden wieder haufiger, da ihre Lebensgrundlage
gestarkt wurde. Dariiber hinaus toteten die Wélfe auch Kojoten, so-
dass die Population von Hasen und Mausen wieder stirker wachsen
konnte. Als Reaktion auf das grofere Angebot an Nahrungsmitteln
siedelten sich verschiedene Végel, Fiichse, Dachse und Wiesel wieder
an. Zeitgleich bewirkte der erhdhte Baumbestand aber noch mehr:
Der Biber, welcher in den Parks ausgestorben war, kehrte ebenfalls
zuriick und begann, Dimme zu bauen, die wiederum Schutz fiir Ot-
ter, Bisamratten und kleinere Reptilien boten. Durch das bessere
Gleichgewicht zwischen Jagern und Beute, die Riickkehr der Biber
und die erhéhte Vegetation gibt es weniger Erosion an den Fliissen.
Flussbinke stabilisieren sich und die Kanile werden kleiner — sogar
kleine Teiche bilden sich.

Zusammengefasst hat die Aussiedlung des Wolfs das Okosystem mas-
siv beeinflusst — in eine Richtung, die niemand vorhersagen konnte,
mit nicht nur erhéhter Biodiversitit, sondern sogar Auswirkungen
auf die physikalische Struktur des Nationalparks.!

1 Vgl. bspw. rme”\\g.:vm.mo,\\ﬁ:\_mmws\:ﬁEm\io_m.:&85&0?35.
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m<_om7<m_\mmn3mE:©m: - Wann erwacht der schlafende Riese?

Das Thema Cyber bietet Versicherern die grofe Chance, sich als Lot-
$€ zu positionieren, der verschiedene Leistungen koordiniert. Das
reicht von der Risikobewertung iiber die Prévention bis zur Schaden-
bewiltigung. Anders als in vielen Bereichen, in denen Okosysteme
rund um Kundenbediirfnisse entstehen, ist im Bereich Cyber bislang
kein ,,Key-Player* erkennbar, der als natiirlicher Integrator aufireten
konnte. Versicherer kénnten hier kiinftig eine zentrale Rolle als we-
sentlicher Akteur in der IT-Sicherheitslandschaft einnehmen.
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Measurement of ERM maturity levels and theijr
relevance for the insurance industry

Univ.Prof. Dr. Walter S.A. Schwaiger/Michael Brandstiitter

Measuring the quality of ERM system implementations

Enterprise Risk Management (ERM) deals with the integration of
risk considerations into the management systems of a company. It is
a complex construct that cannot be directly measured. In the re-
search project “Measuring and analyzing the quality of ERM systems
in enterprises”, which was sponsored by the Funk Foundation (Ham-
burg) and performed by the Institute of Management Science at the
TU Wien, an ERM system was designed according to best practice
considerations with a multi-perspective approach. Specifically, an
ERM system was defined by using three dimensions. For measuring
the quality of ERM system implementations five successively improv-
ing quality stages (maturity levels) were defined for each dimension.

The quality of hanagement system implementations is an Important
driver of sustainable enterprise performance. But compared to KPIs
the implementation quality is not easily quantifiable. In the context of
ERM systems, there are multiple frameworks available (e.g. COSO 11,
ISO 31000) that go at length to what are important practices, what are
the roles and responsibilities and what are the different aspects of
ERM. However, it is not straightforward for firms to compare their
existing risk management practices with these frameworks and to de-
termine the quality of their ERM implementation. Furthermore,
these frameworks do not offer 3 standard of how to communicate the
quality of their systems to the stakeholders of the firm. If, say, a com-
pany is in negotiations with an insurer about the premium for g cer-
tain insurance service, a valuable information for both parties would
be an objective assessment of the firm’s ERM implementation quality.

should provide a solid foundation upon which current insurance pre-
miums and potential future discounts can be discussed.

An important objective for the ERM maturity assessment model
(ERM-MA model) developed in the research project was the estab-
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lishment of a prescriptive model that gives the user not only the cur-
rent maturity level but also information for the improvement of the
currently implemented system. For this purpose the spectrum rang-
ing from immature, ad hoc risk management activities to a mature,
best practice compliant enterprise risk management system has to be
filled with intermediate development stages (i.e. maturity levels).
The stages describe the quality levels that maturing systems inevita-
bly have to progress to and that cannot be skipped in order to achieve
higher maturity levels. In the research project the ERM-MA model
specification was also used as the basis for the development of a web-
based IT tool — called Maturity Assessment & Monitoring (MA&M)-
Online tool — that provides a questionnaire for making self-assess-
ments. This tool was used to perform the empirical investigation
concerning the quality of ERM system implementations in German
and Austrian companies.

From silo risk management to ERM systems

The three dimensions of the ERM-MA model are depicted in Fig-
ure 1. As ERM systems deal with the integration of risk information
into the management systems of a company the ERM-MA model
has two pillars, i.e. the dimension B) that deals with the generation
of risk information (information provider) and the dimension C)
that deals with the usage of risk information (information user) in
different planning and control systems. On top of the two pillars is
the “roof” in form of the ERM governance. The governance is the
master mind that is needed for ensuring the consistency among the
two pillars.

The two pillars of the ERM-MA model are needed for delivering bene-
fits for implementing good ERM systems. The generation of risk in-
formation alone in the sense of “risk accounting” is not sufficient.
The information must be utilized to make better decisions in strate-
gic, financial and operational Mmanagement. Furthermore, the inter-
play between the risk information providing and the risk information
usage has to be managed appropriately. The appropriate management
can be ensured by having a predetermined risk strategy, risk under-
standing and risk organization. These three aspects form the “plan”
(governance) that the ERM system implementation follows.

80 | Schwaiger/Brandstitter

Assessing quality levels of ERM system implementations

A) ERM-Governance
(ERM-Master mind)

B} Risk Manage-
ment System

C) Risk-based
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Generating Control Systems
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(Info-provider) risk information
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management in in traditional
isolated systems management systems
e, PR e

Figure I: Information based perspective on three dimensional ERM construct

In cach of the three dimensions there are five maturity levels defined
that range from ad hoc implementations to best practice implemen-
tations. This range and intermediate progression shows very clearly
in the dimension B. There, risk Management practices range from
partial, silo-oriented approaches to coordinated and harmonized en-
terprise-wide practices. The coordinated and harmonized approach
ensures that different domains (e.g. procurement, production, etc.)
use compatible methods in their risk management processes, so that
related risks can be tracked and aggregated throughout the whole or-
ganization. Consequently, the generated risk information can be used
in all management domains, i.e. in the operational, the financial and
the strategic management.

Assessing quality levels of ERM system implementations

Due to the complex nature of ERM systems each of the three dimen-
sions of the ERM-MA model is sub-divided into three sub-dimen-
sions. The nine sub-dimensions of the ERM-MA model are as follows:

Al Risk strategy

A2: Risk understanding

A3: Risk organization

B1: Risk management process

B2: Risk management training system
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B3: Risk management information system
CI: Strategic management system
C2: Financial performance Mmanagement system

C3: Operative Process management system

Matarits Level

e e

is aligned with

Al: Risk
Strategy

documented and
ged
enterprise-wide

is

corporate

objectives

Sub-dimensions

BI: RM-

Process

implemented in implemented

enterprise-wide

specific domains enterprise-wide 3 X
i . risk aggregation
(silo-oriented) and coordinated .

Gl

Strategic

Key risk-based

control systems

performance k
performance

agement)

measures

Figure 2: ERM maturity model - progressive maturity level specifications
(examples)

For each sub-dimension there are five maturity levels defined. Fig-
ure 2 shows examples for the maturity level definition in one parti-
cular sub-dimension for the A), B) and C) dimensions, The guiding
ideas for the specification of the maturity levels of the ERM-MA mod-
el stem from risk management standards and best practices ERM
frameworks, i.e. 1SO 31000 Risk Management (2009), IIR 3-Lines-
of-Defense model (2013) and COSO ERM framework (2017).

For measuring the maturity levels each sub-dimension has objective
evidence-based indicators assigned to that are progressively arranged

the quality of the ERM system implementation, the presence of the
indicators is checked. In the MA&M-Online tool a smart online ques-
tionnaire is implemented that poses questions to the different indj-
cators. By responding to questions, participants reveal which indica-
tors are present in their ERM system implementations.
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Results of the ERM Maturity Assessment

m.mnaa._um:a Om. the self-assessment get information about theiy current
BmEEJ.\ level in each sub-dimension (ERMMA Profile in the left pa-
nel of Figure 3) as well as aggregated scores for the three dimensions

mark H..bmo::mmo:. Finally, the missing indicators for achieving the
next higher Maturity level are provided for each sub-dimension,

ERMMA Profile (Sub-Dimension
Scores)

Dimension Scores

Oimensions

~Dmensong

Scomm Vave

Sub.

Overall Score 256
Relative Rank - 147100

B I .
0 1 2 3 ] 5

HMatusity. Lovol

Figure 3: Maturity Assessment results for participants (scores and rank)

Results of the ERM Maturity Assessment

form of limited liability companies (about 2/3) ang public limited
companies (1/3). More than 90 % of participating firms have 4 pub-
lic auditing. Figure 4 presents the distribution of aJ] scores, i.e. ma-
turity levels in each sub-dimension as wel] a5 aggregated maturity Jeve]
scores for the dimensions and an overall score ip form of boxplots,
The results show, that enterprise-wide risk Mmanagement approaches
(starting at ML3) are taken in 4 minority of firms only. Nearly half
the survey Population is stuck at maturity level 1, where risk man-
agement is limited to silo-oriented approaches.

Schwaiger/Brandststter | 83




urement of ERM maturity levels and their relevance

ERM-MA Scores: Total GER
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Figure 4: ERMMA-Scores (GER) — Median, Quartiles, Outliers

A major finding is that risk information is far more integrated into
operational (C3) and financial (C2) decisions than it is into strategic
decisions (C1). This is especially noteworthy, since the integration of
risk information at the strategic management level is a main topic of
ERM frameworks such as COSO II. The reason for this might be that
only 25% of the survey participants have an enterprise-wide risk
management process in place (at least ML3 in B1), and for possessing
the aggregated risk information for the strategic management a le-
vel 4 ERM implementation level is needed. In the dimension B), i.e.
the risk management system dimension, the survey shows that half
of the population does not have any programs in place to train em-
ployees in risk management.

For comparison, the mean and median scores of all sub-dimensions
as well as the aggregate scores are presented for German and Austrian
firms in Figure 5. The Austrian results stem from a separate study that
was performed in 2017 in Austria with the MA&M-Online tool.
71 firms participated in this study, where the sample distribution in
terms of firm size is comparable with the German study (GER: 52 9% >
500 employees; AUT: 54 % > 500 employees).
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ERM-MA-Scores: GER vs. AUT
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Figure 5: ERMMA-Scores (GER vs. AUT) — Mean & Median comparison

Differences in the median values can be observed in the risk manage-
ment process (B1), risk management training (B2) and the integration
of risk information in strategic management (C1). In these ERM sub-
dimensions the Austrian companies have clearly higher values com-
pared to the German firms. According to this finding it can be con-
cluded that improvements in the quality of the RM process (B1) are
accompanied with a better integration of risk information in strate-
gic management (C1). The opposite is true for the integration of risk
information into financial management (C2). In this sub-dimension
the German companies have higher maturity levels.

Interesting insights show by splitting the population of German com.-
panies according to the firm’s size into two groups (Figure 6). In each
ERM sub-dimension, larger firms show a better average maturity le-
vel, although differences in the median cannot be observed as fre-
quently. It seems that, while the lower half of the two groups have
quite similar ERM implementations, large firms that put more effort
into ERM adoption are more effective than their smaller counterparts.
Or, put differently, the better half of large firms in terms of ERM im-
plementation outscore the better half of small firms by a much bigger
margin than it is the case for the worse half. This also shows in the to-
tal score (“Score”) column where differences in the median are much
smaller than in the mean. Concerning the understanding of risk (A2)
there is no difference among large and small firms. Finally, large firms
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have a better risk organization (A3) which seems to have a positive ef-
fect on the quality of the risk management process (B1).

ERM-MA-Scores: 500+ vs. 500- Employees
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Figure 6: ERMMA Scores comparison: 500+ (L) vs. 500- (S) employees

Relevance of ERM maturity levels for the insurance industry

An ERM-MA self-assessment gives important feedback to the parti-
cipants concerning the achieved ERM system Implementation qual-
ity and the indicators needed te Improve the system’s implementa-
tion to the next quality levels. For the case that the indicator feedback

company for improving the ERM quality. The collaboration could
begin with the specification of a target ERM profile (ie. target ma-
turity levels for the different sub-dimensions). mzvmm@:m:a& the im-
provement actions could pe specified and guided, This coaching has
two advantages. It Increases the value the broker and Insurer have
for the company, and it helps to disclose information about risk
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